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Challenge

e SDC 2009 — Challenged the Network
Analysis community to automate the
detection of Network Operations
Centres
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Phase 1: Intelligent Router Configuration File Parsing

* Routers have numerous services running on them that help
identify the NOC IP ranges:
— SSH
— TELNET/VTY
— SNMP
— SYSLOG
— DNS
— TACACS
— RADIUS

« Access to these services tends to be locked down by the use of
Access Control Lists (ACLS)

« Configuration files provide details of how services are
configured.

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information

‘ ‘ A( legislation. Refer disclosure requests to GCHQ ot
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NOCTURNAL SURGE

« GCHQ response to challenge.
» Early Prototype that looks at only: s
— ACLs for SSH/TELNET | *

— ACLs for VTY 4 e i
*

NOCTURNAL SURGE

aka Find my NOC

his information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
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GCHQ / CSEC NAC Joint tradecraft development

e During March 2011 GCHQ Analysts visited CSEC to look at the
using PENTAHO for tradecraft modelling working with CSEC
NAC and CSEC/H3 software developers to see if could model
NOCTURNAL SURGE in PENTAHO and then implement in
OLYMPIA.

* Only possible to attempt because:
— GCHQ NAC use PENTAHO
— CSEC NAC/H3 use PENTAHO
— CSEC NAC have implemented GCHQ NAC TIDAL SURGE Database
Schema (DSD also have this..)
« GCHQ approach based on AS

« CSEC approach based on Country

NETWORK ANALYSIS CENTRE
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Pentaho - NOC Auto Detection

| J
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Input I:I:Iur'ltr},-" digr* Remove priviﬁ |IP addresses Dedupe exact range, method Durnrry (o nothing)
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A - — = 2
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Trim whitespace from descripions Selectvalues Calculate number of IP addresses inrange  Filter 1= /16 o INEE
\ | g =% - == 3
@—F——FF——@—F—{&—>—F
= X =
ummy (do nothing) 3 Filter on input country Selectvalues 4 Merge Joinwih geo data Sorton Istip Convert dacimal IPto String  Dedupeonfirstip
1 7
O
= A ™~
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Sortonlstip 2 Country digraphto lower case 2 Enrich with Geo
= .
Cutput raw results S —
e = I -
.?D—-L—l%—lg Q, I.:.':' F + Subnet Mask
Count bygrm Sortongroup id Merge Join group with company infio. Sort by group cbupt
w O
L1
=]
terge Join group idswith count Sort by first ip Output NOC ranges for input country, sorted by confidence

This information is exempt from disclosure under tha Fraadnm nf Infarmatinn Act 2000 and mav ha cuhiaect tn exemption under other UK information
legislation. Refer disclosure requests to GCHQ ot
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Phase 2: Intelligent use of Metadata

 We do not always get full configuration files to parse.
» Services between routers and NOCs run on IP/TCP/UDP

e We do create 5-TUPLE metadata from our collection
— GCHQ have prototype database — 5-Alive
— CSEC have database - HYPERION

legislation. Refer disclosure requests to GCHQ o

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
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SNMP Protocol

SNMP Manager SNMP Agent
get -request

|

get -response UDP 161

{

get —next-request

|

get -response UDP 161

!

Set-request

|

UDP 161
get -response

I

UDP 162 | 4 trap

j = This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
= NC legistation. Refer disclosure requests to GCHe [
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SNMP Protocol in 5-Alive

Activity Graphs

Options
Help Filter Export to CSV
s -- udp 161
=)
S udo 161
Resul
--= 161
M 161
1
i 16l
z
3 -- 161
4 Z011-05-13 09:59:37 --x udp us Unknown
5 2011-05-13 09:59: 36 - udp us Unknown
& 2011-05-12 07:22:32 -- udp LU Unknown
7 2011-0%-12 06:04:46 EEE udp us Unknown
g Z011-05-11 22:52:58 --x udp us Unknown
] 2011-05-11 19:55:22 —— udp us Unknown

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information

r \ A ( legislation. Refer disclosure requests to GCHQ
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20 17 udp DMS (Domain Mame System) 63226 53 2011-05-12 07:30:00 2011-05-12 05
21 17 udp Trivial File Transfer Protocol TFTP 52096 69 2011-05-13 10:00:00 2011-05-13 i
2 17 udp Trivial File Transfer Protocol TFTP 55912 69 2011-05-13 10:00:00 2011-05-13 i0:
25 17 udp Trivial File Transfer Protocol TFTP 53438 69 2011-05-13 10:00:00 2011-05-13 1i0:
24 17 udp Metwork Time Protocol NTP 52096 123 2011-05-13 10:00:00 2011-05-13 10:
] 17 udp Metwork Time Protocol NTP 58912 123 2011-05-13 10:00:00 2011-05-13 10:
26 17 udp Metwork Time Protocol NTP 53438 123 2011-05-13 10:00:00 2011-05-13 10:
2F 17 udp MetBIOS MetBIOS Datagram Service 53435 138 2011-05-13 10:00:00 2011-05-13 10:
28 A udp MetBIOS MetBIOS Datagram Service 58912 138 2011-05-13 10:15:00 2011-05-13 10
29 17 udp MetBIOS MetBIOS Datagram Service 52096 138 2011-05-13 10:00:00 2011-05-13 10
30 17 udp Zimple Metworlk Management Protocol SWMP 52096 161 2011-05-13 10:00:00 2011-05-13 1i0:
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Further drill down on activity for identified IP

oo:
30
30
30
30
30
30
30
145
30
30

ao
oo
ao
oo
ao
oo
ao
oo
ao
oo
oo

This information is exempt from disclosure under tha Fraadnm nf Infarmatinn Act 9000 and mav ha cuhiaect tn exemption under other UK information
legislation. Refer disclosure requests to GCHQ o
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Phase 3: Intelligent use of TELNET traffic

Again we do not always get full configuration files. Phase 1 is
based on full (or as near to full) configuration files

GCHQ NAC collect TELNET Sessions into TERMINAL SURGE
— Collection based on TCP Port 23 (TELNET)
— Other protocols use TCP Port 23 (YMSG)

Interaction with Routers over TCP Port 23 maybe nefarious:
— Scanning
— Password guessing

Need to separate legitimate use from nefarious activity

Look for signs of legitimate use.
— Successful login
— Follow on commands

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
legislation. Refer disclosure requests to GCHQ ¢
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From TCP Port 23 (Echo)

: @

|

le Edit Format ‘iew Help

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
legislation. Refer disclosure requests to GCHC
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To TCP Port 23

"3 Untitled - Notepad g@

File Edit Format  Miew Help

[ PUST X
terminal width 512

show ip route isis

show controller EL 0510 brief

show interfaces description

show ip route static

show interfaces | include Tunnel

show ipwé route static

show controller EL 0140 | dnc Description:
show ipv6e route eigrp

show bfd neighbors

show ip route rip

show ipwd neighbors

show ip arp

show ip route Tocal

show interface FastEthernetly1l | inc Description:
show ip route bgp

This information is exempt from disclosure und exemption under other UK information

AWN\C legisiaton. Refer disclosure requests to G+ | RN

NETWORK ANALYSIS CENTRE




TOP SECRET STRAP 2
Intelligent analysis of TELNET traffic

 The fact that login was successful for both examples means the

following:
o ===
— From TCP Port 23 o L
 To IP address is Network Management Terminal (in the
NOC ?)
e —
— To TCP Port 23 =0 (S

 From IP address is Network Management Terminal (in
the NOC ?)

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
legislation. Refer disclosure requests to GCHQ




TOP SECRET STRAP 2
Phase 4. Bulk Port Scanning

We know the key services/servers running in the NOC

Utilise HACIENDA, GCHQ'’s bulk port scanning capability to
identify what IPs have these service ports open — additional
logic to build up confidence required.

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to e:

xemption under other UK information
legislation. Refer disclosure requests to GCHQ
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Fusion of sources

 Aim is to bring all sources that help identify NOC IP ranges
together with associated confidence.

» Different techniques provide different results due to the nature of
passive access (international v’'s in-country for instance)

» Different techniques have different levels of reliability — therefore
looking to develop aggregation with overlay of smart
intelligence.

e Solution can work on not just ISP
NOCs but also Mobile OMCs.

) This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
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And then....enabling CNE on NOCs

We now have IP ranges — need selectors of NOC Staff to
enable QUANTUM INSERT attack against them.

Use of GCHQ TDI capability to identify selectors coming out of
IP ranges and/or identification of proxy/NAT within NOC range.

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
egislation. Ref i re ests
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NOC IP range search in MUTANT BROTH

MUTANT BROTH
Identifier Search 1P Address Search | Paszward Search IP Prefix Search

Legal Context

This is a powerful technigue that allows you to pull back presence events for an IP network,

You must make sure that your HRA justification (Reason) clearly explains why you are querying on an IP network, as you are more likely to retrieve the communications of innocent individuals as well as tar
s “Tour queries will be logged for audit.

You should use Tracaroute ar DNS look up first 50 that only IP prefixes registered or associated with the target networks are queried,
+ If you suspect that the 1P prefix is dynamic, you must either combine this search with another filter eg an HHFP or limit the guery length to 60 minutes.
. If after running the query, it is clear that the IP prefix is dynamic, you should not look at the results as they are unlikely to relate to your target,

Search for IP address prefixes

Enter the set IP address prefizes,
. The IP address range must be specified as: = dotted decimal IP =/= prefix length =
Example: 172.16.17.0/23
1921664 .5
192.168.128.0/17
« Prefix lengths of less than 16 bits will be ignored,
. Absent lengths are assumed to be 32 bits.
Optionally enter the HHFP or the time period start and search length in minutes,

80.84.19.0/24

IF Ranges
HHER | | MIRANDA (20135
Time period start -l?'.-'DEQU'H Jc 2
Search length (minutes) 20000 | Purpose NS il

Reason |Belgacom reseach

This information is exempt from disclosure under the Freedom of Information Act 2000 and may be subject to exemption under other UK information
legislation. Refer disclosure requests to GCH




Source IF

Liser-dger

20.24.19.9

Mozilla,/5.0 (X
Mozilla/ 5.0 (X
Mozilla,/5.0 (%
Mozilla/ 5.0 (X
Mozilla/ 4.0 {c«
Mozilla,/ 5.0 (X
Mozilla 5.0 W
Mozilla/ 5.0 (X
Mozilla/ 5.0

Mozilla,/5.0 (%
Mozilla,/5.0 (X
Mozilla,/5.0 (W
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NOC IP range — Target identifiers for QUANTUM INSERT

filetel
) A Source Identifier Identificr
Date Tirme Fouling Source IF Gea
IPHHFE TEpe L& it
Sowrce

17405411 omo2:54 20.84.193.9:d23bad41 S50.83;4.33;BRUSSELS; BE; TLLM  Y¥ahoo-B-Cookie

17405711 00:02:59 20.84.19.9:d23bad41 S0.83:4.33;BRUSSELS; BE; 7TLLM  Yahoo-B-Cookie

17705711 00:02:59 20.84.19.9:d23bad41 S0.83:4. 33 BRUSSELS; BE; TLHY  Yahoo-B-Cookia

17/05/11 00:05:37 20.84.19.9:5eec374d 50,83;4.33;BRUSSELSBE; 7LHY Google-PREFID-
Cookie

17/05/11 oo:rie:18 20.,84.19,9:7d2913435 50:83;4.33;BERUSSELSBE; 7LHY Google-PREFID-
Cookie

177057411 ooy17iss 20.84.19.9:F77387b02 50.83;4.33;BRUSSELS;BE; 7LHY  Google-PREFID-
Cookie

17/05/11 00:23:35 20.84.19.9: 643903 50.83;4, 33 BRUSSELS; BE; 7LHY  Google-PREFID-
Cookie

17/05/11 o0:28:09 20.24.19.9:7d9134:5 50.83; 4. 33;BRUSSELS;BE; TLHY  Soogle-PREFID-
Cookie

17/05/11 ao:37iad 20.,84.19.9:b36815d23 S50:83;4:33;BERUSSELSIBE; 7LHY Google-PREFID-
Cookie

177057411 oo 35S 20.24.12.9:§1 258970 50.83;4.33;BRUSSELS;BE; TLHY  Google-PREFID-
Cookie

177057411 Oo47:56 20.584.19.9:477c4721  50.83;4.33;BRUSSELS;BE; 7LHY  Google-PREFID-
Cookie

17/05/11 00:54:38 20.84.19.9:d23bad41 50,83:4,33;BREUSSELS; BE; TLHY

Google-PREFID-

Event Count (%)

(4 %)
(4 %)
[z %)
[0 %)
(1 9]
& (16 %)
(4 %)
214 %)
[0 %)
4 (28 %)
218 %)
(2 9%)

MNC
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Questions ?

This information is exempt from disclosure under tha Fraadnm nf Infarmatinn Act 9000 and mav he cuhiact tn axemption under other UK information
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