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SID Priority: Traditionally Inaccessible Network
(TS//SI/REL TO USA, FVEY)

SIGINT Development Challenge: Establish a proven foundation of targets in Pakistan's National Telecommunications Corporation's
(NTC) VIP Division.

Mission Example and Result: Successfully enabled positive identification of users in NTC's VIP division who focus on maintaining
the Green Exchange. The Green Exchange branch houses ZXJ-10 switches, which are the backbone of Pakistan's Green Line
communications network. This network is used by senior Pakistani civilian and military leadership. Four machines in the VIP division
who have Green Exchange related documents on their machines were successfully implanted.
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SIGINT Development Outcome: Four new CNE accesses were gained for the VIP Division and a baseline of collection related to the
Green Exchange was established.
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(TS/SIINE) !SID Priority: Traditionally Inaccessible Target Networks

SIGINT Development Challenge: Passive access in Lebanon is limited, thereby hindering SIGDEV, Discovery, and Mobility Exploitation. TAO
project REXKWONDO successfully enabled Country-Wide Shaping and Man-in-the-Middle (MiTM) capabilities against Lebanon’s Internet traffic
for the first time ever.

Mission Example and Result: Combined CT SIGDEV and CNE analysis effort within REXKWONDO, the Lebanese owned OGERO ISP,
resulted in multiple successful CNE operations that yielded initial access and collection from Lebanon’s International Gateway routers. Currently
shaping Hizballah-related traffic to SSO-STORMBREW, providing SIGDEV discovery opportunmes for S21, S2E, and SSG\NAC via
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SIGINT Development Outcome: SDS collaboration across the TAO and S219 previously denied access to the Intemational Gateway routers in
Lebanon and Sole-Source Discovery against Hizballah. 100 +MB of Hizballah Unit 1800 data has been collected and ingested into
XKEYSCORE. S2122 confirms CADENCE dictionary and XKEYSCORE fingerprint hits. NSA SIGINT Enterprise analysts can now conduct
SIGDEV on any target IP range of interest in Lebanon using a single passive database [US-3105S8] in XKEYSCORE.
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