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Description of Information ‘ Classification/Markings | Reason | Declass | Remarks

1. (U) The fact that NSA/CSS or UNCLASSIFIED N/A N/A (U) Details indicating
TAO performs computer specific targets, level of
network exploitation (CNE) success or capabilities remain

classified.

2. (S//REL) The fact that SECRET//REL TO USA, Sec 1.4(c) *25 years (U) Details indicating
NSA/CSS or TAO, as part of FVEY specific targets, level of
CNE operations, performs success or capabilities may
remote subversion raise the classification level

and/or require
compartmentation.

(U) Foreign releasability
decisions on specific details
relating to remote subversion
are handled on a case-by-case
basis. Contact TAO CAQ for

further guidance.

3. (S//SI//REL) Identification of SECRET//SI//REL TO USA, Sec 1.4(c) *25 years (U) Details indicating
specific remote subversion FVEY specific targets, level of
methods used by NSA/CSS or success or capabilities may
TAO, to include: raise the classification level
- Endpoint access, exploitation, and/or require
or operations compartmentation.

- On-net access, exploitation, or

operations (U) Foreign releasability

- Software implant access, decisions on specific details

exploitation, or operations relating to remote subversion

- Accessing or exploiting data are handled on a case-by-case

at rest basis. Contact TAO CAO for
further guidance.

4. (S/SI//REL) The fact that SECRET//SI//REL TO USA, Sec 1.4 (c) *25 years (U) Details indicating
NSA/CSS or TAOQ, as part of FVEY specific targets, level of
CNE operations, performs success or capabilities may
physical subversion, to include: raise the classification and
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- Close pocess enabling,
gaplodtation, or operations

07 Gperations

- Supply chain enabling,

caploitation, or intervention

aperations

- Hardware implant enabling,
exploatation, or operations

- (3f-ned enabling, exploitation,

require BECT protection.

{10 Foreign releasabality
decisions on specific detals
relating o physical
subversion are handled on a
case-Dy-case busis, Contact
TAD CACQ for further
pundance

operatons, develops and
supports amalyic modeling and
simulation lechnigues to
support CNECNA efforts

5. (U3 The association of any UMNCLASSIFIEINIOR IOLA 3 A
specific ECL mame or tngraph, | OFFICIAL USE OMLY
with NSANCSS, ECL, SIGINT,
or intelligence

6. (U} The association of o COMFIDENTIALYREL TC b e NiA
specific TAC ECI name or USaA, FYEY

| tograph with CNE and/or TAQ

7. (U} The fact that a specific UNCLASSIFIEDGFOR (L) If the details of the
individual is cleared for a OFFICIAL USE ONLY association reveal the fact
specibic TACQ BCIL when there that the ECL 1z TAD s, then it
15 no gesoctation between the would be
ECI and TAOQ CONFIDENTIALAREL TOQ

UsA, FYEY ., in sccordance
with entry 5.

B. (U The fact that NSAMCSS or | UNCLASSIFIED MNiA NA
TAD conducts CNE for foreign
infellizence collection.

9. (U} The fact that NSAMCSS or | UNCLASSIFIED MNiA NiA (1) Dhetails indicating
TALD, as part of CNE specific tarpets, level of
operations, performs CNE o suCcess or capabilibies remuin
support U5, Government CNA classified.
efforts

10, (U} The fact that NSAMCSS or | UNCLASSIFIED MNiA NiA (1) Dhetails indicating
TAD, as part of CNE specific tarpets, level of
operations, rains, equips, and supocess o7 capabilities remuin
orgamizes the U5, Cryptologic classified.
Swatem to support the UNE,
CXNA, und CND requitements
needs of its customers

11. (U The fact that NSANCSS or | UNCLASSIFIED MNiA MNiA (1) Dietails indicating
TALD, as part of CNE specific targets, level of
aperaions, provides CNCO- spCcess or capabilities remuin
related military targeting classified.
support

12. (U} The fact that NSASCSS or | UNCLASSIFIED MNiA MNiA (1) Dhetails indicating
TAD, as part of CNE specific tarpets, level of
operations, provides suecess or capabilities remuin
inteslligenos gainoss classitied.
wEsEssmEnts in response 1o
Combatant Commander
(COCOMY CNO larpeting

13. (U The fact that NSAMCSS or | UNCLASSIFIED MiA NiA (1) Dretails indicating
TAD, as purt of CNE specific targets, level of

success or capabilitics remin
classified.
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T4, (L) Tl lad that H3AMCSS5 w UNCLASIIFIED MNiA MiA (U0 Drorails badivaliog
TAD, as part of CO8E specific tarpets, level of
operations, targets, collects and success or capabilitics remain
Procosses cOmpuisrs, compaler classifed,
nebaorks and compuier-to-
computer (C20)
communicabons without
reference to a speafic
operation, activits or targel

15, (S/S1VREL) The fact that NSA | SECRET/SIVREL TO USA, | Sec 1.4(c) *25 years | (L) Details indicating
or TAC, as part o CNE FYEY specific targets, level of
operations, targets, collects and specess or capabilibies may
processes specific computer raise the classification level
protocels (such as email, instant o TOF SECRET.
messagmng, file transfer
protocils) (L) Eretails may also be

protecisd by one or maore
ECIs andfor a different level
of foragn releasability
{inclucing MOFORN)

16, (SHSIVREL) The fact that SECRETWSIVREL TO USA, Sec 1440c) 25 years (L3 Dxtails indicating
NSATES or TAQ, as part of FYEY specific tarpets, level of
CMNE operations, iemotely speces: or capabilities may
introduces code into target raise the classification level
computer networks (o facilitate oy TOP SECRET.

forcign intelligence collection
(L) Details may also be
provtecied by one or more
EC s andior a different level
of foragn releasability

(inclucing MOFORN)

17. (TSHSIYREL) Th: fact that TOP SECRETVSIVREL TO Sec 1A40C) *25 years (U] Dretails may also be
NSACES or TAO, as part of Usa, FYEY protectsd by one or maone
CUNE operations, comducts off- ECls andior a different level
net field operations to develop, of foragn releasability
deploy, exploi. or mantan {inclucing NOFORN.
intrusive sccess, withoul further
detail

18. (5/S1VREL) The fact that TOP SECRET//SI Sec 140c) *25 years | (U) Details muy also be
MNEACES or TAQ, as part of protected by an ECL
CMNE operations, conducts off- | See remarks for foreign
net activities at specified releasability. (U Forelgn releasability
locations cther than NSANCSS decisions handled on a case-
facilities by-cas: basis. Contact TAC

CAD for further guidance.

19. (U} TAD project names, in UNCLASSIFIEDV/FOR FOLA (3) NIA
association with CNE or TAQ, | OFFICIAL USE ONLY

with no ﬁlifi'i detuils

2. (CFREL) The fac: that COMNFIDENTIALVREL TO Sec 140c. d) *25 years (L) Details indicating
MNSACES or TAQ, as part of UsSA, FYEY specific tarpets, level of
CUNE operations, collaborates spoces; or capabilities may
with Second Party Partners to raise the classification level.

conduct CNE activities
(L) Details may also be
prodecicd by onc or morc
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MEACSES or TAQ, as part of
CXNE operations, collaborates
with a specific US
Crowvernment'IC entity on a
specific ECI

UsSa, FVEY

EC]s.

21, (CHYREL) The fact that CONFIDENTIALYREL T (U} Foreign releasabality
NEASCES or TAQ, as part of USA, FYEY decisions handled on a casc-
UME operations, collaborates See remarks for forcign bv-case basis. Contact TAD
with specific Second Party redeasability. CAD for further guidance.
pariners on specific ECLs

22, (CHBEL) Detatls of the CNE SECRET/S! at a minimum (L) Dretwils indicating
collaborabon betwesn specific targets, level of
MEACES or TAO and Second | See remarks for foneign success or capabilitics may
Purty partners redensability . raise the classification level

o TOP SECRET/S1.

(U] Deetails may also be
protected by one or maone
ECls.

(U] Foreign releasabality
decisions hundled on: a case-
bw-case basis. Contact TAD
A0 for further guidance.

23. (S/REL) The fact that SECRET/REL TO USA, Sec 14(c,d) | *25 years | (U) Details may also be
MEACES or TAQ, as part of FVEY protected by an ECL Contact
CNE operations, collaborates TAQ CAQ for further
with wnspecitied Third Party cuidance.

Purtmers 1n support and conduct
of CNE activities

24. (S/REL) The fact that TOP SECRET/S] Sex 14(c.d) | *25 years | (U) Foreign releasability
MEACSS or TAQ, as part of decisions handled on a case-
UME operations, collaborates See remarks for foneign by-case basis. Contact TAC
with specified Third Party redeasability. CAD for further guidance.
Puartmers in support and conduct
of CNE activities (L) Deetails may also be

prodected by an ECL Contact
TAQ CAQ for further
cuidance.

25, (UNFOLUC) The fact that UNCLASSIFIEDVFOR FOLA (5 MNA (U Details indicating
NEATSS or TAQ, as parl of OFFICIAL USE ONLY specific targets, level of
UME operations, collaborates spccess or capabilitics may
with a specific US raise the classification level.
Crovemment/1C eniity

(U] Dhetails may also be
prodected by one or more
ECls andfor a different level
of foreign releasability
(including NOFORN).

26. (CVYREL) The fact that CONFIDENTIALYREL TO Sec, 1 A(e) *25 years (L) Dhetails indicating

specific targets, level of
supcoess o capabilities may
raise the classification level.

(U] Details may also be
protected by one or maone
ECls andfor a different level
of foreign releasability
{including MOFOBRM).
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27. (U} The existence of CNE UNCLASSIFIED MNIA M
tools. with no further
detwilscontext
28, (L Cover names of CNE teols, | UNCLASSIFIELD NIA MNiA
with no details/context
29, [S/SL/REL) When sssociated | SECRET//S] Sec. 1 4c) *25 years | {U) Details indicating
with remote subversion, at a minimum specific tarpeds, level of
detuil=’descniphions concerning suceess or capabilities may
CNE tools, to include: Sew remarks for foreign raise the classification level
- Bpecific type (12, releasability. to TOP SECRET.
hardware/software, cte.)
- Purpose (U Dretails may also be
- Capabilitics protected by one or maore
- Concealment Technigues EC]s andfor a different leve]
- Electronic signatures of foreign releasabality
- Combination(s) of the above {including NOFORN).
(L) Foreign releasabalivy
decisions hundled on a case-
bv-case basis. Contact TAQ
CAD for further guidance.
30, (SUSL/REL) When associated | TOP SECRET/S] Sec 1.4(c) +25 years | (U} Details indicating
with physical subversion, specific targets, level of
details’descriptions concerning | Ses remarks for foreign succoss Or capabilities may
CNE tools, to include: releasabilite raise the classification level
- Specific type (iz. to TOP SECRET.
hardware/software, cte.)
- Purpose- (U Details may also be
- apabilities protected by one or maore
- Concealment Technigues ECls andfor & different level
- Electronic signatures of foreign releasability
- Combination{s) of the (including NOFOREN).
ghove
(L) Foreagn releasabiliy
decisions hundled on a case-
bv-case basis. Contact TAOQ
AL for further guidance.,
31, (UAFOUOT Technical detaills UNCLASSIFIEIVFOR FOLA (3 MNiA
concerning specific softwane OFFICIAL USE ONLY
vulnerahilities, when publicly
known, and that are exploited
for CMNE activities
32. (S/SU/REL) Technical details | TOP SECRET/SI Sec 1.4 #25 years | () Details may be protected
concerning specific software See remarks for foreign as NOFORN on a cuse-by-
viulnerabilities, when not releasability. case husis,
publicly known, and that are
exploited for CNE activities {1 Some wools may be
profected wnder an BCT
andfor additional handling
caveals.
(U] Foreign releasability
decisions hundled on a case-
bv-case busis. Contact TAQ
CAD for further puidance.
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SHER.ETJ’."SL'J'REL TO UsA,

i3, Sec. 144 *25 years (U] Dretails may also be
TAD, as part of CNE FYEY at a minimum profected by a different level
operations, largets a specific of foreign relcasability
country or internatsonal (including NOFORN).
organization
(U) Contact TAO CAO for
further guidance on levels of
success as well as for mese
specific targeting details such
as mdividual(s), specific
government entitviies), etc.
34, (SAUSIVREL) Association of TOP SECRETHS] Sec 14io) *25 yeas (L) Details may also be
cover names for off-net protected by one or more
operations (1.c., physical See remarks for foreign EC]s.
subversion activities] with releasability.
amplifying details {e.g., (U} Foreign releasabilicy
specitic eleclronic components, decisions hundled on a case-
systems, their host fucilities, bw case basis. Contact TALD
et CAQ for further guidance.
35, (SVREL) Association of cover | SECRETYS! at a minimum Sec 140 *25 yeas (L) Dretails may also be
names for on-net operations provtected by one or more
(1., emole subversion See remarks for foreign EC s,
activities with amphifying releasatility.
details {e.g., specific clectronic (LU} Foreign releasability
components, systems, their host decisions handled on a case-
fuciliies, et} bw-case basis. Contact TAQ
CAD for further guidance.
36, (SASIVREL) Individual details | TOP SECRET/S] Sec 1.4 () *23 yeas (U Dietails may also be
of CME activities, such as: protected by one or more
- Target information including | See remarks for forcign ECls.
intended target network andfor | releasability
device (U] Foreign releasability
- YVulnerability being targeted decisions handled on a case-
- Targel infrastructure bw-case basis. Contact TACG
CAD for further guidance.
37, (TSYSIYREL) The fact that TOP SECRETHSL Sec 14(c) *25 yeas (L) Details muy also be
NSACES or TAOQ, as part of protectesd by one or more
CUNE operations, 15 attempting | See remarks for foreign ECL
to exploit or has succeeded in releasability.
exploiting a specific (U} Forelgn releasability
vulnerability (e.g., in a firewall, decisions handled on a case-
operating svsiem, softwane frv-case busis. Contact TAC
application, eic.), and a specific CAD for further guidance.
entity or facility within a
target’s [T/eomputer structure
8. (S/SL/REL) Facts related to | TOP SECRET/SI Sec 14(c) *25 years | (U) Details may also be
the descrniption of U5, See remarks for foreign protected by one or more
hardware or software implants | releasability. ECL
and location (e.g .. specific
organization and [nternet (LU Foreign releasabality
Protocol Device/Address, elc.) decisions hundled on a case-
on a target’s by-case basis. Contact TAC
IT/communications sysiem CAD for further guidance.
30, (SVSIVREL) Facts related fo TOP SECRETIE] Sec 14ic) *25 years (L) Detnils muy also be

the exnct Himing lev=ntinm

wl @ I

protecirsd by one o maone
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participanis, off-nzt or on-net
operations, CNE command,

See remarks for foreign

ECI.

control and data ecfiltration relewsamlity . (L) Foregn releassbality
tools/capabalities and locations, decisicns bandled on a case-
used o explodt or muintan bv-case hosis. Contact TACY
infrusive wocess o a target’s CAC tor turther guidance.
I'Ticomputer structure

4. (5FSIVREL) Combination of TOP SECRETIEL Hec 1.4 () *25 years (L) Dhetails may also be
details of individml aspects of protectsd by one or maore
CNE activitics, that would See remarks for foreign ECL.
allow a specific tareet to ake releasability.
specitic counter-measures, such (U} Foreign releasability
HEN degisicns hundled on a case-
- Specific target network or bv-case basis. Contact TAC
device and CAD for further guidance.
- Apecific capability, ool or
technigue used for exploitation
of vulneraility

41. (TS/5LREL) The fact that TOP SECRETHS] soc 14(c) *25 years (UNFCUDY) Details may also

NEAMCES (or TALY) acquires
cryptographic enasling
information through CNE
activities.

See remarks for fonzign
releasamility .

he profected by one or mons
EC] andfor HOS.

{1 Foreign releasabaly
decisions handled on a case-
hv-case busis, Contact TACH
CAD for further guidance.

(03 *25 wears: Declussification in 25 years indicates that the information is classified for 25 years from the datea

document 15 created or 25 years from the date of this original classification decision, whichever is later,

ACRONYMSDEFINITIONS:

U Computer Metwork Exploitation (CNE] intelligence collechon and enabling operations to gether data frem
turget or adversary atomated information systems (ALS) or networks. (Per DCID 703, Information Operations and
Intelligence Community Related Activities, effective 01 July 1999, administratively changed 5 June 2003)

(U3 Computer Network Attack (CNA): operations to manipulate, distupt, deny, degrade, or destroy information
resident in computers and computer networks, of the computers and networks themselves. (Per DCID 772, Information
Orperations and Inteligence Community Related Activities, effectve 01 July 1999, admimistratively changed 5 June
20005y

(U3 Computer Nebwork Defense (CND): efforts to defend against the CNO of others, especially that directed against
U5, and allied computers and petworks., (Per DXCID 773, Information Operations and Intzlligence Community Belated
Activities, effective 01 July 1999, administratively changed 5 Junc 2003

(U Computer Network Operations (CNO: CNE, CNAL and CND collectively. ¢ Per DOID 702, Information
Urperations and Inicligence Communily Kelated Activities, effectve U1 July 1999, admimstratively changed 5 June
2003y

Uy Information Operations (100: actions taken o affect adversary information and information systems while
defending one's own information and information systems. 10 is im integrating strategy. {Per DCID 73, Information
Crperations and Inteligence Community Related Activities, effective 01 July 199%, admimistratively changed 5 lune
20005y
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(2SR EL) Intrusive Access: Refers to CNE operations involving remote manipulation , hardware/softwarn:
modifications, or sensing of environment changes in a computer device or system, andfor occasionally the facilities that
housa the systems,

(SASLYREL) OFF-Net Operations: Refers to covert or clandestine field activities of personnel carried out in support of
CME activities.,

(5USLREL) Physical subversion: Subveris with physical access to a device or host facility. Other terms sometimes
used to connote physical subversion are close access enabling, exploitation, or operations; off-net enabling,
exploitation, or operations; supply-chain enabling, exploitation, or operations; or hardware implant enabling,
explottation, or operabions.

(208LREL)Y Remote subversion: Subveris without phyvsical access to a device or host facility; obtains unauthorized
permission. Cther termes sometimes used e connote remole subversion arg computer network exploitation; endpoint
access, exploitation, or operations; on-ned access, exploitation, or operations; software implant access, cxploitation, or
operations; or aocessing or exploiting data at rest.

(S4SLYREL) Supply Chain Operations: Interdiction activities that focus on modifying equipment in a target’s supply
chain.
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