
T O P S E C R C T / m O R C O N / ^ m N  v  Hotmail' G O O g i e  < + * * 3  p a lta lk S  VouES

G m ji B a  ‘V a h o o f i t  A 0L . . m3il^

PRISM/US-984XN 
Overview

OR

77?e SIGAD Used Most in NSA Reporting
Overview

April 2013

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

_______________ Declassify On: 20360901

TOP SECRET//SI//ORCON//NOFORN



TOP SECRF.T//SI//ORCON//NOFORN

G M 3

' i .  Hotmail G oug le  paltalkS YouiHHH
AOL mail

( TS//SI//NF) Introduction
U.S. as World’s Telecommunications Backbone

Much of the world’s 
communications flow 
through the U.S.
A target’s phone call, e-mail 
or chat will take the 
cheapest path, not the 
physically most direct 
path -  you can’t always 
predict the path.
Your target’s 
communications could 
easily be flowing into and 

i the U.S.\J h ro u g h  i
International Internet R egional B andw idth C ap a city  in 2 0 1 1

Source: Tctciicosraphy Research
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(TS//SI//NF)

C u rre n t P ro v id e rs

PRISM Collection Details

• M ic ro s o ft (H o tm a il, e tc .)

• G o o g le

• Y ahoo!

• F a c e b o o k

• Pa I'Fal k

• Y o u T u b e

• S k y p e

• A O L

• A p p le

W h a t W ill Y ou R e c e iv e  in C o lle c tio n  

(S u rv e illa n c e  a n d  S to re d  C o m m s )?  

It v a rie s  b y  p ro v id e r. In g en eral:

E-mail

Chat -  video, voice

Videos

Photos

Stored data

VoIP

File transfers 

Video Conferencing

N otifications o f  target activity -  logins, etc. 

O nline Social Netw orking details 

S p e c ia l  R e q u e s ts

Com plete list and details on PRISM web page:
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(TS//SI//NF) Dates When PRISM Collection  

Began For Each Provider

M icro so ft'  

9/11/07

Yahoo
3/12/08

Faceb 
. ok 

Google\^g/3/09
1/14/09

PalTalk
12/7/09

YouTube

9/24/10

S kype\ 
2/6/11

AOL
3/31/11

A O L mai l  <& 
\

PRISM Program Cost: ~ 
$20M per year
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