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Disclaimer and Restrictions

The material in this publication is for information only and is subject to change without notice. This
material does not constitute a commitment on the part of the development team.

Every effort has been made to ensure the accuracy of this manual. However, the information in
this document is subject to change without notice. We give no warranty with respect to this
documentation and disclaim any implied warranties of merchantability and fitness for a particular
purpose. We shall not be liable for any errors or for incidental or consequential damages in
connection with the furnishing, performance, or use of this manual or the examples herein.

Contact Us

We are committed to continually improve KeePassXC through customer experience and your
feedback is important to us.

Please send us your feedback or comments to team@keepassxc.org.

To report issues, visit: https://github.com/keepassxreboot/keepassxc.

Thank You,
Team KeePassXC
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Chapter 1: Introduction

KeePassXC is a modern open-source password manager. It is used to store and manage
information such as URLs, usernames, passwords, and so on for various accounts on your web
applications. KeePassXC stores the passwords in an encrypted format and provides secure
access to all the your information with the help of a master password.

KeePassXC is helpful for people with extremely high demands of secure personal data
management. It saves many different information, such as user names, passwords, URLs,
attachments, and comments in one single database. For a better management, user-defined titles
and icons can be specified for different entries in KeePassXC. In addition, the entries are sorted in
customizable groups. The integrated search function allows to search in a single group or the
complete database.

KeePassXC also provides a secure, customizable, fast, and easy-to-use password generator utility.
This utility is very helpful to those who generate passwords frequently.
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Chapter 2: Installing KeePassXC

This chapter covers the following topics:

* Downloading KeePassXC
* Installing KeePassXC
» Creating Your First Database

* Opening Existing Database

2.7 Downloading KeePassXC

KeePassXC is available for download for the following operating systems and platforms:

* Linux - Official Cross-Distribution Packages
* Applmage
* Snap Package
* Linux - Distribution-Specific Packages
* Ubuntu
* Debian
* Arch Linux

* Gentoo

* Fedora

* CentOS

*  QOpenSUSE
* macOC

* DMG Installer
* Homebrew Cask
* Microsoft Windows
* 64-bit - Portable and MSI Installer
» 32-bit - Portable and MSI Installer

To download the KeePassXC installer for the desired platform, visit https://keepassxc.org/
download.
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NOTE: KeePassXC is open-source software and may be available on other websites that are
unaffiliated with Team KeePassXC. We recommend obtaining this software from https://
keepassxc.org only if you are in doubt.

Before installing KeePassXC, it is recommended that you verify that your downloaded installer
matches the signature, which is published alongside the release package. By verifying the
signatures of KeePassXC releases, you can verify the authenticity and integrity of the downloaded
installation file. This guarantees that the file you downloaded was originally created by the
KeePassXC Team and its contents have not been tampered with.

To know more about the steps to verify the authenticity and integrity of your downloaded package,
visit https://keepassxc.org/verifying-signatures.

2.1.1 Microsoft Windows

The Windows MSI installer is signed by a secure certificate owned by DroidMonkey Apps, LLC. If
you do not see this dialog when installing the application, click DENY and download the installed
again from https://keepassxc.org.

User Account Control *

Do you want to allow this app to make
changes to your device?

Ii] KeePassXC

Verified publisher: DroidMonkey Apps, LLC
File origin: Hard drive on this computer

Show more details /
MNo

Yes
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2.1.2 Linux

You can easily download the KeePassXC installer for Linux. When you search for KeePassXC,
multiple options are displayed as shown in the following screen:

Installed Updates

I Q, keepassxc | al

KeePassXC KeePassXCis an application for people with extremly high demands on secure personal
L 2 283 data management. It has a light interface, is cross platform and published under the te...

Snap & installed

13 283 data management. It has a light interface, is cross-platform and published under the te...

Native

KeePassXC KeePassXCis an application For people with extremely high demands on secure personal
Ak data management. It has a light interface, is cross-platform and published under the te...

@ KeePassXC KeePassXCis an application For people with extremely high demands on secure personal

F Iatpa k Source: dL.Fathub.org

The Snap and Flatpak options are Sandboxed applications (more secure). The Native option is
installed with the operating system files.
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2.1.3 macOS

With the Mac App Store built into macQS, getting the KeePassXC app is easy. To download the
KeePassXC app on macOS, use the click and drag option as shown in the following screen:

Click and Drag

KeePassXC Applications
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2.2 Installing KeePassXC

Installing KeePassXC is a simple process and you can install KeePassXC on different operating
systems by using the native installers.

Installation steps on different operating systems are similar except the initial few steps.
To install KeePassXC, perform the following steps:
1. Startinstalling your KeePassXC application by using the installer your downloaded for your
operating system. In case of Microsoft Windows, double-click on the KeePassXC-Y.Y.Y-

WinZZ.msi file. Here, Y.Y.Y represents the version of the software and ZZ represents the
32-bit/64-bit version of the Microsoft Windows operating system.

ﬁ KeePassXC Setup = X

Welcome to the KeePassXC Setup Wizard

The Setup Wizard will install KeePassXC on your computer. Click
Next to continue or Cancel to exit the Setup Wizard.

KeePassXC

Password Manager

Back | Next | ‘ Cancel

2. Click Next and follow the simple instructions on the KeepPassXC Setup Wizard to
complete the installation.
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2.3 Creating Your First Database

To start using KeePassXC, you need to first create a database that will store the password and
other details.

To create a database, perform the following steps:

1. Open your KeePassXC application. The following screen appears:

) KeePassXC

Database  Entries  Groups Tools  Help

Q l;] H 4 _" ¢ 4 # I.Tl !‘_"; " e /‘ @ Search (Ciri+F)...

Welcome to KeePassXC 2.4.0-betal

Create new database
Open existing database
Import from KeePass 1 Import from CSV

Recent databases
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2. Click the Create new database button. The General Database Information screen appears.

@ Create a new KeePassXC database... ? %

General Database Information

Please fill in the display name and an optional description for your new database:

Database Name: ‘

Description: ‘ ‘

Go Back | Continue | ‘ Cancel

3. Enter aname for your database in the Database Name field. If you do not enter a name in
this field on this screen, you will be prompted to provide a name when you finish creating
the database.

4. (Optional) Enter desired details in the Description field.

5. Click Continue. The Encryption Settings screen appears.

@ Create a new KeePassXC database... ? )

Encryption Settings

Here you can adjust the database encryption settings. Don't worry, you can change them later in the database settings.

Decryption Time: 1.0 5

1 1 1 1 1 1 1 1 1 1 1
100 ms 5s

Higher values offer more protection, but opening the database will take longer.

Database format: | KDBX 4.0 (recommended) e

This is only important if you need to use your database with other programs.

Advanced Settings

Go Back | | Continue | ‘ Cancel ‘
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6. Drag the Decryption Time slider based on your encryption strength of your database.
Setting the Decryption Time slider at a higher values means that the database will have
higher level of protection but the time taken by the database to open will increase.

7. Select the Database format from the following options available in the drop-down list.
* KDBX 4.0 (recommended)
+ KDBX3.1

8. Optional. Click the Advanced Settings to provide additional encryption settings for your
database. The following screen appears:

&) Create a new KeePassXC database... ? X

Encryption Settings

Here you can adjust the database encryption settings. Don't worry, you can change them later in the database settings.

Encryption Algorithm: ‘ AES: 256-bit ~
Key Derivation Function: | Argon2 (KDBX 4 — recommended) R
Transform rounds: ‘ i : I Benchmark 1-second delay

Memory Usage: ‘ 128 MiB = I

Parallelism: ‘4 thread(s) = I

Simple Settings

Go Back Cancel

a. Select the level of encryption algorithm from the Encryption Algorithm drop-down list.
The following are the encryption algorithm options:

» AES 256-bit
*  Twofish 256-bit
* ChaCha?20: 256-hit
b. Select the Key Derivation Function. The following are the options:

* Argon2 (KDBX 4 - recommended)
« AES-KDF (KDBX 4)
« AES-KDF (KDBX 3.1)

c. Enter a number in the Transform rounds field. Click the Benchmark 1-second delay
button to set the recommended value.
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WARNING: Be careful when setting parameters for Argon2 because this algorithm is designed to
take a long time on powerful hardware. Lower values are safe and it is recommended
to set the benchmark to 1-second delay.

d. Set the appropriate value in the Memory Usage field.
e. Set the appropriate value in the Parallelism field.

9. Click the Continue button. The Database Master Key screen appears:

&) Create a new KeePassXC database... ? X

Database Master Key

A master key known only to you protects your database.

Password

Enter password: ‘ ‘

Confirm password: “ ‘ [ ]

Cancel

Add additional protection...

Go Back Cancel

10. Enter a strong password for your database on this screen.

NOTE: Keep this password for your database safe. Either memorize it or note it down somewhere.
Losing the database password might result in permanent locking of your database and you
will not be able to retrieve information stored in the database.
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11. Click the Add additional protection button. The following screen appears where you can
provide enhanced protection for your database.

@) Create a new KeePassXC database... ? X

Database Master Key

A master key known only to you protects your database.

Password

Enter passwaord: | |
Confirm password: | | @

Key File

You can add a key file containing random bytes for additional security.

You must keep it secret and never lose it or you will be locked out!

Add Key File

YubiKey Challenge-Response
If you own a YubiKey, you can use it for additional security.

The YubiKey requires one of its slots to be programmed as HMAC-SHAL Challenge-Response.

Go Back | | Done ‘ ‘ Cancel
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12. Click the Add Key File button. The following screen appears:

0 Create a new KeePassXC database...

? X
Database Master Key
A master key known only to you protects your database.
Password
Enter passwaord: | |
Confirm password: | | [

Cancel

Key File

| ~ Browse

Generate

Cancel

YubiKey Challenge-Response
If you own a YubiKey, you can use it for additional security.

The YubiKey requires one of its slots to be programmed as HMAC-SHA1 Challenge-Response.

Go Back Cancel

13. Click the Browse button to locate and select a random file from your computer that you
want to designate as your key file. Or, click the Generate button to create a key file with
random data. The key file you generate is saved on your preferred location with a .key

extension.

NOTE: A key file is a master password in a file. Key files are typically stronger than master
passwords, because the key file can be a lot more complicated. You can use a key file
instead of a password in addition to a password. A key file can be any file you choose with
random data. Do not modify the key file; else it will disable you from opening your database.
To use a different key file, you can change the master key and use a new or a different key
file. Always create backups of your key file on a different computer/disc or on your
preferred storage space such as Google Drive or Microsoft OneDrive.

14. Click Done. You are prompted to select a location to save your database file and complete
creating a your database with basic settings. The database file is saved on to your
computer with the default .kdbx extension.
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2.4 Opening Existing Database

To open an existing database, perform the following steps:

1. Open your KeePassXC application. The following screen appears:

) KeePassXC

Database  Entries  Groups Tools  Help

Q l;] H 4 _" ¢ 4 # I.Tl !‘_"; " e /‘ @ Search (Ciri+F)...

Welcome to KeePassXC 2.4.0-betal

Create new database
Open existing database
Import from KeePass 1 Import from CSV

Recent databases

2. Click the Open existing database button.
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3. Navigate to the location of the your database on your computer and open the database file.
The following screen appears:

@ akdbx [Locked] - KeePassXC

Database  Entries  Groups  Tools  Help

Q l;] H 4 _" ¢ 4 i ol t_r, " e /‘ @ Search (Ciri+F)...

Enter master key

C:/a.kdbx

Password: o
v

[ Key File: ‘ ~ | Browse

Challenge Response: Refresh

4. Enter the password for your database.

5. Browse for the Key file if you have chosen it as an additional authentication factor while
creating the database. See “Creating Your First Database” on page 11.
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6. Click OK. The database opens and the following screen is displayed:

Username johnsmith

Password |, sesses

Expiration Never

URL www.standardchartered.com

@9 akdbx - KeePassXC — O X
Database  Entries  Groups  Tools  Help
B (e 7 R B 1 i A 13 - )
. D ! Ak | Il I Q:g 1‘/‘ .;\'tf ais G ‘ -l- f" ‘n Search (Ctrl+F)... L1
ﬁ Root Title Username Password URL Notes
(5} Standard Charte... johnsmith [XITTT) www.standardcharter...
< >
&2 | Standard Chartered (%]
General Attributes Attachments Notes Autotype
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Chapter 3: Entry Management

This chapter covers the following topics:

* Adding an Entry
» Editing an Entry
* Deleting an Entry

3.7 Adding an Entry

All the details such as user names, passwords, URLSs, attachments, comments, so on are stored in
the database in individual entries. You can create as many entries as you want in the database.

To add an entry, perform the following step:

1. Navigate to Entries > New Entry (Or, press Ctrl+N). The following screen appears:

@) Passwords - KeePassXC — O X
Database Entries Groups Tools Help

° Q H _j ! ' f pos O o e T f .

Root > Add entry

Title: |American Exress |

/ Username: |johnsmith |
Entry Password: |oooooooooo | a
) Repeat: |oooooooooo | 0
[: URL: |https:Hmwv.americanexpress.com |
Advanced
D Expires |20-03-2019 05:03 Presets ~
°? Notes
lcon
L
Auto-
Type
/s
Properties
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2. Enter a desired name of the entry, user name, password, repeat password, and notes on
this screen.

3. Select Expires check-box to set the expiry date for the password. You can manually enter
the date and time or click the Presets button to select a expiry date and time for your
password.

4. Click OK.
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3.1.17 Advanced Entry Settings

A'lot of applications and web sites now require to provide additional information when you create
accounts. The additional information is used to block hackers if any suspicious activity is
detected. In addition, the additional information you provide is used to retrieve passwords if you
forget them.

NOTE: Prefix the attribute name with KPH: if you want add attributes for use in the browser
extension.

To add an entry, perform the following step:

1. Navigate to Entries > New Entry.

2. Select Advanced from the menu on the left. The following screen appears:

@) Passwords - KeePassXC — O X
Database Entries Groups Tools Help
YaH LKL L OOE @RS »
Root > Add entry
/ Additional attributes
First Car Toyotd| Add
Entry
Remove
V. Edit Name
Advanced [ ] Protect
Reveal
e
lcon Attachments
| Name Size Add
J Remove
?uto— Oben
2
P Save
/,
Properties [_] Foreground Color: [ ] Background Color:

3. Under the Additional attributes section, click the Add button to add the attribute name and
the associated value in the text boxes.

4. Select the Protected check-box if you want to hide the value associated with the attribute.
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5. Under the Attachments section, click the Add button to store any file in the KeePassXC
application.

NOTE: When you try to open the attached file later and if the internal viewer/editor cannot handle
(for example, a PDF file), KeePassXC extracts the attachment to a temporary file and opens
it using the default application associated with this file type. After finishing viewing/editing,
the you can choose between importing or discarding the changes that you made to the
temporary file. KeePassXC securely deletes the temporary file (including overwriting it).

L I

Ve Y

[PROTECTED] Press reveal to view or edit

— (] X

Add
Remove

Edit Name
Protect

Reveal

Name

Size

Add

Save

U Passwords - KeePassXC
Database Entries Groups Tools Help
9 IIJ H & ? ' .-.“.\ < f qu (9]
Root > Add entry
/ Additional attributes
< First Car
Entry
Advanced
o0
lcon Attachments
A
Auto- Document.rtf
Type
7
Properties [_] Foreground Color:

[ ] Background Color:

Remove
1330.00 B
Open

Cancel

6. Click the Foreground Color check-box and the color button adjacent to it to select the text
color for your entries.

7. Click and the Background Color check-box and the color button adjacent to it to select the
background color for your entries.

23 | User Guide



KeePassXC

8. Clear the check-boxes to set the default text color as black and background color as white.

@ Passwords - KeePassXC _ 0 e
Database Entries Grouns Tools Heln
o EBEH €« ﬁ_@ Select Color X 3
Root > Add entry| Basic colors
- | EEEEED
Additic | I
/4 | o AEEEEEEED —
Entry HEEEENN
R CRemoe
. L 1 1 [ 1 |
% ‘ Pick Screen Color ‘ Edit Name
Advanced Drofect
- Reveal
o0
09 Custom colors
Icon Attachl [ ][I0
I I I | I " Add |
"[.TI ‘ Add to Custom Colors ‘ HTML: | £000000 | T
Auto- Docy
Type | oK | ‘ Cancel ‘ =TT
v/
Properties | L Foreground Color: [ | [] Background Color: | |
]
oK | ‘ Cancel
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3.1.2 Assigning lcons to Entries

You select various icons to be displayed along with your entries for identification purpose.
KeePassXC comes with a set of default icons that you can use or you can use your own custom
icons.

To add an icon to an entry, perform the following step:

1. Navigate to Entries > New Entry > Icon. The following screen appears:

@ Passwords - KeePassXC — O X

Database  Entries  Groups Tools  Help
Q= Hl : Qf ': i t‘_"; 1 e l|— /‘ @ Search (Ctri+F)...

Root > Add entry

(@) Use default icon

/ LOA2REBPIPIORRELCHDE S 80

56w | BYyEDE"EGED Q2
D HOAQMHeDIUROIGIBED @ BV
/B OEBRS @YD/ 9w S o [

() Use custom icon

Advanced

o?

o=

Icon

- Add custom icon Delete custom icon

2. Select the Use default icon check-box and then select a desired icon that you want to
appear with your entry.

3. Or, select the Use custom icon check-box and then click the Add custom icon button to
choose an icon from your computer.

NOTE: To delete the custom icon, select the item to be deleted and click the Delete custom icon
button.

4. Click OK.

25| User Guide



KeePassXC

3.1.3 Configuring Auto-Type Feature

Auto-Type feature lets you automatically populate the data from your entries in the database to the
corresponding websites or applications.

You can configure the Auto-Type feature to either function at global level or entry level.

» Configuring Global Auto-Type Feature

» Configure Auto-Type Sequences for Entries

3.1.3.1 Configuring Global Auto-Type Feature

Users can define global auto-type hotkeys that start the auto-type process:
To configure the Auto-Type feature, perform the following steps:

1. Open the KeePassXC application on your desktop and navigate to Tools > Settings > Auto-
Type. The following screen appears.

@9 Settings - KeePassXC — O X

Database  Entries  Groups Tools  Help
TR 3 ? 3 " - ; - & v - _
| I o Qg 4O e L &) f" @ Search (Ctri+F)...

Application Settings

Basic Settings Auto-Type

Use entry title to match windows for global Auto-Type

_j:‘: Use entry URL to match windows for global Auto-Type

Always ask before performing Auto-Type
General

Global Auto-Type shortcut | |

Auto-Type start delay | 500 ms

Auto-Type typing delay | 25ms
|
9

Security

4r| 4

&

Browser Integration

2. Select the Use entry title to match windows for global Auto-Type check-box to start the
auto-type process when entry title matches windows title.

3. Select the Use entry URL to match windows for global Auto-Type check-box to start the
auto-type process when URL in the matches the URL in the browser window.
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4. Select the Always ask before performing Auto-Type check-box to start the auto-type
process when entry URL matches the URL in the windows.

5. Inthe Global Auto-Type shortcut field, press the key combination that you want to use to
start the auto-type process.

6. Inthe Auto-Type start delay field, set the delay time in milliseconds before the auto-type
process starts.

7. Inthe Auto-Type typing delay field, set the delay time in milliseconds before the auto-type
process starts

3.1.3.2 Performing the Global-Level Auto-Type Operation

The global Auto-Type keyboard shortcut is used when you have focus on the window you want to
auto-type into. To make use of global-level Auto-Type feature, it must be correctly configured. See
“Configuring Global Auto-Type Feature” on page 26.

Pressing the shortcut keys searches the database for entries that match the window title. Multiple
matches may be returned, which need to be selected by the user as shown in the following screen:

@ Auto-Type - KeePassXC

Select entry to Auto-Type:

Group N Title Username Sequence

& NewDatabase & Test2 user {USERNAMENTABHPASSWORDHENTER}

&9 NewDatabase ® Sample Entry 3 New User {PASSWORDKENTER}

€7 NewDatabase /2 Linkedln {USERNAMEYTABHPASSWORDHENTER}
|te— |

3.1.3.3 Configure Auto-Type Sequences for Entries

The Auto-Type functionality in KeePassXC allows you to define a sequence of automatic key-
presses. The simulated key-presses can be sent to any other currently open window of your choice
(web browser windows, login dialogs boxes, and so on). By default, the auto-type sequence is
{USERNAMEKTABHPASSWORDKENTER}. This means that it first types the user name of the
selected entry, then presses the Tab key, then types the password of the entry and finally presses
the Enter key.

NOTE: You do not need to install the KeePassXC-Browser plug-in to use the Auto-Type feature.

To enable Auto-Type for your entries, perform the following step:

1. Navigate to Entries > New Entry.
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2. Select Auto-Type from the menu on the left. The following screen appears:

@ Passwords - KeePassXC — O X
Database Entries Groups Tools Help

9 EH fLL o O | & & &

Root > American Express > Edit entry

Enable Auto-Type for this entry

/ () Inherit default Auto-Type sequence from the group
Entry @ Use custom Auto-Type sequence:
|{USERNAME}{TAB}{PASSWORD}{ENTER}

f: Window Associations
Advanced | (A arican Express IN | Log in | Credit Cards, Re... | Window fitle:
|n | Credit Cards, Rewards, Offers - Google Chrome| ~ |
oo
a D Use a specific sequence for this association:
Icon
{USERNAMEH{ TABHPASSWORDHENTER}

o

Auto-

Type

7,

3. Select the Enable Auto-Type for this entry check-box.

4. You have an option to either inherit the Auto-Type sequence from the group-level or create
custom sequence.

» Select the Inherit default Auto-Type sequence from the group option if you have
enabled and defined the Auto-Type sequence at the group-level.

* Or, Select the Use custom Auto-Type sequence to define the sequence based on the
inputs required for your desktop or web applications and in the text field, enter the
desired sequence. For more information on the typing codes, see https://keepass.info/
help/base/placeholders.html.

5. Under the Window Associations section, click the + button and select any open window or
application with which you want to associate the Auto-Type sequence. This is the window

or application where the details of the entries will be sent when you perform the Auto-Type
operation.

NOTE: You can use wild-card characters in the window title. For example, notepad*.
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3.1.3.4 Performing the Entry-Level Auto-Type Operation

For this operation, the KeePassXC window is minimized and the Auto-Type action occurs in the
previously selected window. Performing entry Auto-Type from the context menu or pressing
Ctrl+Shift+V Auto-Types the currently selected entry into the last used window.

To make use of entry-level Auto-Type feature, it must be correctly configured. See “Configure Auto-
Type Sequences for Entries” on page 27.

NOTE: Be careful when using this as it could select a wrong window. For example, a chat window.

To perform the Auto-Type operation, perform the following steps:

1. Select and right-click the entry that you have associated with a window or an application.

&) Passwords - KeePassXC - O X

Database  Entries  Groups  Tools  Help

[¥] l;] H {g f_‘g{j ﬁ .T. M| 6 H 0 — f @8 Search (Ctrl+F)... 1.i|

ﬁ Root Title Username Passwor
ﬁp American Express {inhnemith sessse
2 New entry Ctrl+N
£ Edit entry Ctrl+E
£ Clone entry Ctrl+K
< “%  Delete entry Del >
J:? / American Express s Copy username Ctrl+B e
General Attributes Attachments Notes Autotype L Copy password Ctrl+C
Username johnsmith Cop it '
Password 3 seesse TOTP.. '
Open URL Ctrl+Shift+U
URL  http://www.americanexpress.com ¥ Perform Auto-Type Ctrl+Shift+V

Expiration Never

2. Click Perform Auto-Type.

The details from the entry get populated in the fields of the previously selected window or the
application.
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3.2 Viewing Properties

KeePassXC lets you view the basic properties such as date and time of creation, modification, and
when last accessed.

To view the properties, navigate to Entries > New Entry > Properties. The following screen
appears:

@9 Passwords - KeePassXC — [l X
Database Entries Groups Tools Help
‘LI @ E S -
Root > American Express > Edit entry
7 Created: |20 Mar 2019 05:11:22 |
£ Modified: |26 Mar 2019 16:40:39 |
Entry | Accessed: 26 Mar 2019 16:40:39 |
Uuid:  |c2fc578c12df4210da7bca0582390aa6 |
y Plugin Data
Advanced Key Value R
o0
Icon
ol
Auto-
Type
k \
7
Properties
History

3.3 Managing History

KeePassXC maintains the history of changes you make to your entries. Each time you change an
entry, KeePassXC automatically creates a backup copy of the current, non-modified entry before
saving the new values. You can view the changes you made previously, restore, and delete the
history of changes you made.

To manage the history associated with an entry, perform the following steps:
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1. Select the entry for which you want to manage history.

Passwords - KeePassXC - O X

Database  Entries  Groups  Tools  Help

a ﬁ H {g ég €§ "TI'/ J--I,, ﬁ/ é: ‘ ? f M  Search (Ctrl+F)... T

ﬁ Root Title Username Passwor|
3} American Express E johnsmith sssses
% New entry Ctrl+N
ﬁ:g Edit entry Ctrl+E
&= Clone entry Ctrl+K
R
a % Delete entry Del o
GQ | American Express 4 Copy username Ctrl+B a
General  Atirbutes  Attachme - COPY password Cirl+C
Copy attribute... 4
Username johnsmith
TOTP... »
Password || sesese Open URL Ctrl+Shift+U
URL hitp://www.americ = Perform Auto-Type Ctrl+Shift+V

Expiration Never
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2. Right-click on the entry for which you want to manage history and click Edit entry from the
menu. The following screen appears:

@9 Passwords - KeePassXC — [l X
Database Entries Groups Tools Help
Y fLE L o5 @8 =y
Root > American Express > Edit entry
/ Title: |American Express |
= Username: |thn5mith |
Entry ~
Password: |ooooooo.oo ‘ 2
/-3 Repeat: |ooooooo.oo ‘ ‘
Advanced URL: |http5:,’/www.americanexpress.cam |
] Expires |20-03-2019 05:11 Presets ~
o0
e Notes ||
lcon
cd
Auto-
Type
'z
Properties
History
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3. Click the History button in the menu bar on the left. The following screen appears:

Root > American Express > Edit entry

@9 Passwords - KeePassXC — [l

Database Entries Groups Tools Help

o Z|o oL &8 &%

X

y 4

Entry

y

Advanced

L

Icon

0

Auto-
Type
s

Properties

I

History

Last modified Title Username URL
26-03-2019 16:52 American Express  johnsmith https://www.americanexpress.com

Show Restore Delete Delete all

4. You can perform the following operations:

Show: Click the Show button to view details from the older entry.

Restore: Click the Restore button to reinstate the entry details from the older entry.

Delete: Click the Delete button to delete <need input here>.

Delete all: Click this button to delete the entire history.
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3.4 Editing an Entry

To edit the details in an entry, perform the following steps:

1. Select the entry you want to edit.

2. Right-click and select Edit entry from the menu. The following screen appears:

@ Passwords - KeePassXC — O X
Database Entries Groups Tools Help
@ IIJ H < ? ‘ .-.“.\ < f qu O o ‘ lr /"
Root > American Express > Edit entry
Title: |American Express |
4 Username: |johnsmith |
Entry Password: |oooooooooo @&
) Repeat: |oooooooooo | ‘
[: URL: |https:Hmwv.americanexpress.com |
Advanced
D Expires |20-03-2019 05:11 Presets ~
e? Notes
09
Icon
i
Auto-
Type
/
Properties

3. Make the desired changes. For more information, see Adding an Entry.
4. Click Save.

3.5 Cloning an Entry

Creating a clone of an entry provides you a ready-to-use template for creating new entries with
similar details of a master entry.

To create a clone of an existing entry, perform the following steps:
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1. Right-click on the entry for which you want to create a clone as shown in the following
figure.

&9 Passwords - KeePassXC

Database  Entries  Groups Tools  Help

[¥] II_T:] H ézg {:g €:§ .T. 1'] G ﬁ_ 3 - /" o Search (Clrl+F)... L 1]

ﬁ Root Title Username Passwory
ﬁ American Express { inhnemith ssssee
' New entry Ctrl+N
of Edit entry Ctrl+E
£ Clone entry Ctri+K
< >
<% Delete entry Del
&2 | American Express (%]
aa  Copy username Ctrl+B
General Attributes Attachments Notes A
Copy password Ctrl+C
Username johnsmith Copy attribute... 4
Password | ;. esseese TOTP... 4
) Open URL Ctrl+Shift+U
URL  http://www.americanexpress.com
= Perform Auto-Type Ctrl+Shift+V

Expiration Never

The Clone Options window appears.
Q’

Append ' - Clone' to title
[ ] Replace username and password with references
Copy history

OK Cancel

» Select the Append ‘ - Clone’ to title check-box to create a new entry with the word
Clone as the suffix to the name of the new entry.

» Select the Replace username and password with references check-box to create the
new entry where the username and the password fields contain the references to the
username and password to the master entry.

» Select the Copy history checkbox to copy the history of the master entry to the clone.
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3.6 Deleting an Entry

To delete an entry, perform the following steps:

1. Select the entry you want to delete and press the Delete button on your keyboard.

2. You are prompted to move the entry to Recycle Bin.

NOTE: The entry is not deleted immediately. The entry moves to the Recycle Bin, which does not
exist in KeePassXC by default. It is created dynamically when you delete an entry for the
first time.

3. To permanently delete the entry, navigate to the Recycle Bin, select the entry you want to
delete and press the Delete button on your keyboard.
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Chapter 4: Database Management

This chapter covers the following topics:

* Importing External Databases
» Advanced Database Settings
» Backing up Database File

» Sharing Database File

4.1 Importing External Databases

KeePassXC allows your to import external databases from the following options:

* KeePass 1 Database
» Comma-Separated Values (CSV) file

4.1.7 Importing KeePass 1 Database

KeePass 1 database is an older format of the database created using legacy version of KeePass.
KeePassXC lets your import this older format of the database and you can seamlessly start using
this database in your new KeePassXC application.

To import a KeePass 1 database file in KeePassXC, perform the following steps:
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1. Open your KeePassXC application. The following screen appears:

“ KeePassXC

Database  Entries  Groups  Tools  Help

(%] ﬁ H [ ? '--.":_.\ ‘i:f ‘T., (J [l ‘ f" @ Search (Ctrl+F)...

Welcome to KeePassXC 2.4.0-betal

Create new database
Open existing database
Import from KeePass 1 Import from CSV

Recent databases

2. Click the Import from KeePass 1 button.
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3. Navigate to the location of the your legacy KeePass 1 database file (.kdb) on your
computer and open the file. You are prompted for the password and the Key file for your

kdb file.

@ Database.kdb [Locked] - KeePassXC — O X
Database  Entries  Groups  Tools  Help

¥ I3 ? 2 ‘ o ; - E

QL H &F Sy i L &) e f @ Search (Ctri+F)...

Import KeePass1 database
C:/Database.kdb
Password: ‘ o |
[ Key File: ‘ ~ | Browse

Challenge Response: Refresh

4. Enter the password for your old .kdb file and click OK. You are prompted for provide a
name for the new database format that KeePassXC recognizes.

5. Provide a name for the new database format, select a folder on your computer to save the
file, and click Save.

The data from the .kdb file gets imported and converted to the new format, which is compatible
with KeePassXC. You can now start using the new database file (.kdbx) in KeePassXC.
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4.1.2 Importing CSV File

If you have been saving your URLS, usernames, passwords, and so on in a CSV file, you can
migrate all that information from the CSV file to KeePassXC and start using KeePassXC to
maintain your data.

To open the CSV file, perform the following steps:

1. Open your KeePassXC application. The following screen appears:

) KeePassXC

Database  Entries  Groups Tools  Help

Q l;] H 4 _" ¢ 4 i ol t_r, " e /‘ @ Search (Ciri+F)...

Welcome to KeePassXC 2.4.0-betal

Create new database
Open existing database
Import from KeePass 1 Import from CSV

Recent databases

2. Click the Import from CSV button.
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3. Navigate to the location of the your CSV file on your computer and open the file. The
General Database Information screen appears.

@ Create a new KeePassXC database... ? %

General Database Information

Please fill in the display name and an optional description for your new database:

Database Name: ‘

Description: ‘

Go Back | Continue | ‘ Cancel ‘

4. Enter a name in the Database Name field. If you do not enter a name in this field on this
screen, you will be prompted to provide a name when you are done creating the database.

5. (Optional) Enter desired details in the Description field.

6. Click Continue. The Encryption Settings screen appears.

@ Create a new KeePassXC database... ? )

Encryption Settings

Here you can adjust the database encryption settings. Don't worry, you can change them later in the database settings.

Decryption Time: 1.0 5

1 1 1 1 1 1 1 1 1 1 1
100 ms 5s

Higher values offer more protection, but opening the database will take longer.

Database format: | KDBX 4.0 (recommended) e

This is only important if you need to use your database with other programs.

Advanced Settings

Go Back | | Continue | ‘ Cancel ‘

47 | User Guide



KeePassXC

7. Drag the Decryption Time slide based on your encryption strength of your database.
Setting the Decryption Time slider at a higher values means that the database will have
higher level of protection but the time taken for the database to open will increase.

8. Select the Database format from the following options available in drop-down list.

* KDBX 4.0 (recommended)

» KDBX3.1
9. Optional. Click the Advanced Settings to provide additional settings for your database.
10. Click the Continue button. The Database Master Key screen appears:

&) Create a new KeePassXC database... ? X
Database Master Key
A master key known only to you protects your database.
' Password
Enter password: ‘ ‘
Confirm password: “ ‘ ]

Cancel

Add additional protection...

Go Back Cancel

11. Enter a strong password for your database on this screen.

NOTE: Keep this password for your database safe. Either memorize it or note it down somewhere.
Losing the database password might result in permanent locking of your database and you
will not be able to information stored in the database.
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12. Click Done. You are prompted to select a location to save your database file.

O
L] i
‘ "' f" @ Search (Ctrl+F)...
Import CSV fields
C/l @) Save database as X
19
&« v N oo » ThisPC > LENOVO (D) v U | Search LENOVO (D3) p
Organize ~ New folder = - by " e
A v B This PC " Name Date modified Typpith  # e
[l 3D Objects Applications 19-10-2014 09:25 File|  [_] Consider '\ an escape character
I Desktop Drivers 19-10-2014 09:25 File
& Documents
¥ Downloads
J’ Music
= Pictures < >
File name: | Passwords -
Save as type: |KeePass 2 Database (*.kdbx) ~
Last Modified Created
A~ Hide Folders Cancel
3 scraig scraig school491
4 ccraig ccraig school491 a7 Cancel
5 7craia 7crain school491
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13. Close the Save database as window. The Import CSV fields screen appears.

| @

‘ D ll;‘l H ."' I ; ‘:, 'L‘.r 1 ‘ T /‘ @ Search (Ctrl+F)...

Passwords.kdbx [Locked] Passwords [New Database]* [2]

Import CSV fields
C:/C2PKMSampleImport.csv
198 byte(s), 7 row(s), 3 column(s)

| Encoding

: Codec | UTF-8 b Text is qualified by " 7
Fields are separated by | , . Comments start with | # ~
[] First record has field names Number of headers line to discard ,O_—:] ["] Consider '\' an escape character

Column layout

Group | column 1 =2 URL = Not present in CSV file
Title | column 2 hd Notes | Not present in CSV file
Username | column 3 hd Last Modified | Not present in CSV file
Password | Not present in CSV file Created | Not present in CSV file
Preview
Group Title Username Password URL Notes Last Modified Created
1 SchoolwiresUser... PassKeyUserNa... PassKeyPassword
2 vcraig vcraig school491
3 scraig scraig school491
4

ccraig ccraig school491 Cancel

14. Choose the appropriate settings and change the column associations to match the
database file with your CSV file.

15. Click OK. The Save database as window appears.
16. Provide a name for your new database file and click Save.
Your CSV file gets imported to KeePassXC and the data is converted to the KeePassXC format for

further usage and maintenance. The new database file is saved on to your computer with the
default .kdbx extension.

44 | User Guide



KeePassXC

4.2 Advanced Database Settings

This section describes the advanced database settings.

4.2.1 General Settings

At any point of time, you can change the settings for your database that you created earlier.
To make changes to the general settings, perform the following steps:

1. Navigate to Database > Database settings. The following screen appears:

@9 Passwords - KeePassXC - O X

Database  Entries  Groups  Tools  Help

_ = 3 y - i > - [ v
@ik H &1 oy e e (] e . f @ Search (Ctrl+F)...
Database Meta Data
Database name: | Passwords| ‘
3 Database description: | ‘
o
= Default username: | ‘
General
History Settings

Max. history items: |10
Max. history size: 6 MiB

'-.--. Use recycle bin

4

4r

Additional Database Settings
Security
Enable compression (recommended)

KeeShare

. -
-

Advanced Settings Cancel

2. Click the General button in the menu bar in the left page and make the following changes
as desired:

» Database name: This is the default identifier for your database. You can change this
name as desired.

» Database description: Provide some meaningful description for your database.

» Default username: Provide a default username for all the new entries that you create in
a database.
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* Max. history items: This is the maximum number of history items that are stored for
each entry. When you set this to 0, history is not saved. Set this value to a low value to
prevent the database from getting too large.

* Max. history size: When the history of an entry gets above this size, it is truncated. For
example, this happens when entries have large attachments. Set this value small to
prevent the database from getting too large.

» Userecycle bin: Select this check-box if you want the entries to move to the recycle bin
when you delete them. The entries are not deleted immediately. The entries moves to
the Recycle Bin, which does not exist in KeePassXC by default. It is created dynamically
when you delete an entry for the first time.

* Enable compression: KeePassXC databases can be compressed before being
encrypted. Compression reduces the size of the database, but also slows down the
database saving/loading process a bit. It is not recommended to save databases
without compression.

4.2.2 Security Settings

KeePassXC provides you with options such as master key and encryption that provide enhanced
security to your databases.

The following sections describe the steps to configure enhanced security options for your
databases.

4.2.2.1 Master Key Settings

You can set the password, key file, and YubiKey Challenge-Response to your database for
enhanced security.

To do so, perform the following steps:
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1. Navigate to Database > Database settings and then click on the Security button in the
menu on the left. The following screen appears:

@9 Passwords - KeePassXC - O X

Database  Entries  Groups Tools  Help
i I 3 - ~ ., -] - ] E
[F L | H. & P s odl [ 4] e - /‘ @ Search (Ciri+F)... '

Master Key Encryption Settings

Password

f" Password set, click to change or remove
~

Change Password Remove Password
General

Add additional protection...

1

=
1
"

Security

KeeShare

-
-

Advanced Settings Cancel

Click the Change Password button to set a new password for your database.

Click the Remove Password button if you want to remove the password as the security
setting of your database.
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4. Click the Add additional protection button. The following screen appears:

@9 Passwords - KeePassXC - O X

Database  Entries  Groups Tools  Help
T 2 e - i, ; -
Qi H Y | L L &) ‘ ¥ f @ Search (Ctrl+F)...

Master Key Encryption Settings

Password

f‘u Password set, click to change or remove

Change Password Remove Password
General

Key File

You can add a key file containing random bytes for additional security.

You must keep it secret and never lose it or you will be locked out!

Add Key File
Security
YubiKey Challenge-Response
If you own a YubiKey, you can use it for additional security.
The YubiKey requires one of its slots to be programmed as HMAC-SHA1 Challenge-Response.
L L 1 J
Add YubiKey Challenge-Response
KeeShare
-
-
Advanced Settings Cancel

5. Add security settings such as Key File and YubiKey Challenge-Response.

4.2.2.2 Encryption Settings

KeePassXC supports the highly secure Advanced Encryption Standard (AES), the Twofish, and
ChaCha?2.0 as the algorithms to encrypt its databases. KeePassXC encrypts complete databases
and not just the password fields. For example, in addition to your passwords, your user names,
notes, and so on are encrypted.

KeePassXC provides a protection against dictionary and guessing attacks. Such attacks cannot be
prevented, but it can be made difficult for the attackers to crack the vulnerabilities. For this, the key
K derived from the user's composite master key is transformed using a key derivation function
with a random salt. This prevents a pre-computation of keys and adds a work factor that the user
can make as large as desired to increase the computational effort of a dictionary or guessing
attack.

The following key derivation functions are supported:
» AES-KDF (KDBX 4 and KDBX 3.1): This key derivation function is based on iterating

AES. Users can change the number of iterations. The more iterations, the harder are
dictionary and guessing attacks, but also database loading/saving takes more time
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(linearly). KDBX 3.1 only supports AES-KDF; any other key derivation function, like for
instance Argon?, requires KDBX 4.

« Argon2 (KDBX 4 - recommended): KDBX 4, the Argon2 key derivation function can be
used for transforming the composite master key (as protection against dictionary
attacks). The main advantage of Argon2 over AES-KDF is that it provides a better
resistance against GPU/ASIC attacks (due to being a memory-hard function). The
number of iterations scales linearly with the required time. By increasing the memory
parameter, GPU/ASIC attacks become harder (and the required time increases). The
parallelism parameter can be used to specify how many threads should be used.

To chose and configure the encryption algorithms and key derivation functions perform the
following steps:

1. Navigate to Database > Database settings. The following screen appears:

@9 Passwords - KeePassXC - O X

Database  Entries  Groups Tools  Help

_ — . o - i, - . M ¥
(¥ IE | H & P -l 1Y L &) e - f @ Search (Ctri+F)...
Database Meta Data
Database name: | Passwords| ‘
3 Database description: | ‘
o
= Default username: | ‘
General
History Settings

Max. history items: | 10
Max. history size: @]

- Use recycle bin

4

4

Additional Database Settings
Security
Enable compression (recommended)

KeeShare

-
-

Advanced Settings Cancel
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2. Click the Security button in the menu on the left and then click the Encryption Settings tab.
The following screen appears:

@9 Passwords - KeePassXC - O X

Database  Entries  Groups Tools  Help

Q ll;‘l H ."' ; ; ain 'L‘.r 1 ‘ ¥ /‘ @ Search (Ctrl+F)...

Master Key Encryption Settings

f“‘ Decryption Time: 1.0 s

General

100 ms 55

Higher values offer more protection, but opening the database will take longer.

Database format: | KDBX 4.0 (recommended) v
Security
This is only important if you need to use your database with other programs.
L L 1 J
KeeShare
-
-
[ Advanced Settings Cancel

3. Click and Drag the Decryption Time slider to set the time taken to decrypt the database.
Higher values offer more protection but opening the database will take longer.

4. Select the Database format for your database. The options available are:
* KDBX 4.0 (recommended)
« KDBX3.1

4.3 Storing Database File

The database file that you create might contain highly sensitive data and must be stored in a very
secure way. You must make sure that the database is always protected with a strong and long
password. The database file that is protected with a strong and long password is secure and
encrypted while stored on your computer or cloud storage service.

Make sure that the database file is stored in a folder that is secure. Make sure that you or someone
else does not accidentally delete the database file. Deletion of the database file results in a lot of
inconvenience because you will need to manually retrieve the lost information for your various web
applications. You must not share your database file with anyone unless absolutely necessary.
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4.4 Backing up Database File

It is a good practice to create copies of your database file and store the copies of your database on
different computer, smart phone, or cloud storage space such a Google Drive or Microsoft
OneDrive.

Creating backups for your database give you a peace of mind should you lose one copy of your
database. You can quickly retrieve the copy of your database and start using it.

4.5 Sharing Database File

If there is a need to share the database file with anyone, make sure that it is protected with a
strong password. It is recommended that you also protect your database file with a Key file as
well.

NOTE: Do not share the database file, password, and the Key File in a single communication. Send
them separately through different messages.
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Chapter 5: KeePassXC-Browser
Extension

This chapter covers the following topics:

 KeePass-Browser Extension

* Populating Database Entries to Websites

5.1 KeePass-Browser Extension

The KeePassXC-Browser extension is a software plug-in for your web browser that you can use to
automatically pull your data from KeePassXC and populate them directly into the fields of your
web-based application. It is a very useful plug-in that enhances your productivity by saving time.
You do not need to manually copy the data from your KeePassXC database and paste them in the
fields in the websites.

The KeePassXC-Browser extension is available on the following web browsers:

* Google Chrome

*  Mozilla Firefox

5.1.1 Downloading KeePassXC-Browser Extension

You can download the KeePassXC-Browser extension from your web browser. In this section, the
step to download the KeePassXC-Browser extension for Google Chrome are described.

To download the KeePassXC-Browser extension, perform the following steps:

1. Open Google Chrome and go to https://chrome.google.com/webstore/category/
extensions.
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2. Inthe Search the store field, type KeePassXC-Browser and press Enter. The following
screen appears.

~ chrome web store
Q_  KeePassXC-Brow.. X Extensions 1 0f 1 extensions

« Home

O Extensions KeePassXC-Browser

Offered by: https://keepassxc.org N
to Chrome

KeePassXC integration for modern web browsers

O Themes

Features

[J Runs Offline 1 8.8 6 75 Productivity

[0 By Google
[0 Free
[J Available for Android

[J Works with Google Drive

Ratings

O *xhkhk

3. From the search results, click on the Add to Chrome button. The following screen appears:

X
@ Add "KeePassXC-Browser"?

It can:

Read and change all your data on the websites you visit
Display notifications

Modify data you copy and paste

Communicate with cooperating native applications

4. Click the Add extension button from the pop-up window.

The KeePassXC-Browser extension gets added to Google Chrome.
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5.1.2 Configuring KeePassXC-Browser

To start using KeePassXC-Browser, you must configure it so that it can communicate with the
KeePassXC application on your desktop.

To configure KeePassXC-Browser, perform the following steps:

1. Open the KeePassXC application on your desktop and navigate to Tools > Settings. The
following screen appears:

@9 Settings - KeePassXC — O X

Database  Entries  Groups Tools  Help

[T | I3 2 s i 1 L 1 = i~ 3
w | |. H ¢ l.b- L " i o e T f" @ Search (Ctrl+F)... ;

Application Settings
Basic Settings  Auto-Type ~
. Startup
j:_ Start only a single instance of KeePassXC

Remember last databases

Gevzml Remember last key files and security dongles
Load previous databases on startup
D Minimize window at application startup
\g Check for updates at application startup
- File Management
Security

D Safely save database files (may be incompatible with Dropbox, etc)

D Backup database file before saving

Automatically save after every change

@I Automatically save on exit

Don't mark database as modified for non-data changes (e.g., expanding groups)

Browser Integration Automatically reload the database when modified externally

Entry Management

I 1lse arnnn irnn nn enfrv creatinn
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2. Click the Browser Integration option on the left-hand side. The following screen appears:

(V) Settings - KeePassXC — O X

Database  Entries  Groups  Tools  Help

9 _i ..I. H L ? ¢ .-,"1__\ < f -ITl .'.;J 0 ‘ ir /"‘ @ Search (Ctri+F)... 1]

Application Settings
- Enable KeepassXC browser integration
- General Advanced

_.(;f:f KeePassXC-Browser is needed for the browser integration to work.

- Download it for Firefox and Google Chrome / Chromium / Vivaldi.

General Enable integration for these browsers:
Chrome and Vivaldi [ ] Firefox and Tor Browser
[ Chromium

@ Reguest to unlock the database if it is locked

Security Match URL scheme (e.g., https://...)

[ Return only best-matching credentials
@ Sort matching credentials by title
O Sort matching credentials by username

o

Browser Integration

3. Under the Enable integrations for these browsers section, select the browsers for which
you have downloaded the KeePassXC-Browser plug-in and click OK.

4. Open your browser for which you have downloaded the KeePassXC-Browser plug-in.

5. Click the KeePassXC-Browser plug-in icon in your browser (see figure). A pop-up window
appears as shown in the following screen:

*

* v ® 0 @ :

KeePassXC-Browser has not been configured. Press the connect m v

button to pair with KeePassXC.

6. Click the Connect button in the pop-up window to complete integrating the KeePassXC-
Browser plug-in with your KeePassXC desktop application.

55 | User Guide



KeePassXC

7. If you connect the KeePassXC-Browser for the first time, you are prompted to enter a
unigue name to identify the connection. Enter a unique name in the field and click the Save
and allow access button.

@) KeePassXC: New key association req... ? et

You have received an association request for the above key.

If you would like to allow it access to your KeePassXC database,
give it a unique name to identify and accept it.

|Save and allow access Cancel

5.2 Populating Database Entries to Websites

The KeePassXC-Browser plug-in lets you automatically populate the entries from your KeePassXC
database into the fields on the websites. To do so, perform the following steps:

1. Open your KeePassXC desktop application.

2. Open your web browser and open your website for which you have stored the URL, user
name and password in the KeePassXC database.

The KeePassXC-Browser plug-in icon in your browser window automatically turns green when you
open your KeePassXC desktop application. The green icon indicates that the KeePassXC desktop
application is connected and communicating with the KeePassXC-Browser plug-in. The grey icon
indicates that the KeePassXC desktop application is not connected with the KeePassXC-Browser

plug-in.

LR ()
KeePassXC desktop application is connected with | KeePassXC desktop application is not connected
the KeePassXC-Browser plug-in. with the KeePassXC-Browser plug-in.

3. If the KeePassXC desktop application is not connected with the KeePassXC-Browser plug-
in, click the grey KeePassXC-Browser plug-in icon in your web browser and click Reload
from the pop-up window as shown in the following screen.

=3

KeePassXC-Browser has encountered an emar: |

meout or not connected to KeePassXC.
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4. Open the URL for which you want to auto-populate the field values stores in your database.
The KeePassXC-Browser Confirm Access window appears.

@ KeePassXC-Browser Confirm Access ? X

www.americanexpress.com has requested access to passwords for the following item(s).
Please select whether you want to allow access.

americanexpress - JohnSmith

[ ] Remember this decision

Allow | ‘ Deny ‘

5. Select the entry from the window and click Allow.

6. Inyour website, click inside your USER ID field, and select your username, which
automatically gets extracted from your KeePassXC database. The username and the
password automatically get populated in the respective fields.

% My Account Cards Travel Insurance Rewards Business Contact Us

USERID

User ID

JohnSmith (americanexpress)

Password ’

Card - My Account v

Remember Me

Forgot your User ID or Password?

Register for Online Services
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Chapter 6: Search Operations

KeePassXC provides an enhanced and granular search features the enables you to search for
specific entries in the databases using the different modifiers, wild card characters, and logical
operators.

6.1 Modifiers

The following table lists the modifiers, which can be used in combination of one another:

Table 1: Modifiers

Modifier Description

- Exclude this term from results.

+ Match this term exactly.

* Term is handled as a regular expression.

You can use the modifier with the following fields:

o Title
e« Username

e Password

« URL
» Notes
e Attribute

* Attachment

6.2 Wild Card Characters and Logical Operators

The search terms can contain the following wild card characters or logical operators in absence of
regular expressions:

Table 2: Wild Card Characters and Logical Operators

Wild Card Characters Description
* Match anything.
? Match one character.
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Table 2: Wild Card Characters and Logical Operators

Wild Card Characters Description

| Logical OR.

6.3 Sample Search Queries

The following tables lists a few samples search queries for your reference:

Table 3: Sample Search Queries

Query Description
user:johnsmith Searches the Username field for johnsmith and the
url:www.americanexpress.com URL field for www.americanexpress.com.
user;john|smith Searches the Username field for john OR smith.
+user:johnsmith -url:www.google.com Search the username field for exactly johnsmith,
*notes:"secret note \d" the URL must not contain www.google.com, and
notes contains secret note [digit].
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Chapter 7: Password Generator

This password generator helps you to generate random strong passwords and paraphase that you
can use for your applications and websites you visit.

/.7 Generating Passwords

To generate random passwords, specify the characters to be used in your choice of password (for
example, upper-case letters, digits, special characters, and so on) and KeePassXC will randomly
pick characters out of the set.

To generate the random password using Password Generator, perform the following steps:

1. Open KeePassXC.

2. Navigate to Tools > Password Generator. The following screen appears:

) KeePassXC - O X

Database  Entries  Groups Tools  Help

’ - o | Py - , _ .
L= H Y | L L &) s ¥ f @ Search (Ctrl+F)...

Password: | roB&9f.N<\")E ‘

Password Quality: Good Entropy: 85.41 bit

Password Passphrase

Length: ' 13 2

Character Types

Regenerate

Advanced Copy

Close

Select the length of the desired password by dragging the Length slider.
Select the character-sets that you want to include in your password.

Click the Advanced button to specific advanced conditions for your desired password.

o o~ W

Click the Regenerate button to generate new random password.
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7. Click the Copy button to copy the password to the clipboard. You can then paste your
password in your entry in KeePassXC and your other applications.

/.2 Generating Passphrases

A passphrase is a sequence of words or other text used to control access to your applications and
data. A passphrase is similar to a password in usage, but is generally longer for added security.

To generate the random passphrase using Password Generator, perform the following steps:

1. Open KeePassXC.
2. Navigate to Tools > Password Generator. The following screen appears:

) KeePassXC - O X
Database  Entries  Groups  Tools  Help
ES i ! 7 e a o 1 v i~ -
W | '. H & ." L "' i L &) s ¥ f @ Search (Ctri+F)...
Password: | roB&9f.N<\")E ‘
Password Quality: Good Entropy: 85.41 bit
Password Passphrase
Length: ' 13 2
Character Types Regenerate
Advanced Copy
Close
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3. Click the Passphrase tab. The following screen appears:

) KeePassXC - O X

Database  Entries  Groups  Tools  Help

@i I. H ! l_.* ¢ 4 ; ‘:' l‘, i s - f @ Search (Ctrl+F)...

Password: | frostedstatutedesignatecozy ‘

Password Quality: Weak Entropy: 51.70 bit

Password Passphrase

Word Count: ' k4 =

-

Word Separator: | ‘

Regenerate

Copy

Close

4. Select the number of words you want to be included in your passphrase by dragging the
Word Count slider.

5. Inthe Word Separator field, enter a character, words, number or space that you want to
use a separator between the words in your passphrase.

6. Click the Regenerate button to generate new random passphrase.

7. Click the Copy button to copy the passphrase to the clipboard. You can then paste your
passphrase in your entry in KeePassXC and your other applications.
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