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Introduction

This report shows examples of the AMITT disinformation standards set - AMITT STIX, AMITT
Framework TTPs, and AMITT Counter TTPs, in action. There’s also a companion document -
the AMITT Incident List - that describes the incident data used to create the original AMITT
models.
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https://docs.google.com/document/d/1UzfNfDLmbPRtwrtR5a4SOybN0Adb8xBejaNSoNjJtIc/edit#

100006 Columbian Chemicals

campaign

report

threat-actor

ﬁ < -attributed-to

CAMPAIGN

BpQilSpillTsunami

A
-
)
5=
g

INCIDENT
C°'“”]ﬁ§g§,?tm'°a's PhosphorusDisaster
N ad

related-to— —>

relateq-tg,

re\ate

Ebola In Atlanta

=]

/ S’a

Mgy,
a‘,gare

N
T0024 create T0039 bait
legitimate

Ainfluencers A

XX X%

%' infrastructure
-3
il b © 1+
|
@Senjeffmerkley

|
AmandaGray91 #ColumbianChemicals

(@) ARTIFACT
’

c
g 8
< (4]

NARRATIVE =

<
S 4%

T0043 use
messaging

Theres an T0007 Create
explosion at a fake social
chemical IantA/ L1 media profiles £

/10015 create  T0OO55 use fake videos and

hashtag hashtag debunking

elited-to "

STIX for Columbian Chemicals



Plandemic

Based on MITRE ATTECKD Navigator
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Based on ATTECKO Navigator v2.3.9

AMITT TTPs for Plandemic incident

The AMITT framework was built to be practical. We need to be able to translate our findings

into an actionable story.

Plandemic is a debunked conspiracy theory video which makes some false claims about the
nature of COVID-19. Despite high production quality the self reported cost to produce the
film was less than $2000. Zach Vorhies, an individual associated with QAnon, claims to be
the social media marketer behind the viral success of the video. NYT reported his

GoFundMe campaign titled “Help me amplify Pharma Whistleblower Judy Mikovits.”

We can map out this small, but successful, operation in the AMITT framework to help us
understand what capabilities the actor has and potentially how they're resourced. As with

ATT&CK, we can start building an understanding of actors' capabilities over time.



Use fake experts

 Type: Technique
« Name: Use fake experts
« |d: TO045

« Summary: Use the fake experts that were set up in
T0009. Pseudo-experts are disposable assets that often
appear once and then disappear. Give "credility" to
misinformation. Take advantage of credential bias

« Tactic: TAO8

Technique T0045, used in Plandemic

Plandemic exploited credential bias, and relied heavily on AMITT technique TO045: use fake
experts. The "expert" here was Judy Mikovits. Some of the narratives used included that
vaccines contain Covid19 virus, masks activate Covid19 virus, and that the Plandemic video

was exposing scientific and political elites.

Fake experts are interesting because their credentials lend credibility to outrageous claims.
Fake experts use their credential suspend disbelief. Fake experts create an illusion of
“another side” of the argument (anti-vaxx, climate change, etc.). It's an effective technique
in part because it's a human story. It plays into the narrative of a lone researcher, an
outsider, bravely facing off against the scientific and political elites who seek to destroy her

and her reputation to maintain the status quo, and it's a story that's cast her as a victim.

Double Deceit



DOCTRINE-BASED COUNTERMEASURES
IRA IN GHANA: DOUBLE DECEIT
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We saw the use of TO010 (Cultivate ignorant agents) in the Double Deceit incident. This
technique was used by EBLA, registered as an NGO in Ghana, doing NGO charity work on
the ground in Ghana (stationary to students). Except it's a Russian front. They hired local
youth to post on social media. These people were not aware that they were part of a
Russian troll farm. They also attempted to co-opt legitimate US influencers, to retweet their

messages. Content was not political, and this appeared to be audience building.

We believe this is associated with the IRA. It appears to have been a failure.
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