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,QWURGXFWLRQ�
)RU�\HDUV��DWWDFNHUV�KDYH�DVVDLOHG�QHWZRUNV�DQG�H[SORLWHG�V\VWHP�OHYHO�

YXOQHUDELOLWLHV��IXHOLQJ�GHPDQG�IRU�SURGXFWV�OLNH�ILUHZDOOV�DQG�LQWUXVLRQ�GHWHFWLRQ�

V\VWHPV��$V�WKHVH�SURGXFWV�PDWXUH�DQG�,7�VHFXULW\�WHDPV�OHDUQ�WR�EHWWHU�KDQGOH�QHWZRUN�

VHFXULW\��WKH�VHFXULW\�LQGXVWU\�LV�VHHLQJ�D�YLVLEOH�LQFUHDVH�LQ�DWWDFNV�PRYLQJ�XS�WKH�VWDFN�

WR�WDUJHW�DSSOLFDWLRQ�OHYHO�YXOQHUDELOLWLHV��7KHVH�DWWDFNV�DUH�DLPHG�DW�H[SORLWLQJ�

ZHDNQHVVHV�LQ�WKH�ZHE�DSSOLFDWLRQ�VRIWZDUH�LWVHOI��QRW�WKRVH�DW�WKH�QHWZRUN�RU�VHUYHU�

OHYHO��7UDGLWLRQDO�GHIHQVHV�VXFK�DV�QHWZRUN�ILUHZDOOV�DQG�LQWUXVLRQ�GHWHFWLRQ�V\VWHPV�DUH�

XQDEOH�WR�RIIHU�FRPSUHKHQVLYH�SURWHFWLRQ����

,QWHUQHW�IDFLQJ�ZHE�DSSOLFDWLRQV�PDNH�XS�D�ODUJH�SDUW�RI�WKH�DWWDFN�VXUIDFH��DQG�

DUH�ZKHUH�DWWDFNHUV�DUH�IRFXVLQJ�WKHLU�DWWHQWLRQ��$FFRUGLQJ�WR�9HUL]RQ¶V�'DWD�%UHDFK�

,QYHVWLJDWLRQV�5HSRUW�������������RI�EUHDFKHV�ZHUH�FDXVHG�E\�ZHE�DSSOLFDWLRQ�DWWDFNV��

PDNLQJ�LW�WKH�PRVW�SUHYDOHQW�DWWDFN�SDWWHUQ���

�

Figure 1. DBIR Frequency of Incidents. From “2014 Verizon Data Breach Investigations 
Report,” 2014.  

:HE�DSSOLFDWLRQ�ILUHZDOOV��:$)V��SURWHFW�ZHE�DSSOLFDWLRQV�IURP�DWWDFNHUV��7KH\�

VLW�LQ�IURQW�RI�ZHE�DSSOLFDWLRQV�DQG�EORFN�PDOLFLRXV�WUDIILF��%XW��ZHE�DSSOLFDWLRQ�ILUHZDOOV�

FDQ�EH�XVHG�IRU�PRUH�WKDQ�MXVW�EORFNLQJ�JHQHULF�PDOLFLRXV�WUDIILF�±�WKH\�FDQ�EH�XVHG�LQ�D�

ZHE�DSSOLFDWLRQ�YXOQHUDELOLW\�SURJUDP�WR�GUDVWLFDOO\�UHGXFH�UHPHGLDWLRQ�WLPH�ZLWKRXW�

KDYLQJ�WR�FKDQJH�DSSOLFDWLRQ�VRXUFH�FRGH��$V�SDUW�RI�D�VHFXULW\�PRQLWRULQJ�LQIUDVWUXFWXUH��
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:$)V�FDQ�DOVR�LQFUHDVH�YLVLELOLW\�LQWR�DSSOLFDWLRQ�WUDIILF�IDU�EH\RQG�ZKDW�LV�SRVVLEOH�ZLWK�

D�ILUHZDOO�RU�LQWUXVLRQ�GHWHFWLRQ�V\VWHP���

(QWHUSULVHV�ORRNLQJ�WR�PDQDJH�WKH�ULVNV�RI�ZHE�DSSOLFDWLRQV�ZLOO�EHQHILW�IURP�

WKHVH�WHFKQLTXHV��$�ODE�HQYLURQPHQW�ZDV�FUHDWHG�WR�H[SHULPHQW�ZLWK�DQG�GHPRQVWUDWH�

YLUWXDO�SDWFKLQJ�DQG�VHFXULW\�PRQLWRULQJ�XVLQJ�0RG6HFXULW\��DQ�RSHQ�VRXUFH�ZHE�

DSSOLFDWLRQ�ILUHZDOO��8VLQJ�WKH�ODE�H[HUFLVH�UHVXOWV�DV�DQ�H[DPSOH��WKLV�SDSHU�JLYHV�DQ�LQ�

GHSWK�YLHZ�RI�XVLQJ�D�ZHE�DSSOLFDWLRQ�ILUHZDOO�DV�D�PHDQV�IRU�YLUWXDO�SDWFKLQJ�DQG�DV�D�

VHQVRU�LQ�D�VHFXULW\�PRQLWRULQJ�LQIUDVWUXFWXUH���

����� :HE�$SSOLFDWLRQ�)LUHZDOOV�
:$)V�DUH�GHVLJQHG�WR�SURWHFW�ZHE�DSSOLFDWLRQV��:$)V�DUH�D�VKLHOGLQJ�VDIHJXDUG�

LQWHQGHG�WR�GHIHQG�DSSOLFDWLRQV�DFFHVVHG�YLD�WKH�K\SHUWH[W�WUDQVIHU�SURWRFRO��+773���

7KH\�DUH�FDSDEOH�RI�SUHYHQWLQJ�DWWDFNV�WKDW�QHWZRUN�ILUHZDOOV�RU�LQWUXVLRQ�SUHYHQWLRQ�

V\VWHPV�FDQQRW��:$)V�VLW�LQ�IURQW�RI�D�ZHE�DSSOLFDWLRQ��PRQLWRU�DSSOLFDWLRQ�DFWLYLW\��DQG�

DOHUW�RQ�RU�EORFN�WUDIILF�WKDW�LV�PDOLFLRXV�RU�WKDW�GRHV�QRW�FRPSO\�ZLWK�VSHFLILF�UXOHV���7KH�

LQWHQWLRQ�LV�WR�FDWFK�DSSOLFDWLRQ�OHYHO�DWWDFNV��VXFK�DV�64/�LQMHFWLRQ�DQG�FURVV�VLWH�

VFULSWLQJ��DORQJ�ZLWK�DWWHPSWV�WR�PDQLSXODWH�ZHE�DSSOLFDWLRQ�EHKDYLRU��

7KLV�VKLHOGLQJ�WHFKQRORJ\�GRHV�QRW�UHTXLUH�PRGLILFDWLRQ�RI�WKH�DSSOLFDWLRQ�VRXUFH�

FRGH��:$)V�FDQ�UHGXFH�ULVN�ZLWKRXW�DFWXDOO\�IL[LQJ�WKH�XQGHUO\LQJ�YXOQHUDELOLW\��,Q�FDVHV�

ZKHUH�LW�PLJKW�WDNH�D�ORQJ�WLPH�RU�LW�LV�LQIHDVLEOH�WR�IL[�WKH�YXOQHUDELOLW\�LQ�FRGH��D�:$)�

LV�XVHIXO�LQ�SURWHFWLQJ�DJDLQVW�DWWDFNV�WDUJHWLQJ�WKH�YXOQHUDELOLW\���

����� 1HJDWLYH�DQG�3RVLWLYH�6HFXULW\�0RGHOV�
:$)V�FRPSDUH�UHTXHVWV�WR�JHQHULF�DWWDFN�VLJQDWXUHV�DQG�DSSOLFDWLRQ�VSHFLILF�

SROLFLHV�IRU�WKH�ZHE�DSSOLFDWLRQ�EHLQJ�SURWHFWHG��DQG�DOHUW�RQ�RU�EORFN�YLRODWLRQV��$�ZHE�

DSSOLFDWLRQ�ILUHZDOO�FDQ�IROORZ�D�SRVLWLYH�RU�QHJDWLYH�VHFXULW\�PRGHO�WR�GHYHORS�VHFXULW\�

SROLFLHV�IRU�DQ�DSSOLFDWLRQ���

$�SRVLWLYH�VHFXULW\�PRGHO�GHILQHV�ZKDW�LV�DOORZHG�DQG�UHMHFWV�HYHU\WKLQJ�HOVH��)RU�

H[DPSOH��ZKHQ�SHUIRUPLQJ�LQSXW�YDOLGDWLRQ��XVH�RI�WKH�SRVLWLYH�VHFXULW\�PRGHO�ZRXOG�

RQO\�VSHFLI\�WKH�DOORZHG�FKDUDFWHUV�DV�RSSRVHG�WR�WU\LQJ�WR�ILOWHU�RXW�DOO�RI�WKH�SRWHQWLDOO\�

PDOLFLRXV�LQSXW��7KLV�LV�UHIHUUHG�WR�DV�ZKLWHOLVWLQJ��2QO\�DOORZLQJ�ZKDW�LV�NQRZQ�DV�JRRG�
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LV�JHQHUDOO\�FRQVLGHUHG�WR�EH�WKH�PRUH�VHFXUH�DSSURDFK��$�SRVLWLYH�VHFXULW\�PRGHO�FDQ�EH�

DFKLHYHG�XVLQJ�VWULFW�FRQWHQW�YDOLGDWLRQ�SROLFHV��$FFRUGLQJ�WR�WKH�:HE�$SSOLFDWLRQ�

)LUHZDOO�(YDOXDWLRQ�&ULWHULD��LW�³FDQ�EH�PRUH�HIILFLHQW��IHZHU�UXOHV�WR�SURFHVV�SHU�

WUDQVDFWLRQ��DQG�PRUH�VHFXUH��EXW�LW�UHTXLUHV�YHU\�JRRG�XQGHUVWDQGLQJ�RI�WKH�DSSOLFDWLRQV�

EHLQJ�SURWHFWHG��7KH�SRVLWLYH�VHFXULW\�PRGHO�FDQ�DOVR�EH�PRUH�GLIILFXOW�WR�PDLQWDLQ�LI�WKH�

ZHE�DSSOLFDWLRQ�FKDQJHV�IUHTXHQWO\´��������S��������

$�QHJDWLYH�VHFXULW\�PRGHO�GHILQHV�ZKDW�LV�GLVDOORZHG�DQG�LPSOLFLWO\�DOORZV�

HYHU\WKLQJ�HOVH��7KLV�LV�UHIHUUHG�WR�DV�EODFNOLVWLQJ��7KH�QHJDWLYH�VHFXULW\�PRGHO�LV�

DFKLHYHG�E\�FRPSLOLQJ�D�OLVW�RI�DWWDFN�VLJQDWXUHV��FRPSDULQJ�ZHE�WUDIILF�DJDLQVW�WKRVH�

VLJQDWXUHV��DQG�EORFNLQJ�WUDIILF�WKDW�PDWFKHV��%ORFNLQJ�RQO\�ZKDW�LV�NQRZQ�DV�EDG�LV�

FRQVLGHUHG�WKH�PRUH�IXQFWLRQDO�DSSURDFK�IURP�D�EXVLQHVV�SHUVSHFWLYH��$FFRUGLQJ�WR�

0XUSK\�DQG�6DOFKRZ��³QHJDWLYH�VHFXULW\�SROLFLHV�GR�QRW�WDNH�LQWR�DFFRXQW�KRZ�WKH�

DSSOLFDWLRQ�ZRUNV��WKH\�RQO\�QRWLFH�ZKDW�DFFHVVHV�WKH�DSSOLFDWLRQ�DQG�LI�WKDW�DFFHVV�

YLRODWHV�DQ\�QHJDWLYH�VHFXULW\�SDWWHUQV´��������S������

%HFDXVH�WKH�QHJDWLYH�VHFXULW\�PRGHO�GRHV�QRW�QHHG�WR�NQRZ�DQ\WKLQJ�DERXW�WKH�

DSSOLFDWLRQ��LW�RIIHUV�RXW�RI�WKH�ER[�SURWHFWLRQ��+RZHYHU��WKH�QHJDWLYH�VHFXULW\�PRGHO�

GRHV�QRW�SURYLGH�SURWHFWLRQ�DJDLQVW�XQNQRZQ�DWWDFNV��$OWKRXJK�FRQVLGHUHG�PRUH�VHFXUH��

WKH�SRVLWLYH�VHFXULW\�PRGHO�WDNHV�WLPH�DQG�HIIRUW�WR�VHWXS��UHTXLUHV�GHHS�NQRZOHGJH�RI�WKH�

DSSOLFDWLRQ��DQG�KDV�WR�EH�PDLQWDLQHG�DV�WKH�DSSOLFDWLRQ�FKDQJHV��7R�KHOS�ZLWK�WKDW�

OHDUQLQJ�FXUYH��VRPH�:$)V�KDYH�WKH�DELOLW\�WR�OHDUQ�WKH�DSSOLFDWLRQ��7KH\�ZDWFK�WUDIILF�WR�

WKH�DSSOLFDWLRQ�IRU�D�SHULRG�RI�WLPH�WR�GHWHUPLQH�QRUPDO�DSSOLFDWLRQ�EHKDYLRU�DQG�LQSXWV��

FUHDWLQJ�D�PDS�RI�85/V�DQG�SDUDPHWHUV��$OO�:$)V�XVH�HLWKHU�D�SRVLWLYH�RU�QHJDWLYH�

VHFXULW\�PRGHO��RU�VRPH�XVH�D�FRPELQDWLRQ�RI�ERWK��

����� 'HSOR\PHQW�2SWLRQV�
:HE�DSSOLFDWLRQ�ILUHZDOOV�KDYH�D�QXPEHU�RI�DUFKLWHFWXUHV�DQG�RSHUDWLQJ�PRGHV��

7KHVH�YDU\�LQ�HDVH�RI�GHSOR\PHQW�DQG�UHVXOWLQJ�:$)�IXQFWLRQDOLW\���

x� 5HYHUVH�3UR[\�±�,Q�UHYHUVH�SUR[\�PRGH��WKH�:$)�VLWV�LQOLQH�DQG�KDV�DQ�

,3�DGGUHVV��,QFRPLQJ�FRQQHFWLRQV�WR�WKH�DSSOLFDWLRQ�DUH�VHQW�WR�WKH�:$)��

ZKLFK�PDNHV�D�VHSDUDWH�UHTXHVW�WR�WKH�ZHE�VHUYHU��(QFU\SWHG�FRQQHFWLRQV�

DUH�WHUPLQDWHG�DW�OD\HU���OHWWLQJ�WKH�:$)�GHFU\SW�DQG�DQDO\]H�DOO�RI�WKH�
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ZHE�WUDIILF��7KLV�DOORZV�IRU�D�PRUH�IHDWXUH�ULFK�:$)�GHSOR\PHQW�DV�LW�

JLYHV�WKH�:$)�FRPSOHWH�FRQWURO�RYHU�WKH�WUDIILF�HQDEOLQJ�LW�WR�UHZULWH�

FRQWHQW�DQG�LQMHFW�VHFXULW\�PHFKDQLVPV�SHU�SROLF\��7KH�DUFKLWHFWXUH�LV�

VKRZQ�LQ�)LJXUH����7KH�:$)�LV�WKH�GHYLFH�ZLWK�WKH�VKLHOG��DQG�LV�VLWWLQJ�

LQ�OLQH�EHWZHHQ�WKH�ILUHZDOO�DQG�WKH�ZHE�VHUYHU��

�

Figure 2.Reverse Proxy or Layer 2 Bridge WAF. 

x� /D\HU���%ULGJH�±�,Q�OD\HU���EULGJH�PRGH��WKH�:$)�VLWV�LQ�OLQH�DQG�DFWV�DV�

D�OD\HU���VZLWFK��7KH�:$)�SHUIRUPV�SDVVLYH�66/�GHFU\SWLRQ��DQG�LV�DEOH�

WR�EORFN�WUDIILF�E\�VLPSO\�GURSSLQJ�WKH�RIIHQGLQJ�SDFNHWV��7KLV�DOORZV�IRU�

KLJKHU�SHUIRUPDQFH�WKDQ�UHYHUVH�SUR[\�ZLWK�OHVV�VLJQLILFDQW�QHWZRUN�

FKDQJHV��+RZHYHU��QRW�WHUPLQDWLQJ�DQG�UHSOD\LQJ�WKH�WUDIILF�OLPLWV�VRPH�

:$)�IXQFWLRQDOLW\�EHFDXVH�LW�FDQQRW�UHZULWH�HOHPHQWV�SHU�SROLF\��,Q�

DGGLWLRQ��WKH�:$)�ZLOO�QRW�EH�DEOH�WR�GHFU\SW�WUDIILF�XVLQJ�'LIILH�+HOOPDQ�

FLSKHU�VXLWHV�LQ�D�IRUZDUG�VHFUHF\�LPSOHPHQWDWLRQ��$UFKLWHFWXUDOO\�WKLV�

ORRNV�OLNH�UHYHUVH�SUR[\��DQG�LV�DOVR�VKRZQ�LQ�)LJXUH����

x� 2XW�RI�%DQG�±�,Q�RXW�RI�EDQG�PRGH��WKH�:$)�LV�QRW�LQ�OLQH��,W�JHWV�D�

FRS\�RI�WKH�WUDIILF�YLD�D�PRQLWRULQJ�SRUW�RQ�D�QHWZRUN�GHYLFH��,W�FDQ�

SDVVLYHO\�GHFU\SW�66/�WUDIILF��DQG�KDV�WKH�VDPH�'LIILH�+HOOPDQ�OLPLWDWLRQ�

WKDW�EULGJH�PRGH�VXIIHUV��7KH�:$)¶V�DELOLW\�WR�EORFN�WUDIILF�LV�IXUWKHU�

OLPLWHG�±�LW�FDQ�RQO\�VHQG�7&3�UHVHW�SDFNHWV�WR�LQWHUUXSW�WUDIILF��7KLV�PRGH�

KDV�WKH�OHDVW�DPRXQW�RI�LPSDFW�RQ�WKH�QHWZRUN�DQG�DSSOLFDWLRQ��DQG�LW�

DOORZV�WKH�:$)�WR�EH�FRQILJXUHG�WR�RQO\�DOHUW�RQ�PDOLFLRXV�WUDIILF�
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HOLPLQDWLQJ�WKH�GDQJHU�RI�EORFNLQJ�IDOVH�SRVLWLYH�GHWHFWLRQV�RU�IDLOLQJ�

FORVHG�DQG�FDXVLQJ�DQ�DSSOLFDWLRQ�RXWDJH��7KH�DUFKLWHFWXUH�LV�VKRZQ�LQ�

)LJXUH����7KH�:$)�LV�VLWWLQJ�RII�RI�D�VZLWFK��DQG�LV�JHWWLQJ�D�FRS\�RI�

WUDIILF�JRLQJ�WR�WKH�ZHE�VHUYHU��

�

Figure 3.Out-of-Band WAF. 

x� 6HUYHU�5HVLGHQW�±�$�VHUYHU�UHVLGHQW�RU�HPEHGGHG�:$)�LV�VRIWZDUH�

LQVWDOOHG�RQ�WKH�KRVW�UXQQLQJ�WKH�ZHE�VHUYHU��7KLV�FRXOG�EH�LPSOHPHQWHG�DV�

DQ�LQGHSHQGHQW�DSSOLFDWLRQ��RU�D�ZHE�VHUYHU�SOXJ�LQ��6HUYHU�UHVLGHQW�:$)V�

DUH�QRW�DV�IXQFWLRQDO�DV�WKHLU�QHWZRUN�DSSOLDQFH�FRXQWHUSDUWV��EXW�UHPRYH�

WKH�DGGLWLRQDO�QHWZRUN�SRLQW�RI�IDLOXUH��7KH\�SXW�H[WUD�ORDG�RQ�WKH�VHUYHU��

VR�LW�LV�LPSRUWDQW�WR�WDNH�D�JRRG�ORRN�DW�VHUYHU�UHVRXUFH�XWLOL]DWLRQ�SULRU�WR�

LPSOHPHQWDWLRQ��7KH�DUFKLWHFWXUH�LV�VKRZQ�LQ�)LJXUH����7KH�:$)��

UHSUHVHQWHG�E\�WKH�VKLHOG��LV�IXQFWLRQLQJ�DV�VRIWZDUH�RQ�WKH�ZHE�VHUYHU��

�
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Figure 4. Server Resident WAF. 

x� ,QWHUQHW�+RVWHG���&ORXG�±�$�QHZHU�EXW�LQFUHDVLQJO\�SRSXODU�RSWLRQ�LV�
XVLQJ�D�FORXG�SURYLGHU�WR�LPSOHPHQW�D�:$)�VROXWLRQ��*DUWQHU�SUHGLFWV�WKDW�

E\�³������PRUH�WKDQ�����RI�SXEOLF�ZHE�DSSOLFDWLRQV�SURWHFWHG�E\�D�:$)�

ZLOO�XVH�:$)V�GHOLYHUHG�DV�D�FORXG�VHUYLFH�RU�,QWHUQHW�KRVWHG�YLUWXDO�

DSSOLDQFH�±�XS�IURP�OHVV�WKDQ�����WRGD\´��'
+RLQQH��+LOV��<RXQJ��DQG�

)HLPDQ��������S�����7KLV�ZRUNV�OLNH�WKH�UHYHUVH�SUR[\�RSWLRQ�±�SXEOLF�

'16�LV�FRQILJXUHG�WR�SRLQW�WR�WKH�FORXG�SURYLGHU��ZKLFK�WKHQ�FUHDWHV�

DQRWKHU�FRQQHFWLRQ�WR�WKH�ZHE�SURSHUW\��6LQFH�WKH�LPSOHPHQWDWLRQ�GHWDLOV�

DUH�QRW�XQGHU�FRUSRUDWH�FRQWURO��RQH�QHHGV�WR�UHYLHZ�DQ\�FRPSOLDQFH�

UHTXLUHPHQWV�DQG�PDNH�VXUH�WKH\�DUH�PHW�E\�WKH�FORXG�SURYLGHU��/LNH�RWKHU�

FORXG�VHUYLFHV��UHYLHZ�WKH�VHUYLFH�OHYHO�DJUHHPHQWV�DQG�PDNH�VXUH�WKH\�DUH�

DFFHSWDEOH��7KH�DUFKLWHFWXUH�LV�VKRZQ�LQ�)LJXUH����7KH�:$)��UHSUHVHQWHG�

E\�WKH�VKLHOG��LV�H[WHUQDO�WR�WKH�FRUSRUDWH�HQYLURQPHQW�DQG�LV�VRIWZDUH�DV�D�

VHUYLFH��6DD6��LQ�WKH�FORXG��
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Figure 5. Cloud WAF. 

����� :$)�'ULYHUV�
������� 3URWHFWLQJ�3URGXFWLRQ�$SSOLFDWLRQV�

7KH�EHVW�ZD\�WR�VHFXUH�DQ�DSSOLFDWLRQ�LV�WR�GHYHORS�LW�XVLQJ�D�PDWXUH��VHFXUH�

VRIWZDUH�GHYHORSPHQW�OLIHF\FOH��6'/&���7KH�HDUOLHU�LQ�WKH�6'/&�D�VHFXULW\�LVVXH�LV�

DGGUHVVHG��WKH�FKHDSHU�LW�LV�WR�UHPHGLDWH��&RQYHUVHO\��WKH�ODWHU�LQ�WKH�6'/&�D�VHFXULW\�

LVVXH�LV�IRXQG��WKH�PRUH�H[SHQVLYH�LW�LV�WR�IL[�±�WKH�ZRUVW�FDVH�VFHQDULR�EHLQJ�D�VHFXULW\�

YXOQHUDELOLW\�WKDW�LV�IRXQG�RQFH�DQ�DSSOLFDWLRQ�LV�OLYH�LQ�SURGXFWLRQ��³7KH�PDLQ�EHQHILW�RI�

D�:$)�LV�WKH�VXEVHTXHQW�SURWHFWLRQ�RI�FRPSOHWHG��SURGXFWLRQ�DSSOLFDWLRQV�RQ�WKH�

DSSOLFDWLRQ�OHYHO�ZLWK�D�UHDVRQDEOH�DPRXQW�RI�HIIRUW�DQG�ZLWKRXW�KDYLQJ�WR�FKDQJH�WKH�

DSSOLFDWLRQ�LWVHOI´��'HUPDQQ��0���']LDG]ND��0��+HPNHPHLHU��%���+RIIPDQQ��$���0HLVHO��

$�0DWWKLDV�5RKU��0���HW�DO��������S�������7KDW�LV��D�:$)�FDQ�UHGXFH�WKH�WLPH�DQG�FRVW�RI�

UHPHGLDWLQJ�WKH�ULVN�RI�YXOQHUDELOLWLHV�LQ�OLYH��SURGXFWLRQ�OHYHO�ZHE�DSSOLFDWLRQV�� 

������� 3URWHFWLQJ�/HJDF\�DQG�&276�$SSOLFDWLRQV�
*HQHUDOO\��FRPSDQLHV�KDYH�DFFHVV�WR�WKH�VRXUFH�FRGH�RI�DSSOLFDWLRQV�WKDW�ZHUH�

GHYHORSHG�LQ�KRXVH�DQG�DUH�OLYH�DQG�LQ�SURGXFWLRQ��:KLOH�LW�LV�PRUH�H[SHQVLYH��LW�LV�

SRVVLEOH�WR�UHPHGLDWH�WKH�VHFXULW\�YXOQHUDELOLW\�E\�IL[LQJ�WKH�VRXUFH�FRGH��,I�WKH�

DSSOLFDWLRQ�LV�FRPPHUFLDO�RII�WKH�VKHOI��&276��RU�D�OHJDF\�DSSOLFDWLRQ��DQ�RUJDQL]DWLRQ¶V�

DELOLW\�WR�DGGUHVV�LVVXHV�LQ�FRGH�FRXOG�EH�PLQLPDO�WR�QRQH[LVWHQW��)RU�OHJDF\�DSSOLFDWLRQV��

WKH�RUJDQL]DWLRQ�PD\�QR�ORQJHU�KDYH�GHYHORSHUV�IRU�WKH�DSSOLFDWLRQ�RU�HYHQ�KDYH�

GHYHORSHUV�ZKR�NQRZ�KRZ�WR�ZULWH�FRGH�LQ�WKH�ODQJXDJH�WKH�DSSOLFDWLRQ�ZDV�RULJLQDOO\�
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GHYHORSHG��)RU�D�&276�DSSOLFDWLRQ��WKH�RUJDQL]DWLRQ�FDQ�GLVFORVH�WKH�SUREOHP�WR�WKH�WKLUG�

SDUW\��EXW�DUH�DW�WKH�PHUF\�RI�WKH�YHQGRU¶V�SULRULWLHV�DQG�WLPHOLQHV��³:LWK�GHFUHDVLQJ�

DFFHVV�WR�WKH�ZHE�DSSOLFDWLRQ�±�DQG�GHSHQGLQJ�RQ�LWV�LPSRUWDQFH�DQG�FRPSOH[LW\�±�WKH�

EHQHILWV�VWHPPLQJ�IURP�WKH�XVH�RI�D�:$)�JURZ�UDSLGO\��8VLQJ�D�:$)�RIWHQ�UHVXOWV�LQ�WKH�

OHDVW�DGGLWLRQDO�ZRUN�IRU�WKH�UHTXLUHG�VHFXULW\�OHYHO´��'HUPDQQ��0���']LDG]ND��

0��+HPNHPHLHU��%���+RIIPDQQ��$���0HLVHO��$�0DWWKLDV�5RKU��0���HW�DO��������S������ 

������� 9XOQHUDELOLW\�0DQDJHPHQW�
6KLHOGLQJ�LV�DQ�LQWHJUDO�SDUW�RI�WKH�YXOQHUDELOLW\�PDQDJHPHQW�SURFHVV��$FFRUGLQJ�

WR�1LFROHWW��³VKLHOGLQJ�VKRXOG�EH�XVHG�WR�SURWHFW�YXOQHUDEOH�DVVHWV�XQWLO�PLWLJDWLRQ�LV�

FRPSOHWH´��������S������:KHQ�D�YXOQHUDELOLW\�LV�GLVFRYHUHG�LQ�DQ�DSSOLFDWLRQ��D�:$)�

VLJQDWXUH�FDQ�EH�FUHDWHG�WR�EORFN�DWWDFNV�DJDLQVW�LW��:KHWKHU�WKH�DSSOLFDWLRQ�ZDV�

GHYHORSHG�LQ�KRXVH�RU�LV�D�&276�DSSOLFDWLRQ��WKLV�SURWHFWV�LW�ZKLOH�WKH�YXOQHUDEOH�FRGH�LV�

IL[HG�RU�DQ�RUJDQL]DWLRQ�ZDLWV�IRU�D�YHQGRU�WR�SURYLGH�DQ�XSGDWH��7KLV�LV�UHIHUUHG�WR�DV�D�

YLUWXDO�SDWFK��

�

�

Figure 6. Vulnerability Management Process. From “How to develop an effective 

vulnerability management process” by Nicolett, M, 2005. Gartner. 

6RPH�ZHE�DSSOLFDWLRQ�ILUHZDOOV�KHOS�DXWRPDWH�YLUWXDO�SDWFKLQJ�E\�LQWHJUDWLQJ�ZLWK�

G\QDPLF�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ��'$67��WRROV��6RPH�:$)V�FDQ�LPSRUW�'$67�

UHVXOWV��DQG�DXWRPDWLFDOO\�JHQHUDWH�VLJQDWXUHV�WKDW�SURWHFW�DJDLQVW�YXOQHUDELOLWLHV�WKH�

'$67�WRRO�IRXQG��$FFRUGLQJ�WR�)HLPDQ��³DFFXUDF\�RI�WKH�:$)�LQFUHDVHV�ZKHQ�'$67�
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SDVVHV�WR�LW�GHWHFWHG�VHFXULW\�YXOQHUDELOLWLHV�DQG�DWWDFN�SDWWHUV��VR�:$)�FDQ�WHUPLQDWH�

VHVVLRQV�WKDW�PDWFK�PDOLFLRXV�SDWWHUQV´��������S�������

������� &RPSOLDQFH�
&RPSOLDQFH�LV�D�ELJ�GULYHU�IRU�WKH�DGRSWLRQ�RI�:$)V��7KH�3D\PHQW�&DUG�,QGXVWU\�

'DWD�6HFXULW\�6WDQGDUG��3&,�'66��LV�DQ�LQIRUPDWLRQ�VHFXULW\�VWDQGDUG�IRU�RUJDQL]DWLRQV�

WKDW�KDQGOH�FDUGKROGHU�LQIRUPDWLRQ�IRU�GHELW�DQG�FUHGLW�FDUGV��'HILQHG�E\�WKH�3&,�6HFXULW\�

6WDQGDUGV�&RXQFLO��66&���WKH�VWDQGDUG�ZDV�FUHDWHG�WR�LQFUHDVH�FRQWUROV�DURXQG�FDUGKROGHU�

GDWD�WR�UHGXFH�FUHGLW�FDUG�IUDXG�FDXVHG�E\�WKH�H[SRVXUH�RI�WKDW�GDWD��2UJDQL]DWLRQV�WKDW�

DFFHSW��VWRUH��SURFHVVH��RU�WUDQVPLW�FUHGLW�FDUG�GDWD�PXVW�FRPSO\�ZLWK�WKH�3&,�'66��3&,�

'66�YHUVLRQ�����DGGHG�ZHE�DSSOLFDWLRQ�ILUHZDOOV�DV�DQ�DOWHUQDWLYH�WR�ZHE�DSSOLFDWLRQ�

YXOQHUDELOLW\�DVVHVVPHQWV�LQ�������1RZ�LQ�YHUVLRQ����3&,�'66�UHTXLUHPHQW�����UHDGV�

�������S�������

For public-facing web applications, address new threats and vulnerabilities on an 

ongoing basis and ensure these applications are protected against known attacks 

by either of the following methods: 

x� Reviewing public-facing web applications via manual or automated 

application vulnerability security assessment tools or methods, at least 

annually and after any changes 

x� Installing an automated technical solution that detects and prevents web-

based attacks (for example, a web-application firewall) in front of public-

facing web applications, to continually check all traffic 

)DLOLQJ�WR�FRPSO\�ZLWK�3&,�'66�FDQ�OHDG�WR�ILQHV�RI�XS�WR����������OHYLHG�E\�

EDQNV�DQG�FUHGLW�FDUG�LQVWLWXWLRQV��,I�3&,�'66�FRPSOLDQFH�DSSOLHV�WR�D�FRPSDQ\�WKDW�GRHV�

QRW�KDYH�WKH�UHVRXUFHV�WR�FRQGXFW�DQ�DSSOLFDWLRQ�YXOQHUDELOLW\�VHFXULW\�DVVHVVPHQW�DIWHU�

HYHU\�FKDQJH��GHSOR\LQJ�D�:$)�FRXOG�EH�QHFHVVDU\�WR�FRPSO\�ZLWK�WKH�VWDQGDUG��

$FFRUGLQJ�WR�'
+RLQQH�DQG�+LOV���7KH�3&,�UHTXLUHPHQW�KDV�JLYHQ�DGGLWLRQDO�PRPHQWXP�

WR�WKH�:$)�PDUNHW��KHOSLQJ�LW�H[SDQG�EH\RQG�QLFKH�XVH�FDVHV��HVSHFLDOO\�LQ�ILQDQFLDO�DQG�

EDQNLQJ�RUJDQL]DWLRQV���������S������
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������� ,QWUXVLRQ�'HWHFWLRQ�DQG�,QFLGHQW�5HVSRQVH�
:$)V�FDQ�VHUYH�DV�VHQVRUV�LQ�D�VHFXULW\�PRQLWRULQJ�LQIUDVWUXFWXUH��6HQVRU�FROOHFW�

GDWD�DQG�DOHUWV�RQ�SRWHQWLDOO\�PDOLFLRXV�WUDIILF�IRU�DQDO\VLV�LQ�WKH�GHWHFWLRQ�SKDVH�RI�

LQWUXVLRQ�GHWHFWLRQ�DQG�LQFLGHQW�UHVSRQVH��DV�VKRZQ�LQ�)LJXUH����7KH�DOHUWV�DQG�ORJV�IURP�

D�:$)�FDQ�EH�VHQW�WR�D�VHFXULW\�LQFLGHQW�DQG�HYHQW�PDQDJHPHQW��6,(0��V\VWHP�IRU�

FRUUHODWLRQ�ZLWK�RWKHU�VHQVRUV��HQKDQFLQJ�PRQLWRULQJ�FDSDELOLWLHV�DQG�H[SDQGLQJ�LW�LQWR�

ZHE�WUDIILF��2YHU�RWKHU�NLQGV�RI�VHQVRUV��D�:$)�JLYHV�WKH�EHVW�YLVLELOLW\�LQWR�ZHE�

DSSOLFDWLRQ�WUDIILF�DQG�SRWHQWLDO�DWWDFNV�DJDLQVW�DQ�RUJDQL]DWLRQ¶V�ZHEVLWHV��,I�DQ�,QWHUQHW�

SUHVHQFH�UHSUHVHQWV�D�VXEVWDQWLDO�ULVN�WR�DQ�RUJDQL]DWLRQ��D�:$)�PLJKW�EH�WKH�PRVW�

LPSRUWDQW�VHFXULW\�PRQLWRULQJ�VHQVRU�WKH�RUJDQL]DWLRQ�FDQ�GHSOR\��

�

Figure 7. Intrusion Detection and Incident Response Process. From “The Practice of 

Network Security Monitoring” by Richard Bejtlich, 2013, No Starch Press. 

����� 9HQGRUV�
:KLOH�RXWVLGH�WKH�VFRSH�RI�WKLV�SDSHU��FKRRVLQJ�D�:$)�ZLOO�UHO\�RQ�WKH�

HQYLURQPHQW�DQG�DSSOLFDWLRQ�UHTXLUHPHQWV��*DUWQHU�KDV�D�0DJLF�4XDGUDQW�IRU�:HE�

$SSOLFDWLRQ�)LUHZDOOV�WKDW�KLJKOLJKWV�WKH�FRPPHUFLDO�VSDFH�DV�VKRZQ�LQ�)LJXUH����

�
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Figure 8. WAF Magic Quadrant. From “Magic Quadrant for Web Application 

Firewalls” by Jeremy D'Hoinne, Adam Hils, Greg Young, & Joseph Feiman, 2014, 

Gartner. 

���:HE�$SSOLFDWLRQ�)LUHZDOO�(QWHUSULVH�7HFKQLTXHV�
$�ODE�HQYLURQPHQW�ZDV�SXW�WRJHWKHU�WR�H[SHULPHQW�ZLWK�DQG�GHPRQVWUDWH�YLUWXDO�

SDWFKLQJ�DQG�VHFXULW\�PRQLWRULQJ�XVLQJ�0RG6HFXULW\��DQ�RSHQ�VRXUFH�ZHE�DSSOLFDWLRQ�

ILUHZDOO���

����� /DE�(QYLURQPHQW�
7R�H[SHULPHQW�ZLWK�DQG�GHPRQVWUDWH�ZHE�DSSOLFDWLRQ�ILUHZDOO�XVH�FDVHV��WKUHH�

YLUWXDO�PDFKLQHV�ZHUH�EXLOW�LQ�D�ODE�HQYLURQPHQW�DV�VKRZQ�LQ�)LJXUH����2Q�D�VHUYHU�

UXQQLQJ�DQ�8EXQWX�/LQX[�GLVWULEXWLRQ��WKHUH�LV�DQ�$SDFKH�ZHE�VHUYHU�ZLWK�D�VHUYHU�

UHVLGHQW�LQVWDQFH�RI�WKH�RSHQ�VRXUFH�:$)��0RG6HFXULW\��7KLV�VHUYHU�LV�UXQQLQJ�D�ZHE�

DSSOLFDWLRQ�FDOOHG�'DPQ�9XOQHUDEOH�:HE�$SS��'9:$���2Q�D�VHFRQG�VHUYHU�UXQQLQJ�D�

VSHFLDOL]HG�GLVWULEXWLRQ�RI�/LQX[�EXLOW�IRU�QHWZRUN�VHFXULW\�PRQLWRULQJ��6HFXULW\�2QLRQ��D�
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0RG6HFXULW\�FHQWUDOL]HG�ORJ�PDQDJHPHQW�WRRO�FDOOHG�$XGLW&RQVROH�LV�LQVWDOOHG��2Q�D�

WKLUG�YLUWXDO�PDFKLQH�UXQQLQJ�:LQGRZV�LV�DQ�HQYLURQPHQW�IRU�ZHE�DSSOLFDWLRQ�VHFXULW\�

WHVWLQJ�XVLQJ�WZR�WRROV��D�'$67�WRRO�FDOOHG�%XUS�6XLWH�DQG�D�YXOQHUDELOLW\�DJJUHJDWLRQ�

WRRO�FDOOHG�7KUHDG)L[��7KHVH�FRPSRQHQWV�DUH�IXUWKHU�GHVFULEHG�EHORZ��

�

Figure 9. WAF Lab Architecture.�

������� 0RG6HFXULW\�
0RG6HFXULW\�LV�DQ�RSHQ�VRXUFH��IUHH�ZHE�DSSOLFDWLRQ�ILUHZDOO��$FFRUGLQJ�WR�5LVWLF��

LW�³LV�D�WRRONLW�IRU�UHDO�WLPH�ZHE�DSSOLFDWLRQ�PRQLWRULQJ��ORJJLQJ��DQG�DFFHVV�FRQWURO´�

�������S������$SDFKH�LV�DQ�RSHQ�VRXUFH�+773�VHUYHU��DQG�LWV�IXQFWLRQDOLW\�FDQ�EH�

H[WHQGHG�XVLQJ�PRGXOHV��0RG6HFXULW\�ZDV�LPSOHPHQWHG�DV�DQ�$SDFKH�PRGXOH���

0RG6HFXULW\�VXSSRUWV�WZR�GHSOR\PHQW�RSWLRQV��VHUYHU�UHVLGHQW�DQG�UHYHUVH�SUR[\��

%HFDXVH�0RG6HFXULW\�LV�DQ�$SDFKH�0RGXOH��LW�FDQ�EH�DGGHG�WR�DQ\�FRPSDWLEOH�LQVWDQFH�

RI�D�UXQQLQJ�$SDFKH�ZHE�VHUYHU��)RU�RUJDQL]DWLRQV�WKDW�KDYH�PDQ\�ZHE�VHUYHUV��WKLV�

VFDOHV�DV�WKH�ZHE�LQIUDVWUXFWXUH�JURZV��+RZHYHU��0RG6HFXULW\�VKDUHV�UHVRXUFHV�ZLWK�WKH�

ZHE�VHUYHU�ZKLFK�FRXOG�PDNH�DQ�HPEHGGHG�LPSOHPHQWDWLRQ�WD[LQJ�RQ�D�ZHE�VHUYHU�

DOUHDG\�DW�IXOO�XWLOL]DWLRQ��7R�VHWXS�D�UHYHUVH�SUR[\�:$)��FRQILJXUH�D�GHGLFDWHG�$SDFKH�

UHYHUVH�SUR[\�DQG�DGG�WKH�0RG6HFXULW\�PRGXOH�WR�LW��,Q�WKLV�FRQILJXUDWLRQ��WKHUH�DUH�PRUH�

GHGLFDWHG�UHVRXUFHV�IRU�WKH�:$)��+RZHYHU��UHYHUVH�SUR[\�PRGH�DOVR�DGGV�D�QHZ�SRLQW�RI�

IDLOXUH�WR�WKH�RYHUDOO�LQIUDVWUXFWXUH��)RU�WKH�ODE��DQ�HPEHGGHG�LQVWDQFH�RI�0RG6HFXULW\�

ZDV�XVHG��
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������� 0RG6HFXULW\�&RUH�5XOH�6HW��
7KH�2SHQ�:HE�$SSOLFDWLRQ�6HFXULW\�3URMHFW��2:$63��KDV�D�SURMHFW�WKDW�

PDLQWDLQV�D�VHW�RI�JHQHULF�DWWDFN�GHWHFWLRQ�UXOHV�FDOOHG�WKH�0RG6HFXULW\�&RUH�5XOH�6HW�

�&56���7KHVH�UXOHV�DLP�WR�SURYLGH�D�EDVH�OHYHO�RI�SURWHFWLRQ�IRU�DOO�ZHE�DSSOLFDWLRQV��7KH�

&56�ZDV�LQVWDOOHG�ZLWK�0RG6HFXULW\��DQG�HQDEOHG�WR�VKRZ�KRZ�0RG6HFXULW\�PLJKW�

IXQFWLRQ�DV�D�VHFXULW\�PRQLWRULQJ�VHQVRU��

������� 'DPQ�9XOQHUDEOH�:HE�$SS�
7KH�ZHE�DSSOLFDWLRQ�WKDW�0RG6HFXULW\�LV�SURWHFWLQJ�LQ�WKH�ODE�LV�'DPQ�9XOQHUDEOH�

:HE�$SS��'9:$���,W�LV�DQ�RSHQ�VRXUFH�DSSOLFDWLRQ�ZULWWHQ�LQ�3+3�ZLWK�D�0\64/�

GDWDEDVH�EDFNHQG��'9:$�KDV�VHYHUDO�VHFXULW\�IODZV�SXUSRVHIXOO\�ZULWWHQ�LQWR�D�

IXQFWLRQDO�ZHE�DSSOLFDWLRQ��,W�ZDV�FUHDWHG�DV�D�WHDFKLQJ�DLG�IRU�VHFXULW\�SURIHVVLRQDOV�DQG�

VRIWZDUH�GHYHORSHUV�WR�OHDUQ�KRZ�WR�GLVFRYHU�DQG�UHPHGLDWH�YXOQHUDELOLWLHV���

������� $XGLW&RQVROH�
:LWK�GHSOR\PHQWV�RI�PRUH�WKDQ�D�VLQJOH�LQVWDQFH�RI�0RG6HFXULW\��FHQWUDOL]HG�

ORJJLQJ�LV�HVVHQWLDO�IRU�VFDODEOH�VHFXULW\�PRQLWRULQJ��2QH�DSSOLFDWLRQ�WKDW�FDQ�EH�XVHG�IRU�

FHQWUDO�ORJJLQJ�RI�0RG6HFXULW\�HYHQWV�LV�-:DOO¶V�$XGLW&RQVROH��,W�UHFHLYHV�HYHQWV�IURP�

PXOWLSOH�LQVWDQFHV�RI�0RG6HFXULW\��ORJV�WKHP�WR�D�GDWDEDVH��LQGH[HV�WKHP��DQG�KDV�D�ZHE�

DSSOLFDWLRQ�IURQW�HQG�IRU�VHFXULW\�DQDO\VW�UHYLHZ�RI�WKH�HYHQWV��

$XGLW&RQVROH�FDQ�UHFHLYH�HYHQWV�YLD�ILOH�XSORDGV�RI�0RG6HFXULW\�DXGLW�ORJ�ILOHV��

,W�FDQ�DOVR�OHYHUDJH�PORJF��D�WRRO�WKDW�LV�GLVWULEXWHG�ZLWK�0RG6HFXULW\��WR�VHQG�ORJV�WR�WKH�

$XGLW&RQVROH�UHFHLYHU�XVLQJ�DQ�+773�FRQQHFWLRQ��7KH�HYHQWV�FDQ�HLWKHU�EH�VWRUHG�LQ�WKH�

HPEHGGHG�64/�GDWDEDVH��RU�DQ�H[WHUQDO�GDWDEDVH�VXFK�DV�0\64/��8VHUV�GHILQH�UXOHV�WKDW�

LQFRPLQJ�HYHQWV�DUH�HYDOXDWHG�DJDLQVW��VXFK�DV�FUHDWLQJ�QRWLILFDWLRQV��GHOHWLQJ�HYHQWV��RU�

H[HFXWLQJ�VFULSWV��(YHQWV�FDQ�EH�WDJJHG�E\�XVHUV��DOORZLQJ�WKHP�WR�EH�QRWHG�DV�IDOVH�

SRVLWLYHV��RU�VRPHWKLQJ�WR�EH�IROORZHG�XS�RQ�DW�D�ODWHU�WLPH���

6HFXULW\�2QLRQ�LV�D�/LQX[�GLVWULEXWLRQ�XVHG�IRU�QHWZRUN�VHFXULW\�PRQLWRULQJ�

�160���$XGLW&RQVROH�ZDV�LQVWDOOHG�RQ�WRS�RI�6HFXULW\�2QLRQ�DV�D�SURRI�RI�FRQFHSW��2QFH�

0RG6HFXULW\�ORJV�DUH�FHQWUDOL]HG�RQ�6HFXULW\�2QLRQ��RQH�FRXOG�XWLOL]H�RWKHU�WRROV�EXLOW�

LQWR�6HFXULW\�2QLRQ�IRU�DQDO\VLV�RI�WKRVH�HYHQWV�RU�WR�FRUUHODWH�WKH�HYHQWV�ZLWK�ORJV�IURP�

RWKHU�160�VHQVRUV��
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������� %XUS�6XLWH��
%XUS�6XLWH�LV�D�SODWIRUP�IRU�SHUIRUPLQJ�VHFXULW\�WHVWLQJ�RI�ZHE�DSSOLFDWLRQV��,W�LV�D�

IDYRULWH�DPRQJ�DSSOLFDWLRQ�SHQHWUDWLRQ�WHVWHUV��,W�KDV�DQ�LQWHUFHSWLRQ�SUR[\�WKDW�DOORZV�

LQVSHFWLRQ�DQG�PRGLILFDWLRQ�RI�WUDIILF�EHWZHHQ�WKH�EURZVHU�DQG�WDUJHW�DSSOLFDWLRQ��DQG�

VHYHUDO�EXLOW�LQ�WRROV�IRU�PDQLSXODWLQJ�WUDIILF�IRU�VHFXULW\�WHVWLQJ��7KH�SURIHVVLRQDO�YHUVLRQ�

DOVR�KDV�D�G\QDPLF�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ�VFDQQHU���

%XUS�6XLWH�FDQ�EH�XVHG�WR�ILQG�YXOQHUDELOLWLHV�LQ�D�ZHE�DSSOLFDWLRQ��$�:$)��VXFK�

DV�0RG6HFXULW\��FDQ�WKHQ�EH�XVHG�WR�YLUWXDOO\�SDWFK�WKRVH�VHFXULW\�IODZV��

������� 7KUHDG)L[�
7KUHDG)L[�LV�D�ZHE�DSSOLFDWLRQ�YXOQHUDELOLW\�PDQDJHPHQW�WRRO�WKDW�DJJUHJDWHV�

UHVXOWV�IURP�YDULRXV�ZHE�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ�WRROV�RYHU�WLPH��,W�FRQVROLGDWHV�DQG�

GH�GXSOLFDWHV�ILQGLQJV��ZKLOH�SURYLGLQJ�YDULRXV�GDVKERDUGV�DQG�UHSRUWV�RI�WKH�GDWD��,W�DOVR�

LQWHJUDWHV�ZLWK�YDULRXV�GHIHFW�WUDFNLQJ�WRROV�WR�SXVK�ZHE�DSSOLFDWLRQ�YXOQHUDELOLW\�GDWD�

LQWR�WKH�IRUPDW�DQG�SURFHVVHV�WKDW�GHYHORSHUV�DUH�FRPIRUWDEOH�XVLQJ���

7KUHDG)L[�FDQ�DOVR�DVVLVW�LQ�YLUWXDO�SDWFKLQJ�E\�JHQHUDWLQJ�:$)�UXOHV�EDVHG�RQ�WKH�

YXOQHUDELOLWLHV�LW�VWRUHV��7KUHDG)L[�FUHDWHV�0RG6HFXULW\�UXOHV�WR�EORFN�PDOLFLRXV�WUDIILF�

FDSDEOH�RI�H[SORLWLQJ�YXOQHUDELOLWLHV�IRXQG�LQ�%XUS�6XLWH¶V�'$67�VFDQ�UHVXOWV� 

����� 9LUWXDO�3DWFKLQJ�
,Q�DQ�LGHDO�ZRUOG��WKH�VHFXUH�VRIWZDUH�GHYHORS�OLIHF\FOH��6'/&��ZRXOG�SURGXFH�ZHE�

DSSOLFDWLRQV�IUHH�RI�VHFXULW\�YXOQHUDELOLWLHV��,Q�WKH�UHDO�ZRUOG��WKHUH�LV�QHHG�IRU�D�ZHE�

DSSOLFDWLRQ�YXOQHUDELOLW\�PDQDJHPHQW�SURFHVV�WR�DVVHVV�DSSOLFDWLRQV��ILQG�VHFXULW\�IODZV��

DQG�KHOS�GULYH�WKHP�WR�UHPHGLDWLRQ��2QFH�LGHQWLILHG��YXOQHUDELOLWLHV�LQ�FXVWRP�

DSSOLFDWLRQV�WDNH�WLPH�WR�IL[��(VVHQWLDOO\��ZH�DUH�WDNLQJ�GHYHORSPHQW�WLPH�DZD\�IURP�

FUHDWLQJ�QHZ�IXQFWLRQDOLW\�WR�GHYRWH�WR�IL[LQJ�D�VHFXULW\�LVVXH��7KLV�LV�D�FRVWO\�HQGHDYRU�DW�

EHVW��$W�ZRUVW��WKH�ZHE�DSSOLFDWLRQ�LV�D�OHJDF\�DSSOLFDWLRQ�DQG�WKH�FRPSDQ\�GRHV�QRW�KDYH�

GHYHORSPHQW�UHVRXUFHV�GHYRWHG�WR�LW��7R�ILOO�WKLV�JDS��RUJDQL]DWLRQV�FRXOG�XVH�D�:$)�WR�

KHOS�UHPHGLDWH�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV�ZLWKRXW�WKH�QHHG�WR�FKDQJH�WKH�

DSSOLFDWLRQ¶V�VRXUFH�FRGH��
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9LUWXDO�3DWFKLQJ�LV�³D�VHFXULW\�SROLF\�HQIRUFHPHQW�OD\HU�WKDW�SUHYHQWV�WKH�

H[SORLWDWLRQ�RI�D�NQRZQ�YXOQHUDELOLW\´��%DUQHWW��������S�������*LYHQ�D�FXVWRP�UXOH�WKDW�

DGGUHVVHV�D�VSHFLILF�YXOQHUDELOLW\��WKH�:$)�FDQ�DQDO\]H�WUDQVDFWLRQV�DQG�LQWHUFHSW�DWWDFNV�

LQ�WUDQVLW�VR�WKH�PDOLFLRXV�WUDIILF�WDUJHWLQJ�WKH�YXOQHUDELOLW\�QHYHU�UHDFKHV�WKH�DSSOLFDWLRQ��

([SORLWDWLRQ�DWWHPSWV�ZRXOG�EH�XQVXFFHVVIXO�ZLWKRXW�KDYLQJ�WR�PRGLI\�WKH�VRXUFH�FRGH�RI�

WKH�DSSOLFDWLRQ���

7KH�ODE�HQYLURQPHQW�LV�UXQQLQJ�'DPQ�9XOQHUDEOH�:HE�$SS��ZKLFK�KDV�VHYHUDO�ZHE�

DSSOLFDWLRQ�YXOQHUDELOLWLHV��8VLQJ�WKH�UHIOHFWHG�FURVV�VLWH�VFULSWLQJ�H[DPSOH�LQ�'9:$��

KHUH�LV�KRZ�YLUWXDO�SDWFKLQJ�PLJKW�ZRUN�ZLWKLQ�D�ZHE�DSSOLFDWLRQ�YXOQHUDELOLW\�

PDQDJHPHQW�SURJUDP��

������� &URVV�6LWH�6FULSWLQJ�
&URVV�VLWH�VFULSWLQJ��;66��DWWDFNV�DUH�D�W\SH�RI�LQMHFWLRQ�DWWDFN�ZKHUH�DQ�DWWDFNHU�

VHQGV�D�PDOLFLRXV�VFULSW��W\SLFDOO\�EURZVHU�VLGH�-DYD6FULSW��WKURXJK�D�ZHE�DSSOLFDWLRQ�WR�

DQRWKHU�HQG�XVHU��7KH�XVHU¶V�EURZVHU�WKHQ�H[HFXWHV�WKDW�VFULSW��DQG�WKH�PDOLFLRXV�FRGH�

FDUULHV�RXW�LWV�QHIDULRXV�SXUSRVH��;66�FDQ�EH�XVHG�WR�³KLMDFN�XVHU�VHVVLRQV��GHIDFH�ZHE�

VLWHV��LQVHUW�KRVWLOH�FRQWHQW��UHGLUHFW�XVHUV��DQG�KLMDFN�WKH�XVHU¶V�EURZVHU�XVLQJ�PDOZDUH´�

�:LOOLDPV�DQG�:LFKHUV��������S�����

7KH�;66�H[DPSOH�LQ�'9:$�LV�LPSOHPHQWHG�XVLQJ�D�IRUP�DVNLQJ�IRU�WKH�XVHU¶V�

QDPH��$IWHU�W\SLQJ�LQ�³-DVRQ´�DQG�FOLFNLQJ�VXEPLW��WKH�DSSOLFDWLRQ�VD\V�³+HOOR�-DVRQ´�DV�

VKRZQ�LQ�)LJXUH�����

�

�

Figure 10. DVWA XSS Example Functionality.�
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,QVWHDG�RI�W\SLQJ�LQ�D�QDPH��RQH�FRXOG�SURYLGH�-DYD6FULSW�±�IRU�H[DPSOH��D�VLPSOH�

VFULSW�WKDW�FUHDWHV�D�SRS�XS�ER[�WKDW�VD\V�³;66´��

��6&5,37!DOHUW�´;66´!���6&5,37!�

'9:$�ZLOO�LQVHUW�WKLV�VFULSW�LQWR�WKH�+70/�ZKHUH�LW�ZRXOG�KDYH�SXW�³-DVRQ´��DQG�

WKH�EURZVHU�ZLOO�H[HFXWH�LW��DV�VKRZQ�LQ�)LJXUH������

�

�

Figure 11. DVWA XSS Exploit.�

������� '\QDPLF�$SSOLFDWLRQ�6HFXULW\�7HVWLQJ�
$V�SDUW�RI�VHFXULW\�WHVWLQJ�ZLWKLQ�WKH�VHFXUH�6'/&�DQG�DV�JHQHUDO�YXOQHUDELOLW\�

PDQDJHPHQW��G\QDPLF�DSSOLFDWLRQ�VHFXULW\�WHVWLQJ�VKRXOG�EH�FRQGXFWHG�DJDLQVW�ZHE�

DSSOLFDWLRQV��'$67�WHFKQRORJLHV�DUH�GHVLJQHG�WR�GHWHFW�FRQGLWLRQV�LQGLFDWLYH�RI�D�VHFXULW\�

YXOQHUDELOLW\�LQ�DQ�DSSOLFDWLRQ�LQ�LWV�UXQQLQJ�VWDWH��:HE�DSSOLFDWLRQ�YXOQHUDELOLW\�VFDQQHUV�

DUH�WRROV�WKDW�VFDQ�ZHE�DSSOLFDWLRQV�WR�ORRN�IRU�VHFXULW\�YXOQHUDELOLWLHV�VXFK�DV�FURVV�VLWH�

VFULSWLQJ��7KH\�FRPPXQLFDWH�ZLWK�DQ�DSSOLFDWLRQ�WKURXJK�WKH�ZHE�IURQW�HQG�LQ�RUGHU�WR�

LGHQWLI\�SRWHQWLDO�VHFXULW\�YXOQHUDELOLWLHV�DQG�DUFKLWHFWXUDO�ZHDNQHVVHV��)LUVW�WKH\�VSLGHU�

WKH�DSSOLFDWLRQ��VWDUWLQJ�DW�WKH�DSSOLFDWLRQ¶V�IURQW�SDJH�DQG�UHFXUVLYHO\�IROORZLQJ�HYHU\�

OLQN�WR�ILQG�HDFK�SDJH�DQG�LQSXW��7KHQ�WKH\�IX]]�WKRVH�LQSXWV�ORRNLQJ�IRU�UHVSRQVHV�WKDW�

LQGLFDWH�VHFXULW\�LVVXHV��

,Q�WKH�ODE�HQYLURQPHQW��%XUS�6XLWH�3UR�ZDV�XVHG�WR�VFDQ�WKH�;66�H[DPSOH�LQ�

'9:$��DQG�WKH�;66�YXOQHUDELOLW\�ZDV�D�ILQGLQJ�LQ�WKH�UHVXOWV�DV�VKRZQ�LQ�)LJXUH�����
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Figure 12. Burp Suite XSS Finding.�

������� 9XOQHUDELOLW\�$JJUHJDWLRQ�
,Q�DQ�HQWHUSULVH�HQYLURQPHQW�ZLWK�VHYHUDO�DSSOLFDWLRQV�EHLQJ�GHYHORSHG�RU�PDQ\�

DSSOLFDWLRQV�EHLQJ�WHVWHG�ZLWKLQ�D�YXOQHUDELOLW\�PDQDJHPHQW�SURJUDP��PRUH�WKDQ�RQH�

DSSOLFDWLRQ�WHVWLQJ�WRRO�FRXOG�EH�WHVWLQJ�D�SOHWKRUD�RI�ZHE�DSSOLFDWLRQV��$JJUHJDWLRQ�DQG�

FRUUHODWLRQ�RI�DOO�RI�WKRVH�ILQGLQJV�KHOSV�WKH�PDQDJHPHQW�RI�D�SURJUDP�ZLWK�D�ODUJH�VFRSH��

,Q�WKH�ODE�HQYLURQPHQW��DQ�RSHQ�VRXUFH�YXOQHUDELOLW\�DJJUHJDWLRQ�WRRO�FDOOHG�7KUHDG)L[�

ZDV�XVHG�WR�LPSRUW�WKH�%XUS�6XLWH�3UR�'$67�VFDQ�UHVXOWV�DV�VKRZQ�LQ�)LJXUH�����

7KUHDG)L[�ZDV�DOVR�XVHG�EHFDXVH�LW�KDV�WKH�DELOLW\�WR�JHQHUDWH�ZHE�DSSOLFDWLRQ�ILUHZDOO�

UXOHV�EDVHG�RQ�'$67�UHVXOWV��
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Figure 13. ThreadFix XSS Finding.�

������� :HE�$SSOLFDWLRQ�)LUHZDOO�5XOHV�
7KH�ODVW�VWHS�LV�WR�KDYH�7KUHDG)L[�JHQHUDWH�:$)�UXOHV�WR�SURWHFW�DJDLQVW�WKH�

YXOQHUDELOLW\��DQG�GHSOR\�WKHP�WR�0RG6HFXULW\��7KUHDG)L[¶V�QHZ�:$)�UXOH�LV�VKRZQ�LQ�

)LJXUH�����
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Figure 14. ThreadFix WAF Rules.�

$�ILOH�FDOOHG�PRGVHFXULW\BFUVB��BFXVWRPUXOHV�FRQI�FRQWDLQLQJ�WKH�UXOH�ZDV�FUHDWHG��

DQG�D�V\POLQN�ZDV�SODFHG�LQ�0RG6HFXULW\¶V�DFWLYDWHGBUXOHV�GLUHFWRU\��7KLV�ZDV�WKH�RQO\�

UXOH�HQDEOHG�LQ�0RG6HFXULW\��DV�LW�ZDV�WKH�RQO\�RQH�LQ�WKH�DFWLYDWHGBUXOHV�GLUHFWRU\�DV�

VKRZQ�LQ�)LJXUH�����

��
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Figure 15. ModSecurity Activated Rules.�

$IWHU�WKH�;66�UXOH�ZDV�GHSOR\HG�WR�0RG6HFXULW\��D�WHVW�ZDV�SHUIRUPHG�WR�VHH�LI�ZDV�

HIIHFWLYH��7KH�VDPH�SURRI�RI�FRQFHSW�-DYD6FULSW�H[SORLW�DERYH�LQ�RXU�H[DPSOH�ZDV�

DWWHPSWHG�D�VHFRQG�WLPH��7KLV�WLPH��0RG6HFXULW\�EORFNV�WKH�DWWHPSW�ZLWK�DQ�+773�����

)RUELGGHQ�HUURU�DV�VKRZQ�LQ�)LJXUH�����

�

�

Figure 16. DVWA Blocked XSS Exploit.�

9LHZLQJ�WKH�$SDFKH�ORJV�VKRZV�WKDW�0RG6HFXULW\�EORFNHG�WKH�H[SORLW�DWWHPSW�

EHFDXVH�LW�PDWFKHG�WKH�SDWWHUQ�FUHDWHG�LQ�WKH�QHZ�:$)�UXOH�DV�VKRZQ�LQ�)LJXUH�����

�

�

Figure 17. Apache ModSecuirty Logs.�
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7KH�PDLQ�DGYDQWDJH�RI�YLUWXDO�SDWFKLQJ�LV�WKH�VSHHG�RI�ULVN�UHGXFWLRQ��7KDW�LV��WKH�

H[SRVHG�DWWDFN�VXUIDFH�LV�UHGXFHG�IDU�IDVWHU�WKDQ�E\�DQ\�RWKHU�PHDQV��,W�LV�LPSRUWDQW�WR�

XQGHUVWDQG�WKH�OHYHO�RI�SURWHFWLRQ�YLUWXDO�SDWFKLQJ�SURYLGHV��'HSHQGLQJ�RQ�WKH�IODZ��LW�

PD\�RU�PD\�QRW�EH�SRVVLEOH�WR�FRPSOHWHO\�UHPHGLDWH�WKH�YXOQHUDELOLW\�ZLWK�D�YLUWXDO�

SDWFK��,Q�VRPH�FDVHV��WKH�EHVW�WKDW�FDQ�EH�GRQH�LV�LGHQWLI\LQJ�ZKHQ�D�PDOLFLRXV�DWWDFNHU�

DWWHPSWV�WR�H[SORLW�WKH�YXOQHUDELOLW\��9LUWXDO�SDWFKLQJ�DQG�IL[LQJ�WKH�VRXUFH�FRGH�DUH�QRW�

PXWXDOO\�H[FOXVLYH��DQG�YLUWXDO�SDWFKLQJ�VKRXOG�RQO\�EH�YLHZHG�DV�WHPSRUDU\�ULVN�

UHGXFWLRQ�XQWLO�D�VRXUFH�FRGH�IL[�LV�SXVKHG�WR�SURGXFWLRQ���

����� 1HWZRUN�6HFXULW\�0RQLWRULQJ�
1HWZRUN�VHFXULW\�PRQLWRULQJ��160��LV�³WKH�FROOHFWLRQ��DQDO\VLV��DQG�HVFDODWLRQ�RI�

LQGLFDWLRQV�DQG�ZDUQLQJV�WR�GHWHFW�DQG�UHVSRQG�WR�LQWUXVLRQV´��%HMWOLFK��������S������160�

LV�D�VHFXULW\�SDUDGLJP�WKDW�EHOLHYHV�SUHYHQWLRQ�HYHQWXDOO\�IDLOV�DQG�VHFXULW\�EUHDFKHV�DUH�

LQHYLWDEOH��7KH�JRDO�LV�WR�KDYH�HQRXJK�YLVLELOLW\�LQWR�WKH�QHWZRUN�WR�GHWHFW�DQG�

DSSURSULDWHO\�UHDFW�WR�D�VHFXULW\�LQFLGHQW��&ULPHV�LQYROYLQJ�WHFKQRORJ\�WDNH�WLPH�±�DIWHU�

DQ�LQLWLDO�FRPSURPLVH�LW�FDQ�WDNH�GD\V�RU�ZHHNV�WR�ILQG��JDWKHU��DQG�H[ILOWUDWH�ZKDW�WKH�

FULPLQDO�ZDQWV��0RVW�VRSKLVWLFDWHG�LQWUXGHUV�VHHN�WR�JDLQ�SHUVLVWHQFH�LQ�WDUJHW�QHWZRUNV��

7KLV�JLYHV�GHIHQGHUV�DQ�RSSRUWXQLW\�WR�GHWHFW�DQG�UHVSRQG�WR�LQWUXGHUV�EHIRUH�WKH\�FDQ�GR�

GDPDJH�WR�WKH�HQWHUSULVH��

$FFRUGLQJ�WR�6DQGHUV�DQG�6PLWK��³WKH�160�F\FOH�FRQVLVWV�RI�WKUHH�GLVWLQFW�SKDVHV��

&ROOHFWLRQ��'HWHFWLRQ��DQG�$QDO\VLV´��������S������

x� &ROOHFWLRQ��7KH�160�F\FOH�EHJLQV�ZLWK�FROOHFWLRQ��7KLV�RFFXUV�ZLWK�VHQVRUV�

WKDW�DUH�XVHG�WR�JHQHUDWH�DQG�FROOHFW�GDWD�IRU�160�GHWHFWLRQ�DQG�DQDO\VLV��

:KHUH�WKH�VHQVRUV�DUH�ORFDWHG�GHILQHV�ZKDW�QHWZRUN�YLVLELOLW\�H[LVWV��6DQGHUV�

DQG�6PLWK�UHFRPPHQG�D�ULVN�EDVHG�DSSURDFK�IRU�GHFLGLQJ�ZKDW�GDWD�WR�

FROOHFW��DQG�ZKHUH�WR�GHSOR\�VHQVRUV��2QH�VXFK�VHQVRU�FRXOG�EH�D�ZHE�

DSSOLFDWLRQ�ILUHZDOO��:KLOH�TXDQWLI\LQJ�ULVN�WR�DQ�RUJDQL]DWLRQ��D�PLVVLRQ�

FULWLFDO��,QWHUQHW�IDFLQJ�ZHE�DSSOLFDWLRQ�TXLFNO\�UDLVHV�WR�WKH�WRS�PDNLQJ�LW�

REYLRXV�WKDW�ZHE�DSSOLFDWLRQ�PRQLWRULQJ�LV�LQ�VFRSH��7KH�DOHUWLQJ�DQG�ORJV�

WKDW�D�ZHE�DSSOLFDWLRQ�ILUHZDOO�JHQHUDWHV�SURYLGH�WKH�EHVW�YLVLELOLW\�LQWR�ZHE�

WUDIILF�DQG�ZHE�DSSOLFDWLRQ�DWWDFNV�DYDLODEOH��
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x� 'HWHFWLRQ��³'HWHFWLRQ�LV�WKH�SURFHVV�E\�ZKLFK�FROOHFWHG�GDWD�LV�H[DPLQHG�
DQG�DOHUWV�DUH�JHQHUDWHG�EDVHG�XSRQ�REVHUYHG�HYHQWV�DQG�GDWD�WKDW�DUH�

XQH[SHFWHG´��6DQGHUV�DQG�6PLWK��������S�������'HWHFWLRQ�FDQ�EH�DV�VLPSOH�DV�

D�XVHU�FDOOLQJ�WKH�KHOSGHVN�WR�FRPSODLQ�DERXW�DQ�LQIHFWHG�GHVNWRS��8VXDOO\��LW�

LV�LQ�WKH�IRUP�RI�WUDIILF�WKDW�PDWFKHV�D�VLJQDWXUH�RQ�D�VHQVRU�VXFK�DV�DQ�

LQWUXVLRQ�GHWHFWLRQ�V\VWHP�RU�ZHE�DSSOLFDWLRQ�ILUHZDOO�WKDW�WKHQ�WULJJHUV�DQ�

DOHUW�IRU�LQYHVWLJDWLRQ��

x� $QDO\VLV��7KH�160�F\FOH�HQGV�ZLWK�DQDO\VLV��7KLV�LV�ZKHQ�D�KXPDQ�UHYLHZV�

DQG�LQWHUSUHWV�WKH�GDWD�JHQHUDWHG�E\�WKH�DOHUW��'XULQJ�WKH�FRXUVH�RI�WKH�

LQYHVWLJDWLRQ��DQ�DQDO\VW�ZLOO�RIWHQ�SXOO�LQ�GDWD�IURP�RWKHU�VRXUFHV��7KLV�PD\�

LQYROYH�SDFNHW�DQDO\VLV�DQG�QHWZRUN�RU�KRVW�IRUHQVLFV��$W�WKLV�SRLQW��DQ�HYHQW�

PD\�EH�HVFDODWHG�WR�DQ�LQFLGHQW�DQG�DQ�LQFLGHQW�UHVSRQVH��,5��SURFHVV�ZRXOG�

EH�LQLWLDWHG��2U��WKH�UHVXOW�FRXOG�EH�WKDW�WKH�LQYHVWLJDWLRQ�ZDV�WULJJHUHG�E\�D�

IDOVH�SRVLWLYH�DOHUW�DQG�WKH�VHQVRU�LV�WXQHG�VR�WKDW�LW�GRHV�QRW�DOHUW�RQ�WKH�

VDPH�DQRPDORXV�WUDIILF�LQ�WKH�IXWXUH��

������� :HE�$SSOLFDWLRQ�)LUHZDOO¶V�5ROH�LQ�160�
:HE�DSSOLFDWLRQ�ILUHZDOOV�DUH�VHQVRUV�LQ�D�QHWZRUN�VHFXULW\�PRQLWRULQJ�

LQIUDVWUXFWXUH��,Q�WKH�ULVN�EDVHG�VHQVRU�SODFHPHQW�VWUDWHJ\��FRQVLGHU�ZKDW�ULVN�ZHE�

DSSOLFDWLRQV�SRVH�WR�DQ�RUJDQL]DWLRQ��,I�DQ�RUJDQL]DWLRQ�GRHV�QRW�KDYH�D�ZHE�SUHVHQFH�RU�

RQO\�KDV�D�VPDOO��VWDWLF�PDUNHWLQJ�ZHEVLWH��ZHE�DSSOLFDWLRQV�ZRXOG�UDQN�ORZ�RQ�D�ULVN�

DVVHVVPHQW��,I�DQ�RUJDQL]DWLRQ�KDV�D�PLVVLRQ�FULWLFDO�ZHE�DSSOLFDWLRQ�VXFK�DV�D�ODUJH�

HFRPPHUFH�VLWH�RU�LV�D�EXVLQHVV�EXLOW�RQ�D�PRELOH�DSSOLFDWLRQ��WKHQ�D�ULVN�DVVHVVPHQW�

ZRXOG�UDQN�WKH�ULVNV�LQYROYHG�UDWKHU�KLJKO\��,I�ZHE�DSSOLFDWLRQV�SRVH�D�KLJK�OHYHO�RI�ULVN�

IRU�DQ�RUJDQL]DWLRQ��D�:$)�ZLOO�EH�WKH�PRVW�FULWLFDO�VHQVRU�LQ�DQ�160�GHSOR\PHQW��

:$)V�DUH�VHQVRUV�SDUWLFXODUO\�VXLWHG�IRU�PRQLWRULQJ�ZHE�DSSOLFDWLRQ�WUDIILF��7KH�

DELOLW\�WR�GHFU\SW�ZHE�WUDIILF�XVLQJ�66/�RU�7/6�PDNHV�D�ELJ�GLIIHUHQFH�LQ�WUDIILF�YLVLELOLW\�

DV�FRPSDUHG�WR�RWKHU�NLQGV�RI�VHQVRUV�VXFK�DV�ILUHZDOOV�RU�LQWUXVLRQ�SUHYHQWLRQ�V\VWHPV�

�,36���*DUWQHU�FRQGXFWHG�D�VXUYH\�WR�VHH�KRZ�RUJDQL]DWLRQV�DUH�KDQGOLQJ�HQFU\SWHG�

WUDIILF��$FFRUGLQJ�WR�'¶+RLQQH�DQG�+LOV��WKH�VXUYH\�VKRZHG�WKDW�³OHVV�WKDQ�����RI�

RUJDQL]DWLRQV�ZLWK�D�ILUHZDOO��,36��RU�XQLILHG�WKUHDW�PDQDJHPHQW��870��DSSOLDQFH�
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GHFU\SW�LQERXQG�RU�RXWERXQG�66/�WUDIILF��+RZHYHU��PRUH�WKDQ�����RI�RUJDQL]DWLRQV�ZLWK�

D�SXEOLF�ZHEVLWH�DQG�D�:$)�GHFU\SW�LQERXQG�ZHE�WUDIILF´��������S������7KDW�LV��LQERXQG�

ZHE�WUDIILF�WKDW�PLJKW�SDVV�DQ�,36�XQLQVSHFWHG�EHFDXVH�LW�LV�HQFU\SWHG�LV�PXFK�PRUH�

OLNHO\�WR�JHW�GHFU\SWHG�DQG�LQVSHFWHG�E\�D�:$)���

������� 0RG6HFXULW\�&HQWUDOL]HG�/RJJLQJ�YLD�$XGLW&RQVROH�
$V�D�SURRI�RI�FRQFHSW��WKH�ODE�KDV�DQ�LQVWDQFH�RI�6HFXULW\�2QLRQ��DQ�RSHQ�VRXUFH�

160�/LQX[�GLVWULEXWLRQ��$XGLW&RQVROH��D�FHQWUDOL]HG�ORJ�PDQDJHPHQW�WRRO�IRU�

0RG6HFXULW\��LV�LQVWDOOHG�RQ�WRS�RI�6HFXULW\�2QLRQ��0RG6HFXULW\�LV�DQ�160�VHQVRU�

FROOHFWLQJ�DQG�VHQGLQJ�ORJV�DQG�DOHUW�GDWD�WR�$XGLW&RQVROH�WR�HQDEOH�GHWHFWLRQ�DQG�

DQDO\VLV�E\�D�VHFXULW\�DQDO\VW��

'XULQJ�WKH�'$67�VFDQ�IURP�WKH�YLUWXDO�SDWFKLQJ�H[DPSOH��WKH�2:$63�&RUH�5XOH�

6HW�ZDV�HQDEOHG�LQ�0RG6HFXULW\�DQG�FRQILJXUHG�WR�DOHUW�RQ�PDOLFLRXV�WUDIILF��7KHVH�DOHUWV�

ZHUH�VHQW��YLD�PORJF��WR�$XGLW&RQVROH��)LJXUH����VKRZV�D�VFUHHQVKRW�RI�WKH�GDVKERDUG�LQ�

$XGLW&RQVROH�ULJKW�DIWHU�WKH�VFDQ�FRPSOHWHG��,I�WKLV�ZHUH�D�VFDQ�GRQH�IRU�UHFRQQDLVVDQFH�

E\�DQ�DWWDFNHU��WKH�VHFXULW\�DQDO\VW�FRXOG�SHUIRUP�DQDO\VLV�EDVHG�RQ�WKHVH�DOHUWV�DQG�WDNH�

ZKDWHYHU�DFWLRQV�ZHUH�GHHPHG�DSSURSULDWH��

Figure 18. AuditConsole Dashboard.�
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���&RQFOXVLRQ�
,Q�WKH�HUD�RI�WKH�,QWHUQHW��ZHE�DSSOLFDWLRQV�DUH�FULWLFDO�WR�FRQGXFWLQJ�EXVLQHVV��

$WWDFNHUV�NQRZ�WKLV��DQG�DUH�IRFXVHG�RQ�H[SORLWLQJ�YXOQHUDELOLWLHV�IRU�WKHLU�RZQ�JDLQ��

:HE�DSSOLFDWLRQ�ILUHZDOOV�VKLHOG�ZHE�DSSOLFDWLRQV�IURP�WKHVH�DWWDFNV���

:KHQ�QHZ�ZHE�DSSOLFDWLRQ�YXOQHUDELOLWLHV�DUH�IRXQG��YLUWXDO�SDWFKLQJ�TXLFNO\�

UHPHGLDWHV�WKH�ULVN�ZLWKRXW�QHHGLQJ�WR�FKDQJH�WKH�DSSOLFDWLRQ¶V�VRXUFH�FRGH��)RU�

SURGXFWLRQ�DSSOLFDWLRQV�WKDW�ZLOO�WDNH�WLPH�WR�IL[��XWLOL]LQJ�D�ZHE�DSSOLFDWLRQ�ILUHZDOO�WR�

GHSOR\�D�YLUWXDO�SDWFK�ZLOO�UHTXLUH�WKH�OHDVW�DPRXQW�RI�HIIRUW�IRU�WKH�GHVLUHG�VHFXULW\�

SRVWXUH��)RU�D�OHJDF\�RU�&276�DSSOLFDWLRQ��LW�FRXOG�EH�WKH�RQO\�PLWLJDWLQJ�FRQWURO�

DYDLODEOH�VKRUW�RI�WDNLQJ�WKH�YXOQHUDEOH�IXQFWLRQDOLW\�RIIOLQH���

:HE�DSSOLFDWLRQ�ILUHZDOOV�KDYH�YLVLELOLW\�LQWR�DSSOLFDWLRQ�WUDIILF�WKDW�QR�RWKHU�

VHFXULW\�PRQLWRULQJ�VHQVRU�LV�FDSDEOH�RI�DQDO\]LQJ��,I�ZHE�DSSOLFDWLRQV�SRVH�ULVN�WR�DQ�

RUJDQL]DWLRQ��ZHE�DSSOLFDWLRQ�ILUHZDOOV�DUH�YLWDO�WR�\RXU�RYHUDOO�SURWHFWLRQ�VWUDWHJ\��

$V�D�ILQDO�ZRUG�RI�DGYLFH��FRQVLGHU�ZKR�ZLOO�EH�GRLQJ�WKH�DSSOLFDWLRQ�VHFXULW\�

PRQLWRULQJ��$SSOLFDWLRQ�VHFXULW\�KDV�D�GLIIHUHQW�NQRZOHGJHEDVH�DQG�VNLOOVHW�WKDQ�JHQHUDO�

QHWZRUN�VHFXULW\�PRQLWRULQJ��*RLQJ�EH\RQG�,3�DGGUHVVHV�DQG�SRUWV�WR�ORRN�GHHS�LQWR�

/D\HU���+773�WUDIILF�WDNHV�VSHFLDOL]HG�VNLOOV��:KHQ�DGGLQJ�DSSOLFDWLRQ�VHFXULW\�

PRQLWRULQJ�WR�DQ�DQDO\VW¶V�UHVSRQVLELOLWLHV��FRQVLGHU�JLYLQJ�WKDW�VWDII�PHPEHU�WKH�

VSHFLDOL]HG�WUDLQLQJ�WKH\�QHHG�WR�EH�VXFFHVVIXO��

�

� �
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